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SUMMARY

he United Nations Convention against Cybercrime (Hanoi convention) is a widely signed new
legal instrument that was agreed by consensus at a time of geopolitical fragmentation. The
potential benefits of the convention are considerable, as are the potential risks if it is misused.
This policy brief reviews the history and content of the convention and considers its future, concluding

that cross-regional and cross-sectoral trust building and engagement will be essential for its success.

But whose treaty is it? The convention is no longer owned by those who proposed it, nor by those
who initially rejected it. Its history has been marked by polarization and suspicion, but its future must
be one of shared ownership - by the states parties, coming from different perspectives, as well as
by the private sector and civil society, who recognize the unique role they play in implementation, all

under the auspices of the UN.

Key findings

®  The ecosystem of cyber-dependent and cyber-enabled crime is both transnational and highly
adaptive, making it increasingly difficult for states to respond through isolated or purely domestic
measures.

®  There has never been a consensus on the need for a new UN treaty, but member states have
overcome their differences to reach a consensus on this treaty, the terms of which are based on
overarching human rights safeguards.

m  Despite member state consensus, there are some countries that want to expand the treaty’s scope
through new supplementary protocols (led by Russia), and others that do not look like they will
sign up - including the US, where major technology companies are based.

®  Many of those big technology companies, along with human and digital rights NGOs, are vocally
opposed to the treaty. Other civil society experts are hopeful that it will have an impact against
harmful and exploitative forms of criminality carried out online.

m  Law enforcement organizations are clear on the benefits of the treaty, in the context of fragmented
and disparate domestic and international frameworks.

m  Countries in the Global South have strongly advocated for more capacity building and technical
assistance, and are hoping for a treaty that can deliver, but politics and financial resource constraints

do not bode well.



m  The convention references non-governmental stakeholders many more times and in many more
contexts than the existing UN counter-crime conventions, which augurs well for an effective and
open implementation process, but this engagement must be built on trust.

m  Atthe operational level, building trust through predictability, safeguards and institutional networking
and capacity building will be key to the treaty’s success.

B At the political level, states parties must build trust through an open and inclusive engagement
mechanism, in recognition of the broad and deep roles of diverse stakeholders throughout the

convention.
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INTRODUCTION: THE ROAD TO
CONSENSUS

he adoption by consensus of the UN Convention against Cybercrime at the General Assembly
in October 2025, and its subsequent signing in Hanoi by 75 member states, was a signifi-
cant milestone that was by no means inevitable.! The convention’s development phase was
characterized by a lack of common understanding or shared vision. Even before the more recent
geopolitical division emerged, there was a clear and deep divide between those who were pushing for
the convention — mainly Russia and China - and those in the West who opposed it. These divisions
were clear throughout all the negotiations on the convention but were eventually overcome. Indeed,
the convention already has its first parties: Qatar, which acceded in February 2026, and Azerbaijan

and Vietnam, which adopted it in April.?

The need for a universally accepted global framework for combating cybercrime was urgent. Cyber-
related crimes continue to expand in scale, complexity and geographic distribution, affecting both
source and target countries.® However, the current legal frameworks are not being implemented effec-
tively enough to reduce cybercriminal activity,* and capacity is weak in many jurisdictions. INTERPOL

estimates that the total value lost to cybercrime yearly rivals the GDPs of major economies.®

The term ‘cybercrime’ encompasses activities that range from financially motivated scams and ran-
somware attacks to cyber-enabled trafficking and illicit online marketplaces. These activities are often
interconnected,® with proceeds from one form of criminal activity being reinvested into others. The
resulting ecosystem is not only transnational but also highly adaptive, making it increasingly difficult

for states to respond through isolated or purely domestic measures.

The cybercrime convention represents an international effort, under the auspices of the UN, to
establish a global baseline for the criminalization of cybercrime and the facilitation of cross-border
cooperation. It is designed to complement existing regional instruments, such as the Budapest
Convention on Cybercrime, which was created by the Council of Europe in 2001 (and has been in force
since 2004). The Budapest convention is aimed at addressing internet and computer-related crime and
has served as a foundational framework for international cooperation among its signatories. However,

its reach remains limited because of uneven adoption and varying levels of engagement by states.



Once 40 signatories become states parties,
the treaty will enter into force. This could
happen in 2027.

B States parties

Algeria

Angola

Australia

Austria

Azerbaijan

Belarus

Belgium

Brazil

Brunei Darussalam
10. Burkina Faso

11. Cambodia

12. Chile

13. China

14. Colombia

15. Costa Rica

16. Cote d'lvoire

17. Cuba

18. Czech Republic
19. Democratic People’s Republic of
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Korea
20. Democratic Republic of the Congo
21. Dijibouti
22. Dominican Republic
23. Ecuador
24. Egypt
25. Estonia

26. European Union

B Signatory states

Signatory regional economic integration organization

Fiji

France

Germany

Ghana

Greece

Guinea-Bissau

Iran (Islamic Republic of)
Ireland

. Jamaica

Kazakhstan

Lao People’s Democratic Republic
Libya

Luxembourg
Malaysia

Maldives

Mali

Mauritius
Morocco
Mozambique
Namibia

Nauru

Nicaragua

Nigeria

Palau

Papua New Guinea
Peru

Philippines

54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.

73.
74.
75.
76.
77.
78.

FIGURE 1 Signatory states and states parties to the UN Convention against Cybercrime.

Poland

Portugal

Qatar

Russian Federation

Rwanda

Saudi Arabia

Slovakia

Slovenia

South Africa

Spain

Sri Lanka

State of Palestine

Sweden

Tajikistan

Thailand

Togo

Tirkiye

Uganda

United Kingdom of Great Britain
and Northern Ireland
United Republic of Tanzania
Uruguay

Uzbekistan

Venezuela (Bolivarian Republic of)
Vietnam

Zimbabwe



The UN Convention against Cybercrime was adopted by consensus at the General Assembly in October 2025, but the road
towards its implementation remains uncertain. Photo: UNODC

The Hanoi convention faces similar challenges. Since its initiation by Russia, it has been the subject of
intense negotiations due to disagreements over many issues, including even its title,” and has followed
an unpredictable and fraught trajectory.® In effect, the convention represents a compromise between
the varied positions held by different states during the negotiations and has been both criticized and

supported by non-governmental players.”

This policy brief explores the opportunities and challenges of this convention. It examines the polarized
views that characterized the negotiations and the various perspectives of the stakeholders involved
in the convention’s development and eventual implementation. It also outlines issues that need to
be addressed if the convention is to work effectively, including how to translate its provisions into
practice, and how to include diverse stakeholders in its implementation. It concludes by highlighting the
importance of trust building on various levels - among practitioners, between sectors, and between
different regional and political groupings. The complex range of issues and sensitivities will not be
solved through narrow or closed engagement; a broad range of stakeholders are recognized in the

convention itself and must be part of the solution as it moves towards implementation.
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RECONCILING DIFFERENT
PERSPECTIVES

ince its initiation in 2019, the UN cybercrime convention has been the subject of debate

regarding both its scope and the form it should take, reflecting the divisions that exist among

member states and across sectors. The negotiations were a pitched battle between the Russian
vision of a form of ‘internet control’ treaty and the Western vision of a cooperation instrument with
strong human rights safeguards. Meanwhile, countries in the Global South were keen to support any
instrument that could increase cooperation and build capacity. The result is a compromise that has
enjoyed broad support, without any side seeing their vision defeated, which should be seen as a sign
of hope for the treaty and for future action against cybercrime. Russia and China advocated for a
broad and all-encompassing treaty to criminalize, facilitate criminalization and advance international
cooperation on a wide and diverse range of crimes that involve information and communications
technology (ICT).1° Supported by China and others, Russia is now pushing for a supplementary protocol
to specify an additional range of criminal offences under the treaty, ‘while focusing on combating the

use of ICT for terrorist and extremist purposes, as well as drug and arms trafficking’.**

In contrast, Western countries are broadly satisfied with the convention and are concerned that any
expansion of offences could result in a broad and authoritarian criminalization of everyday activities,
or the exercise of rights, including private messaging through apps or social media posts.' Their vision
was for a treaty that is focused on a specific list of cyber-dependent offences and enables states to
cooperate on a broader range of crimes alongside a set of human rights and data protection safeguards.
Countries such as New Zealand and Canada pushed most strongly for the overarching safeguards
to protect human rights and privacy, as, in Canada’s statement on the convention’s adoption, ‘any
attempt to misuse the Convention would undermine its credibility and could constitute a violation of
the Convention'.® Meanwhile, the US has adopted a ‘wait and see’ position, but no one is expecting
it to join the treaty any time soon, especially considering the strong opposition to it from the private
sector.™ The signature of the European Union is noteworthy as a political statement of intent from a

region that strongly supports the Budapest convention.’

For many countries in the Global South, the convention is an opportunity to rebalance international
cooperation, which has historically centred on Western-led mechanisms, and to secure greater capacity-
building support. These countries will be impatiently waiting to see whether these opportunities will
come to fruition any time soon, as capacity building is considered ‘a vital element in bridging the digital

divide''®



Timeline of the UN Convention against Cybercrime

®— Pre-2019
Years of failed attempts to begin negotiations
2019 —e . - .
- . through the UN Commission on Crime Prevention
Initiated by Russia, the UN General Assembly and Criminal Justice and its Expert Grou
(UNGA) votes to set up an Ad Hoc Committee on cvbercrime P p
(AHC) tasked with negotiating a new treaty ‘on Y .
countering the use of information and
communications technologies for
criminal purposes. ~ @— 10-12 May 2021
An AHC organizational meeting is held in New
York but fails to agree ways of working.

26 May 2021 —e

The modalities of the AHC are finalized by vote in
New York. = @— 28 February 2022-1 September 2023

Six AHC negotiating sessions take place in New
York and Vienna.

29 January-9 February 2024 —e
The concluding session of the AHC is held in New

York but fails to reach consensus on a final @ 29 July-9 August 2024
convention text. A reconvened concluding session of the AHC is

held in New York. The negotiations are concluded
and the draft convention is sent to the UNGA.

24 December 2024 —©

The UNGA adopts the UN Convention against
Cybercrime. @— October 2025

The convention signing ceremony takes place in
Hanoi, with more than 70 countries as signatories.

January 2026 —e
An AHC meeting is held in Vienna to agree the

conference rules of procedure but fails to ~ ®—— January 2027
reach consensus. The next AHC meeting will take place in Vienna to

agree the rules of procedure and discuss
additional protocols.

Outside government, the convention has drawn mixed but typically critical reactions. Multinational
corporations - particularly those based in the US, which control most of the internet’s infrastructure
and, therefore, the majority of data - have been vocal in their opposition. For instance, Cisco, a
leading American multinational conglomerate in the business of networking hardware, software
and telecommunications equipment, believes that the convention is more focused on preventing
the dissemination of ‘objective information’ than on ‘hacking and cybercrimes’ and, therefore, does
not support free speech.” The organization’s view is that the convention, in requiring companies
to provide data and evidence, would increase the cost and difficulties of their operations. Going
further, the Cybersecurity Tech Accord, an industry body of technology companies, has described
the convention as ‘a surveillance treaty’.'® Nevertheless, parts of the private sector did participate

in the negotiation process and contribute to the convention’s development.

Human rights groups and data privacy organizations have been even more critical, warning that the
convention could legitimize repression under the guise of cybercrime enforcement. They issued a
joint statement calling on states to ‘refuse to sign or ratify the Convention’ and, for states that had
already committed to signing, to ‘adopt concrete human rights safeguards’.’® Despite the inclusion of

overarching safeguards in the final convention text, these groups argue that the risk of misuse remains



high, particularly in jurisdictions with weaker rule-of-law protections. If misuse were to happen, the
convention could create a crisis of confidence in the UN, as the guardian of this instrument, given its

parallel role as a standard-setter and monitor of human rights around the world.

At the same time, some civil society groups - particularly those working on safeguarding people from
online abuse - see clear benefits to this latest multilateral instrument. The criminalization of offences
such as the non-consensual sharing of intimate images is considered a major step forward, with the
potential to ‘dramatically improve how quickly and effectively victims can seek justice, especially when

dealing with the borderless nature of online abuse’.?°

There are some substantive gaps in the convention, specifically on the issue of cyber scams, which
exploded as phenomenon throughout the timeline of the negotiations.?' In addition, the treaty’s
potential to help address key criminal markets that rely on online marketplaces, such as wildlife

trafficking and human trafficking and smuggling, has not been explored in detail.
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TRANSLATING THE PROVISIONS
INTO PRACTICE

mong public officials, it is law enforcement and judicial authorities who most clearly see
the benefits of the cybercrime convention, particularly for building capacity, establishing
connections,?? and creating opportunities for investigations, prosecutions and international

cooperation that did not exist before.

Beyond the number of signatories and ratifications, the convention’s success will depend on how
member states translate legal provisions into practical mechanisms for investigation, evidence sharing
and enforcement. Such implementation challenges are not unique to cybercrime enforcement. Across
multiple domains of transnational crime, the gap between legal commitment and operational practice
has often limited the effectiveness of international agreements.?® In the cybercrime context, this gap
is further complicated by the speed of technological change and the inherently transnational nature

of digital activity, while the diversification of cybercrime has further complicated coordination efforts.

In light of this, implementation of the cybercrime convention will require a proactive strategy to
address the structural gaps that continue to hinder global responses. These can be broadly categorized
into three interrelated pillars: knowledge, capacity and trust. Each of these pillars reflects a different
dimension of the implementation challenge, and all three must be addressed concurrently if the
convention is to function as an effective operational instrument rather than remain a symbolic legal

framework.

From information silos to shared intelligence

The knowledge gap could be reduced through more systematic and coordinated information sharing.
In traditional cybersecurity and law enforcement contexts, information is often restricted on a need-
to-know basis to protect confidentiality and system integrity.?* Although this approach is necessary
in certain operational settings, it is less effective when it comes to cybercrime ecosystems, which

often exploit fragmentation and asymmetries in information.?®

Cybercrime operations are increasingly structured, adaptive and transnational, relying on distributed
infrastructures, such as malware development networks, anonymized communication channels and
complex financial flows. In such an environment, no single organization or jurisdiction is likely to pos-

sess a complete view of the threat landscape. Intelligence on fraud patterns, ransomware infrastructure



and financial flows is often distributed across telecommunications providers, financial institutions,
cybersecurity firms and law enforcement agencies. This fragmentation is not only institutional but

also functional, as different actors possess distinct categories of intelligence:

B At a tactical level, organizations may identify indicators of compromise, such as IP addresses,
malware signatures and phishing domains.

B At an operational level, law enforcement agencies may observe recurring tactics, techniques and
procedures associated with particular threat actors.

B At a strategic level, policymakers and researchers may distinguish broader trends, including the
emergence of crime-as-a-service models and the convergence of cybercrime with other forms of

organized crime.

Without mechanisms that can integrate these layers of intelligence, responses are more likely to remain
reactive and incident driven, limiting the ability of authorities to identify patterns, anticipate emerging
threats and disrupt criminal networks. The challenge is further compounded by differences in how
cybercrime data is classified and interpreted across jurisdictions. Variations in terminology, reporting
standards and thresholds for what constitutes an act of cybercrime can limit the comparability of data
and hinder collective analysis. Without a degree of alignment in how cyber incidents are defined and
recorded, efforts to build a shared understanding of the threat landscape may remain incomplete.
This has implications not only for operational responses, but also for policy development, resource

allocation and long-term strategic planning.

This can be observed in approaches towards ransomware investigations,?® where elements of the
attack infrastructure, including command-and-control servers, cryptocurrency wallets and malware
variants, are often identified by different entities across jurisdictions. In several publicly reported cases
involving ransomware groups, such as Russia-based REvil and Conti,?” delays or gaps in consolidating
threat intelligence across stakeholders appear to have coincided with the reuse of infrastructure and

the replication of attack patterns across multiple targets.

The growth of crime-as-a-service ecosystems further underscores this issue. Services such as phishing
kits, ransomware-as-a-service platforms and access brokers enable actors with varying levels of
technical expertise to participate. These ecosystems develop rapidly, with tools and services frequently
modified and redistributed. Without timely sharing of relevant intelligence, enforcement efforts may

struggle to keep pace with these developments.

Therefore, the effective implementation of the cybercrime convention requires a calibrated shift
towards a need-to-share approach. This is broadly aligned with the convention’s provisions on inter-
national cooperation and information exchange, including those that encourage collaboration in the
prevention, detection and investigation of cybercrime. The objective is not indiscriminate disclosure,
but the structured sharing of non-sensitive technical indicators, aggregated data and analytical insights

to support a more comprehensive understanding of the threat landscape.

Large-scale scam operations in South East Asia provide an illustrative example.?® In multiple juris-
dictions, industrialized scam networks involving online fraud and human trafficking operated over
extended periods before coordinated enforcement actions were undertaken. These networks were
identified by non-governmental actors, including civil society organizations and investigative jour-
nalists, not by law enforcement channels, suggesting that gaps in integrating information may delay

recognition of emerging criminal patterns.
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Existing initiatives offer practical reference points. For example, the World Economic Forum’s
Cybercrime Atlas seeks to build ‘a shared knowledge base to disrupt cybercrime’ through open-source
research,?® while joint operations coordinated through regional platforms such as Europol's European
Cybercrime Centre,*® which ‘serves as the central hub for criminal information and intelligence’,

illustrate how shared intelligence can support coordinated investigations and enforcement actions.

To operationalize such approaches under the cybercrime convention, member states could consider
establishing coordination mechanisms to synthesize inputs from national computer emergency
response teams, law enforcement agencies and private sector entities. Automated mechanisms for
sharing anonymized threat data, supported by standardized formats, may further enhance timeliness
and scalability. In this context, data protection provisions within the convention play a significant
role in providing safeguards for the handling and use of shared information, thereby reducing legal

uncertainty associated with information exchange.

Aligning systems for operational readiness

Capacity extends beyond technical capabilities to include procedural interoperability. Technical
capacity refers to the availability of tools, infrastructure and expertise required to conduct digital
investigations, while procedural capacity refers to the legal and administrative frameworks that govern
how and when such tools can be deployed. In the context of the cybercrime convention, capacity
can be understood as the ability of national systems to communicate effectively, apply compatible

evidentiary standards and respond within operationally relevant timeframes.

Cybercrime investigations are inherently time-sensitive. Certain forms of digital evidence, including
IP logs, volatile memory and transaction data, may be altered, deleted or become inaccessible within
short periods of time. As a result, delays in response can have a direct impact on the availability and
reliability of evidence. Although the convention includes provisions encouraging the establishment
of 24/7 points of contact to facilitate urgent cooperation, the existence of such mechanisms does
not definitively ensure timely or effective responses. In practice, the capacity gap often arises from

differences in legal procedures, administrative processes and institutional coordination.

In some jurisdictions, procedural requirements include judicial authorization, which can cause delays
that do not align with the desired operational tempo of cybercrime investigations. In addition,
disparities in technical expertise and resource availability across jurisdictions may further widen
the capacity gap. While some states have developed specialized cybercrime units with advanced
forensic capabilities, others continue to face constraints in accessing the necessary tools, training
and institutional support. These differences can affect not only the quality of investigations, but also
the ability to engage effectively in cross-border cooperation. In cross-border cases, these delays may
be compounded when requests must be processed through multiple legal and administrative layers.
Where one jurisdiction is able to process digital evidence rapidly and another is not, coordination

becomes uneven, which can lead to delays in the broader investigative process.

The implications of such delays have been observed in cases involving financial cybercrime,® where
funds may be transferred across multiple accounts and jurisdictions within short timeframes. In these
contexts, delays in executing preservation or freezing requests may reduce the likelihood of asset

recovery.
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Similar challenges have been noted in efforts to address online child sexual exploitation,®? where timely
access to subscriber information and platform data is often critical to victim identification. Delays in

obtaining such data may affect the speed and effectiveness of investigative responses.

Administrative differences further complicate cooperation. Variations in legal terminology, evidentiary
thresholds and formatting requirements for mutual legal assistance requests can lead to delays or
requests for clarification. In some cases, incomplete or non-standardized submissions may require

revision and resubmission, extending investigation timelines.

The growing volume of digital evidence also presents practical challenges. Investigations increasingly
involve large datasets, including logs, communications records and financial transactions, which require
specialized tools and expertise to analyze. In some cases, forensic backlogs may delay the examination
of evidence, further slowing investigative progress. Without sufficient investment in both technical
infrastructure and human capital, these pressures may continue to strain existing systems and limit

the effectiveness of enforcement efforts.

Addressing these challenges requires a focus on procedural interoperability. Member states may need
to review their domestic frameworks to ensure that competent authorities are able to respond to
urgent requests in a timely manner, consistent with the convention’s provisions on expedited preser-
vation and cooperation. The development of standardized templates and procedural guidelines may
help reduce ambiguity in cross-border requests. Such templates could specify technical requirements
for digital evidence, including cryptographic hash values, standardized time references and consistent
metadata fields. Greater standardization may contribute to more efficient processing and reduce the

likelihood of rejected or delayed requests.

In addition, capacity-building efforts may also benefit from a broader focus on institutional coordination.
This could include strengthening collaboration between technical experts, investigators, prosecutors
and judicial authorities. While such efforts might already exist in a regional context, such as the ASEAN
Cybercrime Prosecutors’ Roundtable Meetings,®® there is a need to expand such efforts beyond
regional collaboration, given the transnational nature of cybercrime. Without such coordination, the

effectiveness of available technical capabilities may be constrained by procedural limitations.

Building trust through predictability and safeguards

International cooperation in cybercrime investigations often involves the exchange of sensitive data
and the use of intrusive investigative measures. In such contexts, trust is both a prerequisite for
cooperation and an outcome of sustained engagement. States may be cautious in sharing information
due to concerns over data protection, potential misuse or the possibility of politically motivated
requests. These concerns are shaped by differences in legal systems, governance structures and
levels of institutional accountability. Trust cannot be established through legal provisions alone but
is developed over time through consistent implementation, transparency and the demonstration of

credible safeguards.

Trust is also influenced by perceptions of reciprocity and consistency in cooperation. States are more
likely to engage in information sharing when they observe that their counterparts respond in a timely
and proportionate manner to similar requests. Conversely, inconsistent or selective cooperation

may undermine confidence and discourage future engagement. Over time, such dynamics can shape

12



informal expectations about which partnerships are reliable, potentially leading to uneven cooperation

networks rather than truly global coordination.

Challenges relating to trust are reflected in broader debates on cross-border data access, as differing
legal approaches to jurisdiction, privacy and law enforcement access can complicate cooperation.®
Within the cybercrime convention, trust may be supported through provisions that emphasize safe-
guards, proportionality and data protection. When states request data under such frameworks, the
responding state must have reasonable confidence that the requesting state will adhere to agreed

standards regarding use limitation and data handling.

This underscores the importance of robust domestic legal frameworks, including judicial oversight
mechanisms, accountability structures and enforceable data protection standards. States that
demonstrate consistent adherence to such safeguards may be perceived as more reliable partners

in cooperation.

One potential approach to strengthening trust is the use of voluntary implementation reporting. While
not required under the cybercrime convention, similar practices in other domains, such as the Financial
Action Task Force’s mutual evaluation, illustrate how transparency can contribute to accountability
and confidence building.® Under such an approach, states could publish periodic summaries outlining
legislative developments, cooperation metrics, capacity-building efforts and oversight mechanisms.
These reports would not require disclosure of sensitive operational details but could provide insight
into how states are implementing their obligations. Over time, such practices may contribute to the
development of shared expectations and norms, reducing uncertainty in cooperation and facilitating

more consistent engagement.

Concerns regarding national sovereignty are often raised in discussions of international cooperation.
However, the convention is structured as a state-led instrument that allows for implementation
within domestic legal frameworks. Transparent and self-directed implementation may instead rein-
force sovereignty by demonstrating that cooperation is grounded in national law while aligned with

international commitments.

13
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INCLUDING MULTI-STAKEHOLDERS
IN IMPLEMENTATION

he importance of multi-stakeholder participation was summed up in Switzerland’s contribution
to the Ad Hoc Committee (AHC), which noted that ‘[m]eaningful participation of multi-
stakeholders is essential to ensure an effective, inclusive, rights-respecting and transparent
approach to combating cybercrime’.3¢ Despite the difficulties and the continued lack of support for
the convention from some non-governmental stakeholders and parts of the private sector, multiple
stakeholders actively engaged and made useful contributions throughout the negotiations and the

AHC process.

m  The private sector outlined the impacts of elements of the convention (for example, how data
requests work) and provided practical feedback and recommendations that were listened to and
acted upon by many delegations.

®  The human rights and digital rights community brought local expertise in terms of potential impacts
on the ground, on real people, as well as experiences with other UN processes dealing with digital
rights and cyber issues more broadly.

®  QOrganizations dealing with victims of non-consensual sharing of images, online child sexual
exploitation and connected criminal markets, such as human trafficking, contributed ground-level
insights.

®  QOrganizations focused on criminal market analysis highlighted developments in cybercrime and
what is lacking in the international response, especially when it comes to existing instruments such
as the UN Convention against Transnational Organized Crime (UNTOC), which has had a strong

influence on the cybercrime convention.

Overall, the process demonstrated a remarkable ability among stakeholders to work across sectors
and convey common positions on the most important issues, primarily on safeguards and human
rights protections. Given how essential this convention is to confronting a range of societal threats,
and the potential risks that still remain when it comes to the implementation of the safeguards, the

input going forward will become even more meaningful.

Ensuring this type of open participation is the only way to ensure the proper interpretation of the
convention, which is evident through the following articles, alongside the clear role of the treaty as

an intergovernmental legal instrument. Compared to the UNTOC and the UN Convention against

14



Corruption (UNCAC), the cybercrime convention is notable for its broad range of references to the
need for non-governmental participation. References to NGOs, the private sector and academia are
mainstreamed throughout the convention, while limited references to these stakeholder groups appear
in the UNTOC and the UNCAC. The private sector, in particular, is a vital partner when it comes to
providing access to and sharing data, and civil society is referenced in connection with, among other
things, victim protection, prevention, capacity building and technical assistance. These references
emphasize that the convention’s success will require the support and involvement of many different

stakeholder groups.®”

The benefits and value of non-government stakeholders, as recognized by the broad references in

the convention, include the following:

®  They help keep track of trends and developments in cybercrime. Governments and law enforcement
do not have access to the latest global trends on their own, which is why organizations outside
of the public sector exist - to give analysis based on a more diverse set of data, based on inputs
from different sectors of society.

®  They support capacity-building efforts. This is already happening, through initiatives and public-
private partnerships that exist all over the world,*® with diverse partners taking part in programmes.
This type of trust building will help to unlock resources and connections, especially where it is
needed in the Global South.

®  They bring the voices of victims to the discussions. The perspectives of victims are integral to
ensure that the convention is used to bring justice in these cases effectively.

m  They keep a watchful eye on the safeguards, which are integral to the human rights compromise

reached in this treaty.

30 29
22
20 18
13
10
10 8
2 2
I 0
UNTOC UNCAC UN cybercrime convention
B Civil society’ and related B ‘Private sector’ and related B ‘Academia’ and related

FIGURE 2 References to multi-stakeholders in the UN Convention against Cybercrime compared to the
UNTOC and the UNCAC.
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An event on the margins of :
the fourth session of the AHC _ T TE o ‘ ' S
emphasized the need for ' ‘ i
open participation to ensure
the proper interpretation
and implementation of the
convention. Photo: UNODC
Civil Society Unit

However, member states at the January 2026 meeting of the AHC failed to agree on the rules
of procedure for its Conference of the Parties (CoP), including how it would engage with multi-
stakeholders. As it stands, the CoP therefore has no basis on which to work.®® This lack of consensus
has delayed progress in implementing the convention, with the next AHC meeting scheduled to take
place only in January 2027. In such a situation, the fight against cybercrime falters.“® Furthermore,
those invested in the convention’s success should view the opposition from some parts of the private

sector and the lack of widespread engagement since its adoption as warning signs.

At the same time, UN funding crises and the fragmentation of multilateralism further compound
an uncertain future for the convention, including how resources will be leveraged to support its
implementation. The adoption and wide approval of a new UN convention should be a boon for the
UN Office on Drugs and Crime (UNODC), which acts as the convention’s Secretariat. However, the
convention’s appearance on the scene coincides with a nadir in UN funding and political coherence.

How current budget shortfalls to fund the convention’s work will be met is unclear.*!

The link that the cybercrime convention creates with existing treaties has been highlighted as an
additional avenue for cooperation created by the moves towards an environmental crime protocol
under the UNTOC.#2 For the UNODC, the convention is a welcome addition to its portfolio, alongside
the UNTOC and the UNCAC, but creates risks if the resources and political will cannot be found to

implement it effectively, or if the convention is used for malign purposes.

The model of the UNTOC and the UNCAC would provide the UNODC not only with secretariat ser-
vices, but also with a clear, revenue-inviting capacity-building mandate. This would give the UNODC
the authority to go into requesting countries to help them implement the convention under the UN
flag. But given the current financial situation of the UN and the UNODGC, it is difficult to envisage the
activities coming to fruition to the same level as they did under the UNTOC and UNCAC regimes, in

different political and financial times.

A major risk for the UNODC is that political disagreements and financial constraints consign the
convention to stagnation. An even bigger risk is that the convention, perhaps following UNODC-led
capacity building in authoritarian-minded countries, is used for malicious purposes - for example,
making use of increased capacity provided by the UNODC to arrest dissidents, journalists or activists,

under the guise of combating cybercrime.
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CONCLUSION

he UN Convention against Cybercrime provides an important legal foundation for addressing

cybercrime at the international level. Its adoption reflects a growing recognition of the

need for more coordinated responses to an increasingly complex and transnational threat.
However, its effectiveness will depend on how its provisions are translated into practice, and the
extent to which diverse stakeholders are included in its implementation, providing their expertise
and guarding against the treaty’s misuse. Legal alignment alone is unlikely to produce meaningful
outcomes without corresponding operational and institutional adjustments. The UNTOC provides
clear lessons for avoiding such a scenario, including the lack of outcomes from its official review
process and insufficient transparency and external engagement, resulting in limited evidence of its
impact.*® Addressing the knowledge gap through structured information sharing between countries and
sectors, the capacity gap through procedural interoperability, and the trust gap through transparent

and accountable mechanisms will be critical for the implementation of the cybercrime convention.

As cybercrime will continue to transform alongside technological developments, the implementation of
the convention will need to remain adaptive, with ongoing refinement of practices and mechanisms, in
contrast to the existing UNODC legal instruments, and how the AHC has addressed core issues since
the convention’s adoption. Its implementation should therefore be understood as an ongoing process
rather than a one-time exercise - mechanisms will need to be continuously reviewed and adapted, as
cyber threats develop and innovative technologies emerge. This includes not only refining legal and
procedural frameworks, but also strengthening multi-stakeholder partnerships between governments,

the private sector and other organizations that play a role in the broader cyber ecosystem.

Ultimately, the success of the cybercrime convention will be measured not only by the number of
participating states, but by its ability to facilitate timely, effective, and coordinated responses to
cybercrime through cross-regional and cross-sectoral cooperation. Under such conditions, it has the

potential to serve as a practical foundation for international cooperation in the digital domain.

If member states cannot agree on a way forward on an inclusive, flexible and efficient set of modes
of participation through its CoP, the convention may be doomed to fail. It needs open and trusting
engagement with the private sector and civil society in order to succeed. The convention is no longer
owned by those who proposed it, nor by those who initially rejected its existence. From its inception,
it has been characterized by division, but moving forward it needs to belong to everyone who has
a stake in it - member states across the political spectrum, alongside businesses and civil society
groups that understand the vital part they have to play in putting it into practice, all working together
under the auspices of the UN.
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