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EXECUTIVE SUMMARY

his research report assesses the phenomenon of scam call centres in Ukraine, Russia, Belarus,
Kazakhstan, Kyrgyzstan and Uzbekistan, Georgia and Armenia. Beyond the headline cases
exposed by investigative journalists, overall understanding of the operations of scam call
centres in this region remains underdeveloped compared to, for instance, South East Asia. This report

seeks to provide that coverage.

The central question concerns the extent to which scam call centres operate independently of local
factors, given that they target victims around the world using online tools, or if their scope, scale and
sophistication are shaped by their location. An ancillary question was to assess the profound political
trends that have swept through the region since Russia’s full-scale invasion of Ukraine in February

2022 and their effects on this illicit economy, either to its benefit or detriment.

The purpose is to ascertain potential points of leverage for international law enforcement to tackle
scam call centres in the region, and to raise awareness of the political, economic and social consider-

ations that may complicate such interventions.

Methodology

Research included fieldwork in Georgia and Armenia in October 2025, along with remote interviews
with knowledgeable stakeholders in Kazakhstan, Kyrgyzstan and Uzbekistan, and a comprehensive
review of open-source materials in the relevant languages. Research in Georgia was supported by
partners with expert knowledge of the scam call centre economy, who produced a detailed analysis of
recent cases and current trends. Analysis regarding Ukraine is drawn from interviews and open-source

research conducted in early 2025.

The research subject presented several challenges. One was the difficulty of verifying information
to prove criminality outside of cases that have gone through court procedures. The scam call centre
world is highly secretive and there is often little to distinguish such operations from their legitimate
counterparts, except where employees seem to possess unexplained wealth, as evidenced, for ex-

ample, on social media.t

A related constraint was the political factor. In several countries, it is difficult for journalists to report
on scam call centres or to cover them beyond the restrictions of state messaging, as in Russia, where

scam call centres have become part of the state’s propaganda campaign against Ukraine. Interviewees
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A fake video shows Ukrainian President Volodymyr Zelensky calling on his soldiers to lay down their weapons.
The Russo-Ukrainian war, coupled with the rise of Al-enabled fraud, has multiplied opportunities for online
scammers. © Olivier Douliery/AFP via Getty Images

who spoke out against call centres must also be understood in terms of their political affiliation,
which may make their claims against the government more strident. As one academic, speaking of
the situation in Georgia, neatly summarized, ‘The entire area of activity is clouded in ambiguity, and

its politicization makes it more difficult to untangle.”

Key findings

®  Common toolbox, local variations. Scam call centres are a regional concern, with most countries
seeing a steep increase in activity. All scam centres use fairly similar approaches, using deception
and social engineering to extract money or financial information from victims, with local variations
in sophistication, scale, staffing and official protection, among other factors. Ukraine, Russia and
Georgia appear to be the hotspots for such activity, with Europe and North America the major
targets. Within the region, Belarus appears, by one measure, to show the highest exposure to
fraudulent activity and Russia appears to be the main regional target for scammers. Armenia,
Kazakhstan and Uzbekistan are less active, but show signs of increase.

m  Expanding scam activity underpinned by transnational networks and local enablers. There is
evidence of transnational networks based in and targeting multiple countries in the region. Local
enablers provide financial and communication services, such as collecting funds or maintaining
SIM boxes that bypass anti-fraud measures. One alarming development is the arrival of East Asian
organized crime actors in Georgia, indicating that the region may becoming integrated into global

scam dynamics.



m  Scammers exploit geopolitical faultlines. Recent geopolitical developments have fuelled the
growth of the scamming sector. The Russo-Ukrainian war has provided new opportunities for
scammers and spurred a surge of ‘patriotic’ scamming. The war has also accelerated the decline
in international law enforcement cooperation between Russia and the West, while Georgia's recent
pivot away from the EU has reduced the influence of Western partners in the country. Within
Eurasia itself, regional cooperation is defined by the state of relations with Moscow and other
external partners — Belarus, Kyrgyzstan and Kazakhstan have all enhanced cooperation with Russia
as part of a broad pushback against scammers, while Ukraine and Russia have zero cooperation.
Overall, the geopolitical divisions between Russia and the West, and within Eurasia itself, has
created the perfect conditions for scammers to operate - a scammer’s paradise.

®  Criminal benefits of authoritarian practices and corruption. Official actors play a significant role
in shaping both the understanding and protection of the scam call centre economy - two often
interlinked aspects. In countries such as Russia and Belarus, where there are strong restrictions
on independent investigative journalism, much remains uncertain about the structure of the scam
call centre ecosystem, particularly in regard to official protection. In Georgia, where corrupt state
actors play a key role in scam centres, the space for investigative journalism is rapidly shrinking
as the country pursues a more authoritarian path. By contrast, Ukraine’s media continues to be
active in exposing the activities and organization of scam centres.

= From Al-enabled human scams to human-enabled Al scams? Scam call centres have grown more
sophisticated. Today, deepfakes, voice cloning, instant document translation and image generation,
among other tools, provide scammers with an arsenal that grants them much greater reach and
extremely high levels of plausibility for deception. If this trajectory continues, the balance may

soon switch from Al helping human scammers to humans facilitating Al-led scams.



INTRODUCTION: HOMEGROWN
AND IMPORTED

cam call centres have become global news in recent years, but it is the model that developed
in South East Asia that has garnered most of the coverage: large compounds in shady border-
lands, often using internationally trafficked workers.® This is not to say that Eurasia has been
neglected. Investigative journalists have done much to expose the scale and sophistication of scam
call centres in Georgia, Ukraine and elsewhere,* but an overall assessment of the scam call centre

ecosystem in the region has arguably been lacking.”

The need for such an assessment is clear from current research that often emphasizes the spread of
a South East Asian ‘business model’ around the globe, especially in terms of human trafficking.® This
approach risks overlooking the extent to which the Eurasian region has developed its own distinctive
traits in the practice of scamming. Even within the region, there are notable variations - in scale,
sophistication, treatment of workers and political climate - that must be considered, especially in the

wake of Russia’s full-scale invasion of Ukraine.

In short, scam call centres in Eurasia are a diverse phenomenon that must be understood on its
own terms, although the recent entrance of East Asian criminal actors to Georgia, and the alleged
involvement of one Eurasian transnational crime group in Myanmar, suggests that Eurasia may be

integrating into the larger global scam picture.”

Scam call centres are a relatively recent criminal innovation in Eurasia. Telephone-based fraud has been
around for decades, but the innovation of call centres - large operations using Voice over Internet
Protocol (VolP) and other technologies in a variety of sophisticated schemes to target victims across

the globe - appears to have taken place in the 2010s and underwent rapid acceleration.

One early vector of this appears to be the emergence of so-called ‘binary options’ in Israel in the
mid-2000s, which were essentially fraudulent investment schemes based on speculation on the price
of an asset.® The size of this industry was vast, with one estimate alleging a total market revenue
of US$5-US$10 billion a year? Many of the companies involved in binary options took advantage
of a gap in Israeli legislation under which the authorities did not scrutinize firms that only targeted

customers overseas.’®



Things began to change when Israel passed legislation in 2017 banning the overseas sale of binary
options, which apparently drove some Israel-based operations to migrate to Eurasia. The Milton Group,
reportedly formed in Israel by Georgian-Israeli nationals, was one such case.!* The group moved to
Ukraine and Georgia (under the Morgan Group brand) around or after in 2016, sometime after a
Times of Israel report exposed the issue of binary options and the topic began receiving widespread
attention in Israel.*? The same newspaper characterized the Milton Group’s operations as ‘the latest
mutation of Israel’s binary options industry’*® A Georgian journalist described the business as being
‘copy-pasted into Georgia'** In May 2024, the head of the Milton Group was extradited from Armenia
and the Bavarian Cybercrime Unit formally filed charges over alleged fraud that resulted in estimated
global losses of at least €180 million. In February 2026, he was sentenced to seven and a half years

in jail for his role in the scam.*

The Milton Group is not the sole instance of Israeli actors in Eurasian scam call centres. Envirotech,
linked to the GetFinancial Group, whose leaders pleaded guilty to fraud estimated at €77 million in
2023,* was reportedly founded in Israel in 2014 and opened its first call centre in Thilisi in 2016. The
Israeli side of the operation was liquidated in 2017, around the same time as the legislation banning
binary options was approved,” but the group continued to expand, opening call centres in Moldova
and Armenia in 2018.%8 Israelis in prominent managerial roles have also been linked to scam call centres

in Serbia, Bulgaria, Spain and Cyprus.’”

This ability to translocate may be one of the most distinctive facets of the call centre economy.
Relocating often poses serious challenges for organized crime,?° but scammers seem to find few
problems in setting up shop somewhere new. This may reflect the corporate, as opposed to criminal,
structure of scam call centres. Managers of the enterprise may belong to a criminal network, but the
superficial resemblance to licit employment for the workers - regular salary, perks, a stable place of

work - lessens the need for criminal secrecy and culture.

Of course, Israeli and dual-national citizens were not solely responsible for the acceleration of scam
call centres in Eurasia. Different models were simultaneously forming elsewhere in the region of their
own accord, but the sophisticated practices of these Israeli-origin operations may have provided a

potent proof of concept that was soon adopted and improved upon.

Rising rates of internet access also provided the necessary infrastructure for scammers in the region.
Eurasia was coming online, and scam centres were a potent way for criminals to access a new global
market. In Georgia alone, the population share of internet users almost tripled between 2010 and
2020, from 26.9% to 72.5% (Figure 1). The business environment also presented few obstacles. In
Georgia, for instance, opening a bank account is very easy, and one can register a company in a single
day.?! A limited liability company can also be registered in one day in Ukraine, although the preliminary
process is more convoluted.?? By the early 2020s, scam centres were a fixture in three Eurasian hubs:

Georgia, Ukraine and Russia.

In Georgia, the Black Rock call centre - identified by a whistle-blower as engaged in criminal activity?®
and the subject of investigations and asset freezes by the prosecutor’s office?* - was registered in
June 2020.2° The AK Group - which allegedly stole more than US$35 million between May 2022
and February 2025, according to its own financial records? - was registered in April 2021. In March
2025, after an OCCRP investigation and report,?” the Georgian prosecutor’s office launched a criminal
investigation into possible fraud and money laundering by the AK Group, but there has been no further

comment on the case at the time of writing.?®
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In Ukraine, the number of scam call centres proliferated, reaching an estimated peak of between
1000 and 2 000 in mid-2023 before a crackdown reduced their number.?? Russia also showed notable

increases in activity as scam call centres migrated from the penitentiary system into regular society.

The call centres all utilized a range of scams, mainly imposter scams or sophisticated investment scams
involving cryptocurrency, complete with ‘live’ trading platforms. But as the following sections will show,
there were also significant variations in how these operations were structured and their modalities,

many of which were due to the specific local contexts and prevailing political climate.



REGIONAL COMMONALTIES,
LOCAL VARIATION

he scope and characteristics of scam call centre activity vary considerably across Ukraine and
Russia, Kazakhstan, Kyrgyzstan and Uzbekistan, as well as Armenia and Georgia, reflecting
their distinct national conditions. Nevertheless, clear patterns and similarities can be observed

throughout the region.

One of the most notable findings was how rapidly and widely scamming has spread across the
region®® - and how sophisticated and damaging it has become. A diverse ecosystem operates in the
region, and each location blends commonalities with its own characteristics. In terms of market activity,
for example, Georgia does not host nearly as many scam call centres as Ukraine or, probably, Russia,

but its groups are notable for their reach, sophistication and losses incurred.

Another illuminating metric is market consolidation: whether most scam call centres belong to net-
works or operate individually. Ukraine shows evidence of a high level of consolidation, with most scam
call centres run by a handful of criminal networks. In Georgia, the market may be considered highly
consolidated, given allegations of control by the governing party, but it is also apparently a free market

where entrepreneurial call centres can set up without having to belong to a larger criminal network.

European and other Western countries remain major markets for victim targeting, due to their
comparative wealth, but scammers also operate widely in the region, benefiting from the fact that
Russian remains a common language.®! Scams in Kyrgyzstan and Uzbekistan, for instance, are carried
out mainly in Russian. During fieldwork in Armenia, the GI-TOC heard that many scams there were

conducted in Russian.

More sophisticated operations may abide by a ‘don’t work where you live’ rule or refrain from tar-
geting citizens of the country where the scam call centre is based.®> Some scam call centres were
said to calibrate their operations according to the risk of law enforcement exposure. In Georgia, for
example, interviewees said that scammers would not target people in Germany and the US, which
are considered the most active in pursuing fraud cases. Given the lucrative nature of these markets,

though, the extent to which this is applied is doubtful.
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Geographically, Georgia, Ukraine, Russia and Belarus appear to have the greatest presence of scam call
centres, with Armenia, Uzbekistan, Kyrgyzstan and Kazakhstan primarily serving as target countries
rather than hubs of scam activity on their own right. However, the latter countries also show evidence
of anincrease in scamming activity, sometimes with the involvement of transnational networks. Russia

appears to be the primary target of scammers, perhaps as a reflection of its high GDP.

Finally, it is clear that, while the telephone remains a major tool for socially engineered scams, it is by
no means the only one. Scammers are increasingly adopting hybrid approaches that may also include
messages, malware, phishing and artificial intelligence. Indeed, Al researchers have already created
large-language-model scam agents that can make successful scam calls for as little as a dollar - a fact
that could radically reshape the nature of the market.*® The next generation of the scam call centre in
Eurasia may look very different to the current incarnation, moving towards human-enabled Al scams,

as opposed to the other way round.



The scam toolbox

M ost scam call centres rely on a common box of tricks
that use social engineering to a greater or lesser
extent. Higher levels of social engineering are associated
with high-value scams like investment or romance scams,
where a victim is cultivated over time and persuaded to
part with significant sums of money. High-volume low-
value scams, such as offering fake goods, may generate
lower returns but can be largely automated and widely

scaled.

Fake goods scams: Goods are advertised on social media

and websites to attract victims who pay but never receive

Imposter scams: These take the form of a call from a state
official, law enforcement officer, bank employee or anyone
with status. Such frauds often create a climate of urgency
where the victim is told to transfer money to avoid prosecu-

tion or even, ironically, fraud.

Investment scams: One of the most sophisticated fraud
types, investment fraud identifies victims with significant
assets and, sometimes, a predilection to invest. Over time,
the scammer persuades a victim to transfer money, some-
times using deepfakes of celebrities as a lure and fake trading

platforms where victims watch their ‘investment’ increase.

the goods. There are many variations. Sometimes the fraud- . .
Romance scams: The scammer cultivates a romantic connec-
ster demands a pre-payment to cover customs or other fees. . _ . . .
; : e . tion with a victim before gradually introducing the notion
In ‘lottery’ frauds, victims are convinced to pay an advance .
) . of transferring money, perhaps to buy a property together,
fee to receive a large cash reward. They generally involve » .
. . . facilitate travel or help them out of an emergency scenario.
low levels of social engineering.
|

Ukraine: a booming wartime illicit market

Reports of the Milton Group'’s operations in Kyiv first brought scam call centres to public notice, but
the market in Ukraine has now become much more widespread and active. The period after the Russian
invasion of February 2022 appears to have seen a rapid increase in the number of scam centres, in
part fuelled by the surge of ‘patriotic’ scamming as Ukrainians targeted Russian victims. From their
traditional hubs in Dnipro and Kyiv, call centres have now been reported in all regions of Ukraine,
including the occupied territories. They have become one of the most lucrative criminal activities in

Ukraine, earning an estimated US$1 billion per month.?*

According to GI-TOC research, the market is highly consolidated, with most call centres belonging to
several networks, or ‘grids’, managed by organized crime actors.?> Young adults are recruited to work in
scam call centres with promises of high salaries, only to find that the basic wage - without the enticing
but hard-to-reach bonuses - is far less impressive. Many of them leave. Successful scammers find it

much more difficult to quit, with scam centre bosses applying pressure and threats to make them stay.

Estimates of the number of scam centres operating in 2023 ranged from 1 000 to 2 000, although
this number fell after a series of crackdowns, perhaps by as much as a third. In 2025, a new wave of
crackdowns under the new prosecutor general saw hundreds more shut down. This may signal a turn
in the fortunes for the market, but it is complicated by the level of corrupt official protection granted
to the scam call centres.®¢ Some raids in the past have turned out to be purely cosmetic. It is also
possible that the scam centres that were shut down lacked the necessary protection (or ‘roof’), while
others with the right cover continue to work as before. It therefore remains to be seen whether the

tide has genuinely turned.



Russia: the fog of war

Since the war began, it has been difficult to get a sense of the scale of scam centres operating within
Russia, given that Russian (or Russian state) media reports claim that almost all telephone scams in
Russia are remotely launched from Ukraine.®” In this formulation, Russians emerge as the victims of
external scammers, not the perpetrators. Even when scam call centres in Russia have been raided,

the media are quick to suggest the role of Ukrainian handlers.38

For example, media reports on the December 2024 bust of a Moscow call centre that was allegedly
connected to the Milton Group claimed that the stolen funds were used to finance the Ukrainian
Armed Forces: ‘The criminal network allegedly operated under the control of the leader of the
Khimprom organized crime group, with patrons and handlers within the Security Service of Ukraine.”®”
Russian outlets were also quick to seize on the theory that Valeria Fedyakina, a Russian scammer
known as ‘Bitmama’ who was convicted for a €20 million bitcoin fraud, donated part of the proceeds
to the Ukrainian Armed Forces, despite the fact that this information did not appear in the official
charges.*® One Russian police official even alleged that some Ukrainian scammers are employed by
the economic crimes department of the Odesa region or the criminal investigation department of

the Dnipropetrovsk region.**

Khimprom, the enemy’s criminal

I he organized crime group Khimprom has long been a political football between Russia and Ukraine. Each side claims

that Khimprom operates at the behest of the other, especially in drug trafficking.#? The origins and political affiliation
of the group have been the subject of heated debate, but it has operated in the illicit synthetic drugs trade in both Ukraine
and Russia for years,*® before expanding to scam call centres in Ukraine, Russia and, by one account, South East Asia.**
The alleged presence of Khimprom in Kazakhstan, where it is reportedly engaged in synthetic drug production, also raises

concerns that it will operate call centres there.* ]

While it is true that Russia has become a major target for Ukrainian scammers, the lack of independent
media reporting obscures the presence of a significant domestic market. Some indication of the
domestic trajectory of socially engineered scams in Russia can be gleaned from pre-2022 reporting
that shows a flourishing scamming ecosystem. Scam call centres in Russia reportedly emerged in
the prison systems in the mid-2010s and quickly proliferated, with hundreds of ‘black’ call centres
operating with the collusion of prison officials.*® These soon began to spread beyond the prisons,

reportedly protected by local law enforcement.?

Statistics show a steep rise in scamming attacks. According to Sberbank, mobile phone fraud surged
by 91% from 2018 to 2019, including attacks from both inside and outside the country.*® Russian
scammers also benefited when the coronavirus pandemic pushed more people online.*” Today, socially
engineered forms of scamming are pervasive in Russia, enabled by rising levels of leaked data that
give scammers the material to tailor their attacks.”® The prosecutor general estimated that social
engineering accounts for two-thirds of all phone and internet fraud.”* Fake bank and state agency

calls and investment scams were the most prominent tactics in 2025.°2
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It appears that some scam call centres in Russia have assumed a similar form to the model developing in

Ukraine.>® A former employee recounted working for a scam call centre in the heart of Moscow that operated

relatively openly, albeit with high security, mirroring the trend in Kyiv and Dnipro for scammers to rent office

space in centrally located business centres.>* The former scammer stated that monthly salaries typically ranged

from US$950 to US$2 100, but they could gain the same amount in bonuses from closed deals, and the most

proficient could earn much more. Still, working in this call centre would not have been lucrative in a lean month,

considering the average salary in Moscow in 2025 was US$2 000.%°

Russian call centres, like their Ukrainian counterparts, advertise openly for workers on Telegram, and even use

similar terms, such as ‘mammoth’ for victims. That said, it was apparently far easier to engage with Ukrainian

than Russian scam call centres. One investigative journalist, who had attempted to be hired by operations in

Ukraine and Russia, described Russian scam centres as ‘impenetrable fortresses for random outsiders - you

really need to reach the state of one-on-one interviews to make them reveal what they actually do'.>¢

Droppers under pressure

( Droppers’ are a key feature of the money launder-

ing architecture that scammers use to receive and
move illicit gains. In essence, they are third parties whose
bank accounts are used by scammers as illicit finance
nodes. Some droppers may not realize that they are being
used for crime, but others do and may have dozens or even
hundreds of accounts, receiving a cut for their trouble. The
scale of their activity is massive: in 2025, more than 2 mil-
lion people were said to be involved in cashing out scams,

a number that included both droppers and their ‘curators’

(the scammers directing them).>” In 2024, approximately
10 million Russian bank clients transferred money to drop-
per accounts.® The profile of a dropper is broad, but mar-
ginalized and young people are often used, with little
understanding of the risks they run.>* Approximately half

of the droppers in Russia are under the age of 23.¢°

Russia, Uzbekistan and Kazakhstan all passed laws to inhibit
droppers in 2025.* According to the Bank of Russia, these

measures have already had significant results. Dropper

Adverts for Russian



transactions decreased threefold between 2024 and

2025, while the average transaction size decreased ten-

fold.®? Telegram advertisements offering accounts had also

decreased. Scammers have since changed to using accounts
opened by legal entities, although this tactic is also coming

under pressure.®®

Couriers, often recruited through Telegram,%® are also used
to collect cash and assets such as gold in person, replicat-
ing a tactic used by scammers in Germany and elsewhere.
In one illuminating case, a man from Novosibirsk travelled
4000 kilometres to collect 2.32 million roubles (US$30 000)

from a victim in Saint Petersburg. The scammers paid for his

) R travel and hotel and told him to buy a white shirt, trousers
At the same time, there are indications that scammers are . .
. . . and shoes to ‘look respectable’. His fee for the job was 2%
looking for other ways to evade digital traces. The Russian . . )
. of the take - approximately US$600. He was later identified
Cyber Police Telegram account,®* for example, reported that
. o . and arrested for fraud.®’ ]
scammers have moved from having victims make a direct

transfer to persuading them to buy gold, sell it at another

bank and transfer the amount.®®

A recent trend in Russia is the emergence of hybrid scams that combine different methods. Forms of
social engineering may be used with malware tools disguised as legitimate software, such as an app
that allows the scammer to make a virtual copy of a bank card.®® Crypto-romance scams combine
romance and ‘pig butchering’ investment fraud.®” In romance-delivery scams, the victim is drawn

into a relationship and then asked to pay for delivery of a fictitious expensive gift or cinema tickets.”®

Alis also fuelling romance scams and personalized phishing attacks - effectively an Al-automated form
of spear phishing — with the volume of such emails increasing by 53% between January and August
20257  In the future, according to one Russian analysis, ‘attackers will increasingly use artificial intelli-

gence to create personalized emails and deepfakes, enhancing the effect of psychological pressure.’””?

Scammers also use tech to reach victims. There have, for instance, been cases of children being
targeted through video games, echoing a trend seen elsewhere in the world.”® The Telegram platform
is also used to attract young jobseekers. The page advertises an easy, well-paid job, but when someone
responds, the vacancy has closed. They are then offered opportunities in investment schemes, before

being directed to a phishing website or perhaps their phone number is passed to a scam call centre.

Scams on online games and social networks

Employment and investment scams; romance

‘Additional earning’ schemes and investment scams; fake bank calls

Fake bank or state agency calls

Relative in trouble; fake calls from bank, state agencies,

housing services or post office

FIGURE 3 Common scams in Russia by victim age groups.
SOURCE: Bulletin of the Russian Cyber Police, Telegram, 23 November 2025, https://t.me/cyberpolice_rus/4397
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An investment fraud scam on Telegram. Photos: Bulletin of the Russian Cyber Police, Telegram, 19 May 2025, https://t.me/cyberpolice_rus/3648

According to one analyst, Russia is the main target of scammers based in former Soviet republics,”* and
it is clear that Russians are losing serious money to socially engineered scams. The Federal Security
Service (FSB) stated that 640 000 cases of remote fraud were reported in 2024, with losses exceeding
US$2.1 billion.” The Sberbank financial services company estimated 2024's losses even higher, at

approximately US$3.2 billion.”

Russia has made various efforts to crack down on the scammers, including by targeting ‘spoofing’ - a
practice in which scammers can masquerade as calling from within Russia - but there are mixed
signals regarding the efficacy of these efforts. Sberbank found that the daily number of scam calls
in 2025 had decreased to 5-6 million, down from 8-10 million in 2024.”” However, the amount of
funds stolen continues to rise and schemes are becoming ever more sophisticated. In October 2025,
a police official said that about 80% of all cybercrime reports in Moscow, including scams, were for
damages above 250 000 roubles (US$3 000), with damages of 1 million roubles (US$12 250) becoming

commonplace.”®

Foreign-based scammers also engage in ‘spoofing’, a practice that allows them to masquerade as calling
from within Russia. The state has made various efforts to crack down, but the rising use of SIM boxes -
which allow an internet link to local SIM cards - has proven an effective workaround for scammers.
There are Russian media reports of scammers from Ukraine and other unidentified countries using
Russian locals as enablers, including through the provision of financial and communications services’””

and, possibly, money laundering nodes.®°

Belarus: most exposed?

Belarus is keen to project the image that it is getting to grips with its rising tide of fraud.®* Special
cybercrime law enforcement departments have been established within the national investigative
committee and the ministry of internal affairs.®? Belarus has also expanded its cooperation with

partners in the region to tackle scam centres.®®
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According to the Ministry of Internal Affairs, such efforts appear to be paying off, with 2025 a tipping
point: for the first time in recent years, the number of cybercrimes reportedly decreased, down 11% for
the first 10 months of 2025 compared to the same period in 2024, with frauds down by almost 20%.8*
During roughly the same period, 31 200 fraud attempts were prevented.®

However, such figures should be taken with caution, given the political manipulation of crime statistics
and the lack of independent verification or corroboration.?® Other figures paint a more sobering picture.
Belarus’s overall reported losses due to fraudulent card transactions®” - 18 million Belarusian rubles
(approximately US$6.2 million) in Q3 of 20258 - may be relatively low compared to Russia and Ukraine,
but some of the individual reported cases have seen huge losses. Every one of top 10 scams of recent
years listed by a local media outlet saw Belarusian citizens suffer losses in the hundreds of thousands of
dollars.8” And even the overall numbers become concerning when factoring in Belarus'’s relatively small
population of fewer than 10 million inhabitants. Indeed, on a per capita basis, Belarusians may be one

of the most exposed nationalities in the region when it comes to fraud (Figure 4).7°

The flurry of recent takedowns also illustrates the extent to which Belarus has developed into a base for
scam call centres, some of them sizeable, sophisticated and transnationally linked.”* A scam call centre
shut down in mid-2025, for example, advertised jobs on foreign employment sites and then provided
‘training’ to applicants before giving them opportunities to work as brokers - a convoluted lead-up to

an investment scam.”? Al has also been increasingly used in scams in Belarus.”

The busts also showed that increased cooperation between Belarus, Russia, Kazakhstan, Kyrgyzstan
and Uzbekistan may be paying dividends, enabling authorities to coordinate operations against all the
nodes of transnational networks. But an important caveat must be applied. As in Russia, the media in
Belarus is highly restrictive, making it difficult to gather information beyond official pronouncements
that also often blame Ukrainian scammers. While state-directed media and ministry officials may well be
trumpeting their successes, it is impossible to know whether their efforts are seriously undermining the
current ecosystem or merely targeting a few prominent actors. Independent media in exile that retain

contacts and networks within the country, such as BelPol, may be able to shed greater light in the future.

3.0
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FIGURE 4 Comparative risk
2.0
exposure to fraud, by
fraudulent card transactions
15 per capita (US$).
NOTE: 2024 annual data
used for Russia and Ukraine;
1.0 Belarus figure extrapolated
from losses reported for
Q3 2025; Kyrgyzstan figure
0.5 extrapolated from Q1 and Q2
2024 reports.
— SOURCE: Data from local media

Kyrgyzstan Ukraine Russia Belarus sources’

14



Kazakhstan, Uzbekistan and Kyrgyzstan: targeted from
abroad

The scam call centre picture for Kazakhstan, Uzbekistan and Kyrgyzstan is somewhat obscure,

although they all face rising levels of scam activity.”

There is little evidence of a strong domestic scamming industry in any of the three countries, although
pockets of sophisticated domestic scamming do exist. In 2025, only two scam call centres were shut
down in Kazakhstan’s capital, Astana, one of which notably targeted fellow Kazakhstanis.”® A case in
the Akmola region saw scammers steal 102 million tenge (US$200 000) from a Bulgarian citizen.”” In
Kyrgyzstan, there are signs of a transnational footprint: a Belarusian citizen arrested in Bishkek in June
2024 for running a fake investment scam was allegedly part of a wider fraud network with branches
in Belarus and Russia.”® In Uzbekistan, four call centres run by two different groups were shut down

in the space of a month in early 2025.77

Instead, most scams targeting citizens in Kazakhstan, Uzbekistan and Kyrgyzstan appear to be
launched from elsewhere and often conducted in Russian, suggesting origins in other Commonwealth
of Independent States countries.’®® A Kyrgyz journalist, citing sources in law enforcement, spoke of
Russian and Belarusian scammers particularly targeting Kyrgyzstan.'°* Scammers targeting Kazakhstan
have been traced to Ukraine and other member countries of the Commonwealth of Independent
States.102

Explaining this situation, a Kazakh lawyer who works in the field commented that ‘it would be very
stupid to [deceive] people who are in the same country. Usually, scammers are transnational. It is
better and safer for them to do it because of the border.*® But that does not mean locals are not
involved. As in Russia, local droppers and SIM box providers offer operational services to scammers
located abroad.* Locals are paid 20 000-30 000 tenge (US$50-US$60) per month to keep the SIM

boxes that enable foreign scammers to dial in with local numbers.*>

In terms of volume, Kazakhstan appears to be a major target for phone fraudsters. Official statis-
tics show that 67 million scam phone calls were blocked there in the first nine months of 2025.1%¢
Uzbekistan’s statistical picture is complex. The country, for example, has apparently had a dramatic
reduction in impersonator scams. After the COVID-19 pandemic, with more people online, there
was a boom in bank-employee impersonation,’®” with law enforcement impersonation emerging in
2024.1°¢ By one reckoning, it accounted for 95% of fraud, but has since dropped to 12%-13%.1%7
In the city of Tashkent, impersonator scams accounted for 3.2% of all cybercrimes, affecting 300
victims in 2024.1° However, other measures point to a booming online scam landscape: in the first
11 months of 2025, the Ministry of Internal Affairs estimated that approximately US$154.9 million
had been lost to cybercrime, almost all of which is related to bank card fraud.!** Kyrgyzstan’s losses
are more modest, with some US$7 million lost to online fraud in 2025, albeit with a population a fifth

of the size of Uzbekistan’s.!*?

15



Playing on paranoia in Kyrgyztan

Acommon scam in Kyrgyzstan plays on citizens’ fear of
state authorities, which has intensified since the cur-
rent government came to power in 2021 and ramped up
repression. Among older victims, memories of Soviet sur-
veillance may also loom large.!*® In a common version of the
scam, one caller pretends to be an officer of the national
security agency and intimidates the victim with invented
charges. Another caller presents himself as representing
the national bank and offers to help. Sometimes a third per-

son acts as an intermediary who claims to settle the issue.

A couple of days later, they escalate. They say,
‘Representatives from the GKNB came to us. You are
also under suspicion. You need to act urgently. | am very
concerned about you and have arranged everything. They
will call you from the GKNB.’ People start receiving calls
from the GKNB, the national bank or another agency. The
person pretending to be from the intelligence services
intimidates the target, saying there is a criminal case
against them. Another person reassures them, saying, ‘Do
not worry, we are resolving everything. We are handling

it The national bank calls, saying that their accounts may

A journalist who has researched this extensively in

. _ have been accessed by scammers and now they need
Kyrgyzstan gave the following description: . . R
protection. To get that protection, the victim is told to
The person they impersonate is someone important withdraw money from their accounts and transfer it to
and authoritative [in your organization] but someone another account, which they provide.
you do not have close access to, like a university rector. _ .
. Victims are instructed to transfer money to supposedly
The scammers put up a profile picture of that person,
. L safe accounts that are actually controlled by the scammers.
introduce themselves and say something like: “You know, .
. . . Losses can be substantial. In one case documented by the
your colleague is suspected of some transnational crime. )
journalist, a woman sold her apartment and transferred

Did you notice any suspicious behaviour? | am just asking
US$76 000 to the scammers.11 [

because the GKNB [Kyrgyzstan's national intelligence

agency] were interested in her.’

While scam centres may not be heavily present domestically, it appears that there is a flourishing scam
landscape on social media, though whether this is foreign-based or local is difficult to determine. Scammers
are taking advantage of the dramatic rise in smartphone adoption and cashless payments in the region
(particularly in Kazakhstan),'*> with Telegram the primary source of news.'¢ In Uzbekistan for instance,
reporting on scams repeatedly highlights the prevalence and variety of scams on Telegram, including
malware, '/ fake prizes,**® pyramid schemes'* and ‘triangle’ crypto scams'?® - alongside ‘aspirational’
scams involving work placement abroad, cars and housing.'?! This is not to suggest that scam call centres
are not a real issue in the region - Kazakhstan remains a major target, and Uzbekistan also shows worrying
trends - but that they exist in a diverse landscape where complex scams on social media are becoming

more prevalent.

Another possible trend to watch for is scammers taking advantage of countries without stringent regulation
of SIM card purchases and droppers to become supplier hubs for other countries in the region. In February
2026, for example, a Kyrgyz group was arrested for selling activated SIM cards and dropper accounts on
Telegram to international scammers who then posed as state officials to accuse people of terrorism to

extort money - a common scam in the country, as described above.'??

Georgia: a regional anomaly

With only 3 million people, Georgia is one of the smallest countries in the region, but its scam operations

are highly developed. As mentioned above, this may be due to the influence of the original Israeli model of




the Milton Group, but even so, it is a more limited market. Most call centres are concentrated in Thilisi,
with interviewees suggesting that there may be a few in Batumi as well. In Thbilisi, estimates varied. One
investigative journalist stated that there were ‘hundreds’ in the city, while a lawyer said that there were
between 50 and 100, and mostly small, staffed by only 5 to 10 people, with 50 considered a large call

centre.’?® In comparison, a large call centre in Ukraine has as many as 250-300 employees.'*

In terms of targeting, Georgian scammers adhered to a self-imposed rule to not target their compatriots.’?®
This rule may even apply to scam call centres in other countries that are affiliated to a Georgian branch:
a Russian former scammer who indirectly stated that he had worked for a Georgian-linked group said
that there was one rule: ‘not to deceive citizens of the country in which the call centre is located’*?¢
During fieldwork in Thilisi, interviewees suggested that the taboo on scamming fellow Georgians was
entirely pragmatic - Georgian victims do not have much money, and it was relatively easy to track down

scammers who spoke Georgian.

Two of the largest operations in Georgia, Morgan Limited and AK Group, also had a prohibition on
targeting the US, according to investigative journalists.’?” It was unclear why, but the long reach of the
US - one of the few states with the resources to track convoluted illicit financial flows across financial
systems and blockchains - may be a factor.’?® Scammers were also reportedly wary of targeting Germans
after German law enforcement sent their own team of investigators to handle a case in Thilisi.®>” ‘They
came to Georgia several times, said a Georgian investigative NGO member. ‘All the joint special operation
work was done by the Germans. They sealed all the equipment and interrogated the suspects.”’*% A
cyber expert stated that there is also a compelling diplomatic reason why Georgian law enforcement
cooperated with the US and Germany: blocking or ignoring them completely would risk a deterioration

in relationships at higher political levels.*3!

Morgan Limited: A Georgian scam powerhouse

through simulated actions. If the victims demanded the

Various sources, including the company’s own law-

yer,**2 claimed that Morgan Limited was one of the return of these funds, all communication was terminated.

largest scam call centres in Georgia. Founded in Thbilisi in e L.
Between 2019 and 2021, an official investigation estab-

lished that Morgan Limited illegally appropriated a total of
€5 053 072 from the identified victims, who were citizens of
Germany, Slovenia and Slovakia. The largest single loss was
suffered by a German citizen who transferred €2 079 607

to Morgan Limited. However, the crime extended beyond

October 2018, it was owned by a Ukrainian woman who
served only a nominal role and was connected to the

Milton Group in Ukraine.’®®

Morgan Limited established a call centre at Otar Chkheidze

10 in central Thilisi and set about hiring German-, English- . _
. . these three countries, and the total amount extorted is likely
and Russian-speaking agents and managers, as well as cre- ) . .
. . . ) . to be much higher than the investigation was able to detect.
ating various fake trading platforms. ‘Clients’ - mainly from

Europe - were encouraged to register on these platforms
and associated crypto exchanges. The victims' funds were
transferred to foreign bank accounts and crypto wallets con-
trolled by the criminal organization. At the same time, the

platforms showed victims an increase in the invested funds

On 27 June 2025, the Georgian prosecutor’s office reached
a plea agreement with the defendants, imposing only a fine
despite their admission of criminal activity. The defendants
agreed to reimburse the full amount of over €5 million and

were released from prison. ]
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Georgia also appears to be a better place for scammers to work. Recruitment has become more discreet
in recent years, after a string of sting operations by journalists. Advertisements were previously posted
extensively on social media and job websites,’** but recruitment now happens in social circles, not social
media. The employees are often students with language skills.'3> Unlike Ukraine, where staff turnover
is high, Georgian call centres are keen to retain workers. One journalist said that ‘those who overcome
the morals stay a long time, as long as six years.'*¢ Compared to Russia and Ukraine, employees are well
rewarded, with an experienced team leader earning as much as US$30 000 a month.®®” High-performing
scammers can earn up to US$20 000 a month, and call centre employees who extract the most money

from victims are rewarded with various expensive gifts, including automobiles.’*®

Salaries at scam call centres in 2023 - when many of these call centres were operating - were generally
higher than the 1 600 Georgian lari (GEL) (US$580) average salary in the formal employment market.23? For
example, employees of the conversion department at one scam call centre reported earning GEL4 000-
GEL5 000 (US$1 400-US$1 800), and company managers received GEL10 000 (US$3 600). Retention
department employees had exceptionally high compensation, with two surveyed members stating that
their highest one-time payments were GEL80 000 (US$30 000) and GEL100 000 (US$37 000), respec-
tively. Germany was reportedly their most lucrative target country, with victims regularly sending ‘deposits’

of 20 000-30 000 euros or dollars, although this may have changed recently.'#°

Georgian call centres also do not appear to have the climate of intimidation found in Ukraine, where
successful scammers are prevented from quitting and it is impossible to work for a rival call centre net-
work.**! In Georgia, employees can, for the most part, leave freely and move between rival call centres
with no consequences. *? According to an investigative journalist, one employee set off a bidding war for
her services, with two companies - her current and a rival - offering progressively higher salaries until
she finally decided to move to the rival.**®* They also cited an audio recording of an employee who had
moved to a rival with no consequences.*** In the main, this speaks to an ecosystem that is competitive
but also cooperative, with lessons and technology shared, resulting in a high degree of similarity in their
operations. In the case of tech, for instance, both the AK and Milton groups used the Puma TS trading
system, which was, according to charges filed by the Bavarian Cybercrime Unit, originally developed by

the head of the Milton Group before being distributed to scam call centres worldwide.
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Deepfakes: Projecting local credibility

AI is changing how scammers work. One of its most
effective tools is the deepfake, the deployment of
which often shows how sensitive scammers are to the
social nuances of their targets, using images of prominent
politicians, businesspeople, financial advisers, TV presenters

and the like. Georgian scammers, for instance, have used

In 2024, Meta developed an open-source tool for water-
marking videos and is also testing a new automated review
system to help combat the prevalence of celebrity-bait
scams.?®! However, these efforts have come in for criticism
for a lack of effectiveness and consistent implementation.!>?

deepfakes of a prominent financial adviser, a radio DJ and a

broadcaster to scam money out of British clients.'4¢

Armenia has also been the target of advertisements for
investment schemes or fake gaming apps that feature deep-
fakes based on prominent public figures.!¥” In 2025, Prime
Minister Nikol Pashinyan was portrayed in at least two
deepfakes connected to investment schemes.'*® Apparently,
the first attempt was immediately exposed because the llmlir[bllulb
wphtiumwljui
pubwuinipub dhengny

video deepfake spoke better Russian than Pashinyan did.'#’
Scammers have even created deepfakes of the leadership
of the Collective Security Treaty Organization, the regional

Deepfake of Armenian Prime Minister Nikol Pashinyan, March 2025.

body that, among other tasks, coordinates action against  ppoto; Screengrab from Aurora News, https:/auroranews.am/news/2025-

electronic fraud.t>° 03-04-keghts-govazdayin-holovak-nikol-pashinyani-dimapatkerov

One of the most alarming aspects in recent years has been the entrance of East Asian criminal actors who,
according to the UN Office on Drugs and Crime, have established a fraud foothold in Batumi, Georgia.'*>
Recruitment of Chinese nationals tricked into working in such centres - a key feature of scam call centres
in South East Asia - points to a new paradigm, where Eurasian and East Asian ecosystems exist side by

side and may begin to blur into one another.

Armenia: Rising from a low base

The call centre ecosystem in Armenia appears to be less developed than elsewhere in the region. In the
first quarter of 2025, the central bank registered 408 cases of bank fraud.*3 Call centres are present, but
not in significant numbers. Reports indicate that eight or nine operations were closed in the period from
2024 to mid-2025.%%* In other contexts, this low figure might signal that the industry is well protected,
but interviewees in Armenia generally agreed that domestic operations were not on a serious scale and
existed without political protection or connections to traditional organized crime.’>® Interestingly, one
interviewee claimed that no significant local scamming economy had developed because people were able

to put their skills into legal online gambling - echoing Israel’s situation with binary options before 2017.

That said, Armenia has been experiencing greater scam activity for several years. The coronavirus pandemic
pushed more people to e-commerce and opened the door for delivery-based scams, in which the victim
is instructed to send money before an item can be delivered. These methods have grown more polished
in recent years,’*® and were soon joined by others. In August 2024, the central bank issued a warning that

socially engineered scams and phishing attempts were on the rise in Armenia.’>” That same month, the
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media warned of a new type of scam: the fake emergency. Well-known in other parts of the region, this is
when scammers ask for money to help the victim’s relative, who they say is ill or has suffered an accident.
Scammers had significant success with their new scheme, taking the equivalent of almost US$70 000 in just
seven days!®® - a large haul in a country where the average annual income is approximately US$8 800.1% In
February 2025, two call centres, which had been scamming victims in Kazakhstan and European countries
with an investment scheme, were shut down in Yerevan. Some 41 people were arrested, including citizens
of Armenia, Georgia, Iran, Syria and Lebanon.'®° Such recent cases, while few in number, demonstrate the

potential for sophisticated and networked operations.

In November 2025, Armenian law enforcement shut down a scam call centre that the ministry of internal
affairs said was linked to other centres operating abroad.’! According to a Georgian cybercrime expert
interviewed in January 2026, Georgians were increasingly going to Armenia to set up scam operations,

perhaps due to the cost of government ‘overheads’ in Georgia.'¢?

Interviewees also pointed to an increase in scammers targeting Armenia from Ukraine and Russia after
Russia’s invasion of Ukraine.’*® Some have claimed that the exodus of Russians and Ukrainians from their
home countries after February 2022 led to a ‘new wave’ in scamming,*** but there is no credible evidence
to establish whether this is a causal or coincidental connection. In an interesting twist, some scammers
not only spoke Russian to their Armenian victims but also had insight into local features of Yerevan and its
neighbourhoods to boost their credibility with the victims.1¢* It is not clear whether they were calling from
abroad or were locally based. It is also possible that the scammers were calling from other Russian-language
speaking countries and had simply done their due diligence, such as by buying data on the dark web or

scanning social media.

International employees

This report has considered scam call centres in the
region in terms of individual countries, but it should
be noted that they are often staffed by nationals of dif-
ferent countries. Like any company opening a new branch
overseas, the directors of transnational scam networks can
simply hire locals to do the scamming work while retaining
overall control. To some degree, this explains the ability of
call centres to transplant, as was the case with the Israeli

operations moving into Georgia and elsewhere.

But it is also instructive that transnational call centres often
hire far more widely than just locals, not least because of the
language skills that international employees can bring. Many
reports mention scammers and couriers who are citizens of
countries within the region,® but some come from further
afield, including Germany,*¢” Turkey,¢® the Czech Republic*®?
Latvia,'”° Iran, Syria and Lebanon.'”* The true reach of

recruitment is unknown, as media reports often leave out

such details for pretrial legal considerations,’”? but it is
likely to be broad. The workers’ conditions of employment
in the region are not clear, nor whether there are signs of
human trafficking, as has been seen with citizens of Russia,

Uzbekistan, Kyrgyzstan and Kazakhstan in Myanmar.'’? =

Country flags in a scam call centre raided by the Russian police in
December 2024. Photo: Screengrab from YouTube, https://www.
youtube.com/shorts/R26_wc86AcQ




THE BLACK BOX: WHERE CRIME
AND POLITICS MEET

ne of the most obscure aspects of the scam call centre economy in post-Soviet countries is
the state provision of protection known as krysha, or ‘roof’. The well attested involvement
of officials in roofing various forms of organized crime is a legacy not only of the strong
role of the state during Soviet times but also of the political trajectories of the former republics’
transitions to independence after the collapse of the Soviet Union.*”* Criminal actors also provided

such ‘protection’ during those turbulent times, imposing a modicum of order through extortion.

The evidence of this structural arrangement is, by nature, hard to determine: if the system is working
well, then no evidence of wrongdoing is produced. Most assertions of state protection thus rely on
inference. In some countries, ongoing crime is evidence of weak law enforcement. But where law
enforcement agencies are strong and their influence pervasive, any flourishing of organized crime
may be taken as indirect proof of official protection. Strong crime, in other words, relies on a strong

state that is willing to look the other way, for a cut.

The level of this involvement is highly varied, from individual law enforcement and state officials to
the heights of the state apparatus. This spectrum means that corruption can take many forms, from
the simple acceptance of a bribe to the active direction of illicit activity in certain lucrative sectors

or regions.

Allegations of corruption, however, must be parsed for political motivation, since claiming that a certain
agency or ministry is involved in organized crime is a quick and headline-grabbing way to damage a
political opponent. This is particularly the case in Georgia, where the government has been contending
with claims of a rigged election in October 2024 and popular discontent with its pivot away from the
path to European Union accession and towards a closer relationship with Russia.'’®> All these caveats

must be borne in mind when discussing state-criminal complicity.

The first observation to make is that the relationship between state and criminal actors varies across
the region. In Armenia, for instance, where the scam call centre economy seems relatively nascent,
there were no reports of state or law enforcement protection.’¢ In Russia, the practice of krysha is
widespread, with multiple cases of police officers convicted for facilitating or benefiting from various

types of organized crime.'’” However, the GI-TOC was unable to find any open-source evidence of
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scam call centres being protected by corrupt elements of the state, and other research paths are

limited. There was also little evidence found in Central Asia.

There is stronger evidence in Ukraine and Georgia, albeit with the caveats mentioned above. In
Ukraine, protection of scam call centres by corrupt law enforcement officials has been widely alleged
in the media, by former employees and also by government officials.’’® The arrangement between
corrupt law enforcement personnel and those running the call centres there was mostly described as
transactional, with regular bribes being paid for non-interference. The call centres themselves were

run by organized crime networks, including Khimprom.

The scheme in Georgia seems to be different, although it is harder to parse due to the political context.
Interviewees broadly agreed that the link between the state and scammers existed - ‘every call centre
that operates in Georgia has a roof'"’? - but that the workings of that roof are murky. According to a

Western diplomat, ‘the state-crime nexus is there, but it’s a black box for us."18°

Yet there was consensus among several interviewees that the involvement of the state was more direct
than in the case of Ukraine, with government actors playing a leading role in the establishment and
functioning of call centres (Figure 5). A Georgian cyber expert said that call centres that do not have
this connection with the state are far more vulnerable to being shut down.'® The most outspoken
described scam call centres as a ‘government operation’. In this analysis, criminals did not manage
the call centre networks but provided informal security, essentially as intermediaries between the
state and the call centre.’®? The multifaceted role of criminals - including one reportedly involved in
the call centre world - as titushki (thugs hired to fight anti-government protesters) also highlights the
strong connection between the state and crime.’®®

UKRAINE GEORGIA

CORRUPT LAW ENFORCEMENT ACTORS CORRUPT GOVERNMENT ACTORS

Provit'!e Approve Interr?edlarles
protection direct

CALL CENTRE MANAGER ORGANIZED CRIME
CRIMINAL NETWORKS (POLITICALLY AFFILIATED) (THIEVES-IN-LAW)

Provides informal security
and governance

CALL CENTRE CALL CENTRE

FIGURE 5 The various intersections between corrupt state actors and the scam call centre economy in Ukraine and Georgia.

Manage Manages
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The profits from call centres were described as black money for the ruling party, although it was
acknowledged that there was no firm proof for this.’®* However, one interviewee said that the crack-
down in October 2025 against businessman and former prime minister of Georgia Bidzina Ivanishvili's
former inner circle was enabled by the fact that the officials under investigation were compromised
by their involvement with scam call centres - an allegation supported by prosecutors in Georgia, who
alleged that the former head of the State Security Service had received bribes from scam call centres
in exchange for protection.'®> Georgia's former prime minister was also arrested for having ‘secretly
and covertly engaged in various types of business activities and received a particularly large amount
of income of illegal origin’ and sentenced to five years in prison as part of a plea deal.*® Criminal cases
have also been launched against the thieves-in-law and a former official allegedly directly involved in

running the call centres, indicating that a changing of the guard may be underway.'®’

The state’s close involvement makes investigation and discussion of scam centres extremely difficult:
“You can discuss any crime except call centres and “manifestations” [anti-government protests].’1¢®
This aspect was conspicuous during fieldwork in Thilisi, where assurances of anonymity had to be
given and interviews conducted in public places with background noise. There may not be court-ready

evidence for state involvement in call centres, but this climate of anxiety is nevertheless suggestive.

Another indication of the state-crime nexus in Georgia is the track record of investigating and pros-
ecuting call centres. According to one Georgian cyber security expert, no investigation is possible
without an investigator checking up the chain of command first, to deputy minister or even ministerial
level.®? Many of the investigations into the major scam call centres in Georgia over the years are re-
active, beginning after intensive journalistic investigations, and sometimes used for political purposes.
Typically, prosecutions result in only minimal fines for the perpetrators - amounts that are significantly
lower than the sums they have extorted. Speaking of international cooperation, one lawyer in Georgia
said that local law enforcement ‘don’t resist [such efforts], but they do not take strict measures towards

people [accused of the crime]’.1?°

In the case of Morgan Group, for example, the international investigation by a consortium of inves-
tigative journalists led to an official investigation. Information related to the case was often used for
political purposes - in September 2024, for instance, a month before the parliamentary elections,
authorities announced that the perpetrators had been arrested.””* However, on 27 June 2025, the
prosecutor’s office reached a plea agreement with the defendants, imposing only a fine despite their
admission of criminal activity, and all arrested individuals were released from prison.’”? The fines
totalled approximately €5 million - a fraction of the scam’s estimated true takings.'?® Interviews with
lawyers revealed that these funds have not yet been paid to the victims. However, the prosecutor’s
office stated that once a request for the return of the funds is received from the relevant country’s

investigation, the money will be returned to the identified victims.

Notably, state agencies evidently knew about the scam centre as far back as 12 December 2019, when
the financial police conducted a search at the Morgan Limited LLC offices at 10 Otar Chkheidze Street.
The scam centre resumed operations at the same address within days,'”* and continued to operate

for several years without significant intervention from law enforcement authorities.

Black Rock LLC and the AK Group, mentioned in the introduction above, offer more examples of
failed investigations. On 9 April 2022, Mtavari Arkhi TV aired an interview with an individual who
claimed to have worked at a Black Rock call centre.’ The information provided was highly detailed

and accurately described scam centre operations in Georgia.?”® After the interview, the prosecutor’s
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office initiated investigations against several individuals named by the anonymous source as operating
and managing a fraudulent call centre, as well as engaging in money laundering.*”” These individuals
were arrested and their assets frozen three consecutive times at the prosecutor’s request, but they
were then released. Tellingly, the shares of the Black Rock company were not frozen, indicating that
it had not been investigated at all. As for the AK Group, the prosecutor’s office has not issued any

public statement regarding this high-profile case at the time of writing.

Ultimately, the strong level of political protection provides the scamming industry in Georgia with high

levels of immunity. ‘It's like a legitimate business here, said one source with a shrug.'?®
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GEOPOLITICS: ASCAMMER’S
BEST FRIEND

cam call centres also exploit international geopolitics. In Eurasia, the most dramatic develop-
ment in recent years has been Russia’s invasion of Ukraine, an event that has fundamentally

reshaped many aspects of the region.

At the tactical level, the war presented scammers with new schemes that could be devised from
emerging narratives, such as scams related to the Ukrainian and Russian military.’? Ukrainian scam-
mers, impersonating Russian officials, also accused Russian civilians of collaborating with or supporting

the Ukrainian Armed Forces as a way to extort funds.?

On the macro scale, the Russo-Ukrainian war dealt a severe blow to international law enforcement
cooperation. The transnational nature of scamming makes international cooperation essential to allow
victim complaints to be used as evidence against criminals based abroad. As mentioned above, inter-
national cooperation in the sphere of call centres had already faced hurdles in Ukraine, Georgia and
Russia, but the war raised them higher, playing into the hands of criminals. ‘Criminals take advantage
of lack of international cooperation, commented one law enforcement liaison officer working in the

region.?o!

In Ukraine, scammers began to target Russians much more heavily, safe in the knowledge that the
complete lack of cooperation between Russia and Ukraine meant they would never be charged for their
crimes. When asked about the legality of their activity, one Ukrainian scammer reflected, ‘I wouldn’t
say it is legal, but it is not against the law.?%? But the situation was very different when it came to
Ukrainian scammers targeting Western countries, where law enforcement cooperation with Ukraine
is strong. As the scale of the call centre phenomenon became more evident, Ukraine led a crackdown
against scam call centres in mid-2023.2°° There are also signs of more stringent enforcement under
Ukraine’s new prosecutor general, Ruslan Kravchenko, who has been keen to put the issue of scams
centre stage alongside Ukraine’s willingness to work with international partners. Announcing the
results of a crackdown on call centres in late 2025, he declared that ‘international cooperation works,
and the border is no longer a tool to hide from justice. Whoever deceives people in Ukraine or abroad

will answer both in Ukraine and in Europe.?%4

In Russia, international cooperation with the West had been very limited since the 2014 Russian

annexation of Crimea and the Russian-backed insurgency in the Donbas. Since then, Russia has
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lamented that the ‘refusal of Europeans’ to cooperate is hindering its efforts to investigate scam call
centres in Europe that have targeted both Russians and Europeans.?® It also appears to be making
efforts to build its own international cases, even without international cooperation. A December 2024
Russian media report interviewed several foreign victims of a Russia-based scam centre who had been
flown in to Moscow, all expenses paid, to give their witness statements.?%¢ Given the timing - the
half-hour news video was published only six days after the call-centre bust - it appears likely that
the law enforcement and PR operations were closely coordinated. It is essential to bear in mind the
political narrative that such efforts serve, painting Russia as the stalwart fighter of crime despite the

lack of any Western assistance, including in cases where the victims are European.

The drift towards more authoritarian practices in some countries, including restrictions on the media
in the shape of ‘foreign agents’ laws, also created a more amenable operating climate for scammers by
protecting their activities from investigative journalists. In Georgia, Russia’s invasion of Ukraine helped
to catalyze a more authoritarian stance and closer ties to Russia.?®” Once on the path to EU accession,
Georgia is now described as a candidate ‘in name only’.?°¢ Domestically, the space for opposition
and accountability has drastically shrunk, with most opposition figures either imprisoned, in exile or
charged with criminal activity.??? The Foreign Agents Registration Act passed in May 2024 - known
locally as the ‘Russia Law’ - requires all NGOs that receive more than 20% of their funding from
foreign donors to register as ‘bearing the interests of a foreign power’.?*° It has had a similarly chilling

effect on civil society and especially investigative journalism.

As the political climate changes, Western partners have found opportunities for engagement more
limited, especially in terms of law enforcement.?!! Investigative journalism, which has done so much to
shed light on the scam ecosystem in Georgia, will probably struggle to function unless based abroad, in
turn removing the media ‘push’ factor that has often moved the state to launch official investigations,
however lacklustre their results. This has created the perfect set of conditions for scammers, who

are now insulated from international investigation and domestic scrutiny.

Asked what was needed to change to break this cycle, sources said the problem was not law
enforcement, which seems to have the necessary capacity - ‘If they want to solve something, they
can’?* - but the political environment. ‘We cannot change anything until there is a political change,’

said one journalist - a prospect that appears increasingly distant.?*3
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CONCLUSION AND
RECOMMENDATIONS

he combination of factors outlined above makes the scam call centre ecosystem in Eurasia
a particularly hard challenge. Compounding the difficulty of tackling a highly sophisticated
transnational criminal activity is a plethora of geopolitical factors that serve to protect the
criminals from outsider interference. In this regard, scammers in Eurasia frequently have the best
of both worlds: able to transcend borders to reach victims around the globe and to use those same

borders as protection.

There are no easy fixes. For Western governments, international reach into Eurasia is limited or
qualified, even in countries like Ukraine that have shown a willingness to partner on law enforcement
issues. The state of play is also rapidly transforming. The telephone - or its VolP equivalent - may
still play a significant role, but is now just one weapon among many as scammers adopt Al and blend
conventional cybercrime tools with social engineering. Scam call centres may look very different in
a year or two. It could turn out that behemoths like the Milton Group and AK Group represent the
peak of large-scale, people-led scamming; the future may belong to more lightweight tech-enabled
operations in which the human scammer creates prompts, trains large language models and intervenes

personally only to secure the transaction.

As such, the recommendations below are aimed at efforts that can clarify the nature of the problem,

leverage what cooperation exists and point up the risks of some current responses.

International cooperation - rethinking the taboo?

One of the major impediments to tackling scam call centres operating out of Eurasia is the ‘non-
cooperation’ wall between certain states in Eurasia and external governments, especially those from
the West. The most prominent example of this is Russia, where international cooperation in the sphere

of law enforcement is extremely challenging in the current political climate.

At present, reviving any form of cooperation with Russia is seen in many Western and like-minded
circles as anathema, not only due to the full-scale invasion of Ukraine in 20222 but also the legacy
of incidents such as the downing of Malaysia Airlines Flight 17, the poisoning of a former Russian spy
and his daughter in the UK in 2018 (which also led to the death of a British citizen) and, more recently,
concerns that Russia is misusing the INTERPOL Red Notice system to go after political opponents
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abroad, and banning INTERPOL investigations in Russia.?™ Trust is in short supply, as highlighted by
the terrorist attack on Crocus Hall in Moscow in March 2024. Despite the US warning its Russian
counterparts of the attack a day before it happened, the advice was not heeded, and in the aftermath

Russian officials publicly accused the West and Ukraine of involvement.?*¢

Scam call centres are benefiting from this situation, able to effectively hide behind borders where law
enforcement cannot reach them. Transnational cooperation is vital to changing this situation: as the

Western law enforcement liaison officer said, ‘Alone, we can’t do anything.’ 2/

Although not an easy sell to policymakers, there is an argument that there should be some form of
negotiation at the operational level between law enforcement authorities in the region and outside it.
Of course, this will not be a politics-free zone - Russia will, for example, have a clear interest in trying
to target Ukraine-based scam call centres - but a limited, case-by-case engagement would arguably
be preferable to none. This is not to undersell the very real concerns that exist among Western circles
about engaging in the region, especially in terms of the necessity to present a unified front against
Russian aggression, but at the same time there may be space to work, if the focus is clearly defined
and expectations are managed. Above all, even if meaningful cooperation cannot be realized in the
short term, it is vital to keep open what channels still remain to ensure the mechanism remains viable.

‘Once you shut down the channels,’ the liaison officer warned, ‘it takes years to rebuild them.?!®

It is also instructive that within the region, international cooperation to take down call centres is
increasing and seemingly showing results. Russia, Kazakhstan, Belarus, Kyrgyzstan and Uzbekistan
have expanded their mutual cooperation in recent years, which led to the dismantling of at least one
transnational network in the region in 2024-2025.7" It may be that a wider initiative involving regional
states and Western partners may be a more palatable vehicle for cooperation in political terms, rather

than bilateral partnerships.

Coordinate leverage and change scammer’s risk calculus

Building cases against scam call centres is difficult. Victim testimony is required, which may not
be forthcoming due to accessibility issues or a sense of shame. International investigations require
cooperation between partner states, which as this report has illustrated, can also prove problematic.
The use of tech and sophisticated money laundering techniques also greatly complicates the work of
investigators. According to one cybercrime expert who formerly worked in criminal justice, investiga-
tors are reluctant to investigate a case for longer than a month, and the maximum term permitted to
bring a case to trial before a suspect is released - nine months - is no time at all, given the complexity

of such cases.??°

With so many factors weighing against a prosecution, it is clear that states need to coordinate across
different points to bring sufficient pressure, particularly when dealing with states where scam call
centres benefit from protection. These points may entail partnering with other target countries to
collect international victim testimony, exerting pressure through diplomatic channels, and taking to
task websites that are used by scammers as interfaces, including by sanctioning them. Flagship law
enforcement operations that seek to put boots on the ground can also help change the risk assessment
of scammers, as has been seen in Georgia, where scammers are now wary of targeting Germans after

the German law enforcement operation there.??!

As such, a coordinated strategy across government and between governments into flagship cases

may meaningfully change a scammer’s calculation of risk. That said, it must be acknowledged that
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such an approach does simply displace the scamming elsewhere, and cannot work where countries

do not have a point of entry with the country of origin (such as Western governments with Russia).

Tackle upstream fraud architecture

As this report has illustrated, Western states - frequently the victims of scam call centres in Eurasia
- often have limited agency when it comes to pursuing such cases. The one exception to this, however,
is the realm where victims first interact with scammers - often social media sites such as Facebook or
Instagram, which generally are headquartered in the West (Russia’s Max and Telegram being notable

exceptions).

Cracking down on scam adverts on social media sites is critical to avoid victims connecting with
scammers, but the scale of this challenge is vast, for two reasons. The first is scale. Al allows for the
instant generation of countless adverts, both still images and videos, all tailored for a target audience.

Some may only stay live for a few hours before being replaced by another version, subtly tweaked.???

The response of tech giants to the issue is also suboptimal. While social media giants like Meta claim
they are making every effort to tackle the problem, investigators and watchdogs often point to lengthy
lags before action is taken against scam advertisements, if at all.?*® In a widely discussed report, internal
Meta documents seen by Reuters estimated that the tech company would earn approximately 10% of
its overall annual revenue, or US$16 billion, from advertising for scams and banned goods - with users
exposed to 15 billion scam ads a day - although these figures were disputed by a Meta spokesperson

as ‘rough and overly-inclusive’, and that the actual number was lower.??*

The discussion over tech companies’ responsibilities for the content they host is as old as the compa-
nies themselves, but the scale and lucrative nature of the issue should surely push this up the policy
agenda. At present, there exists a strange disjunct whereby a dropper whose account is used faces
more criminal risk - and indeed, in some countries is liable for the amount scammed - than a tech

company that acts as a vital shop window for scammers.

New legislation required, but beware infringing civil rights

Given the difficulty of bringing scammers to book, it may be that new legislation is required. Simplifying
the evidential burden, streamlining investigations and enabling law enforcement to act in a proactive
manner to scams would increase citizen security. But as trends in Eurasia show, legislation can be a
double-edged sword, with many of the same tools that can combat communication-facilitated scams

having the potential to enhance state surveillance and control of society.

Of all the countries in the region, Russia has made arguably the greatest moves to tackle scam call
centres, although others have also stepped up their response.??> Since 2021, Russia has introduced
a range of measures, from greater bank responsibility in detecting suspicious transaction patterns
and the ability to freeze payments to a ban on sending an SMS message while a call is in progress.?%

Sberbank is also calling for harsher penalties against scammers who use deepfakes.??’

The response with the most significant political implications is the targeting of ‘spoofing’, or scam-
mers manipulating their numbers to make it appear that they are calling locally. In December 2022,
Roskomnadzor launched the Antifraud system to block calls on the traditional phone network that
showed signs of spoofing. Russia’s success at blocking spoofing practices has been mixed - while the

state declared that the system blocks hundreds of millions of spoofed call a year,?® it is clear that
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workarounds (such as SIM boxes) have already developed, allowing scammers (with the help of local
facilitators) to bypass call authentication frameworks and use local Russian numbers.??? Similar cases

have also been reported in Belarus.?3¢

This in turn had led the state to start imposing limits on the purchase of SIM cards and initiate
verification procedures (as scammers use duplicate SIM cards to get authentication codes).?** But
Russia has also gone much further, using the spectre of spoofing to block calls on WhatsApp and
Telegram in August 2025.2%? |t also launched a new national messenger called Max, which comes
pre-installed on any new smartphone (ironically, it has already been the target of scammers).?*® This
has caused consternation among many, who read Russia’s anti-scam measures as a stalking horse for
greater government oversight and information control, especially in the occupied territories of Ukraine
and among foreign citizens in Russia, who now have to provide biometric information to buy a SIM
card.?** Max - sometimes referred to in the media as ‘Russia’s WeChat’ (the Chinese state-developed
application) - collects certain kinds of user data and reserves the right to share it with third parties
and government agencies.?® There has been strong pushback against claims about Max’s potentially

nefarious uses in the Russian media, although this in turn may be part of a public messaging drive.*®

Similar risks apply in Georgia, where one Western diplomat said that collaboration on cyber-solutions
to tackle fraud was a non-starter, given the risks that such tools could be repurposed for political

ends.?%’

Notably, Russia’s efforts have not turned the tide, with the deputy chair of Sberbank predicting that
fraud would rise by 15%-20% in 2025.2%8 This may provide further justification for more sweeping
legislation, with additional consequences for civil rights. Of course, this risk is not limited to Russia:
in any state, Eurasia or elsewhere, scams may serve as a useful justification for restrictive practices.

Balancing such risks must be a key part of the conversation in any response formulation.
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