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SUMMARY

ighly organized cyber fraud in South East Asia is widely run from so-called scam compounds,
which are purpose-built or modified buildings that meet the precise requirements of this
criminal industry. The compounds provide crucial infrastructure for various forms of online

scams, fraud and other cybercrime.

Often appearing to follow a similar blueprint,! these buildings are at the epicentre of a global criminal
industry. They house hundreds - and sometimes thousands - of people, many of whom are held

captive and forced to cheat or extort unsuspecting victims around the world.

Previous research and analysis on cyber scam operations in the region has focused predominantly
on one of the following aspects: criminal groups, their direct institutional partners, financial architec-
ture, infrastructure and communications. Largely missing from the picture, however, are the myriad
industries and suppliers that interact directly with scam compounds and companies in their physical
location, and whose activities are not necessarily criminal in themselves but are instrumental in keeping

the criminal industry alive.

This policy brief focuses on the pre-operational phase of cyber scam compounds, making it particularly
relevant to private investors, multilateral development banks, developers, real estate companies and
construction companies. It describes how these entities contribute to and facilitate - or are at risk of
contributing to and facilitating - criminally funded or exposed development projects that host cyber

scam operations.

This is the first in a two-part series on how organizations can avoid buying from, selling to or partnering
with criminal actors in the cyber scam space. In the second policy brief, we will look at how companies
that are (or are considering becoming) suppliers or partners to existing developments can recognize

red flags and respond appropriately.

This first policy brief provides practical guidelines that companies can follow to avoid entering
commercial relationships with cyber scam operators. It empowers them to strengthen know your
customer (KYC) strategies and background checks, better identify threats and vulnerabilities and
successfully distance themselves from criminally exposed ventures before it becomes too difficult to

disentangle their business interests.



This policy brief draws on extensive data collected through field research in Cambodia, Laos and
Thailand (at the border with Myanmar) from 2023 to 2025. It was triangulated with available literature
and media reporting.

Key points

®  There appears to be a spectrum of complicity of private sector companies, ranging from those
that are aware and actively driving and profiting from cyber scam operations to those that are

unaware of how their activities may be benefiting these criminal operations.

®  Scam compound hubs frequently follow the same development trajectory, meaning potential
partners can feasibly identify warning signs to distance themselves accordingly. However, the
earlier they identify these red flags, the better placed they will be to protect their business against

criminal exposure.

m  Actors driving forwards large-scale development projects that are later found to house scams and
forced criminality sometimes have a history of criminal activity or exposure that is documented
in the public domain and can be uncovered through rigorous background checks. This underlines

the need for compliance and KYC procedures in all relevant industries.



INTRODUCTION

yber scam operations are proliferating, defrauding victims at ever greater scale. Cryptocurrency
revenue from online scams increases by an average of 24% year-on-year,? and according
to the Global Anti-Scam Alliance, victims lose over US$1 trillion to online scams annually.®
Bearing in mind that the entire world’s combined GDP is currently around US$110 trillion,* this means
nearly 1% of the world's wealth is transferred from individuals to criminal organizations every year,

solely through scams.

Factoring in the total cost of cybercrime to businesses, overall losses are expected to hit
US$10.29 trillion dollars in 2025 alone.® This includes money stolen directly by hackers, ransomware,

and phishing, but also the financial burden of dealing with these threats.

Successful scams are financially and psychologically devastating to victims. They pose serious
economic and security threats both to nations targeted by scammers and to those hosting criminal
groups that enrich and empower themselves through these activities. The scam industry also

constitutes a hugely lucrative arena for investors and suppliers.

In South East Asia, industrial-scale cyber fraud is particularly concentrated in Cambodia, Laos
and Myanmar. There, some remote communities may even have gained access to basic services,
utilities and road networks through their proximity to scam compounds, since the owners of these
enterprises are influential enough to direct infrastructure development decisions® or directly fund

such development,” potentially as a precondition for government approval.

Many (although not all) scam compounds have distinctive features that help identify them on sight,
including from satellite imagery when complete. However, there are often also clear signs during
the design and construction phases. Red flags therefore emerge long before these compounds

become operational.

Understanding why certain elements are critical to scam operations can also help identify scam
centres that are modified, disguised as or form part of other kinds of buildings (e.g. casinos,
warehouses and hospitals). However, for simplicity, this report specifically discusses the widely
replicated model of purpose-built compounds, where form clearly follows function and identifiable

features are in plain sight.
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Cyber scam compounds have proliferated in parts of South East Asia. Their construction and operations rely on a supply chain
of private sector companies. Photo: GI-TOC

In South East Asia, a long and growing list of known compounds replicate this model across a range
of environments. Compounds appear in capital cities, small towns, mountain villages, beachfront

developments, technology parks, special economic zones (SEZs) and at border crossings.

The common thread between their chosen locations is that criminal networks can run their
operations securely - protected from intervention and interrogation by the authorities. This includes
exercising full control over their workforces, especially when those workers have been trafficked

and coerced into their roles.

The compounds do not build themselves. For a project of this nature to go ahead, a chain of developers,
investors and construction contractors need to sign off on plans, architectural drawings and building
specifications, among other things. As we discuss in this report, developers of cyber scam compounds

typically source foreign direct investment and implementing partners from overseas.

They may also seek funding from development banks and foreign governments, try to integrate
themselves into China’s genuine Belt and Road Initiative (BRI) projects, or more often feign a
connection to the BRI to mislead potential investors. They need construction partners and
contractors to build purpose-designed locations, or real estate companies that understand what

they do and are willing to lease them the right kind of space for their operations.

The compounds are also not self-sufficient entities. They need reliable electricity and high-speed
internet. They need transportation infrastructure and the means to deliver workers, trafficked or

otherwise, to their doorstep. They need food, water, computers, smartphones, international SIM



cards, multi-port charging stations, office furniture, bunkbeds, reinforced doors and robust locks
for keycard-only entry. These compounds also incorporate nightclubs and karaoke bars, where sex

workers reward compliance and entertain workers permitted to leave their building on rare days off.

Some associated entities exist in a legal and/or ethical grey area, fully aware of the nature of the
businesses they interact with. In some cases, they have adapted proactively to tackle the niche
requirements of this lucrative target market. Others may be oblivious to the role they play in the
industry - or, if they do harbour suspicions, do not consider themselves responsible for how their
products and services are used, or simply feel ill-equipped or too powerless to disengage from this

criminal industry (or counter it).

This can lead to varying degrees of complicity, corruption and criminality, both by domestic
companies and by foreign partners. While some entities might be oblivious to their criminal exposure,

they may be opening themselves up to a broad range of risks nonetheless.



THE ENABLERS: AN OVERVIEW

his section takes a closer look at the roles played by real estate developers, investors
and construction companies in the development of scam compounds and forced online

criminality hubs.

Other exposed entities are firms typically subcontracted by these actors for specific or specialist
requirements, including architecture firms and interior designers, as well as companies hired to install
electricity and plumbing, test safety features, provide construction equipment and materials, and so

on. Their touchpoints and the red flags they should look out for are broadly the same.

Generally speaking, risks can arise from any kind of real estate project that could be repurposed as
a scam compound, such as apartment buildings, hotels, mixed-use office space and accommodation
buildings. However, investors, developers and construction contractors considering involvement in
any SEZ, casino or online gambling-related project should exercise additional caution and conduct

rigorous risk analyses, as casinos in South East Asia are known to be highly criminogenic.®

Attempts to facilitate a legal offshore online gambling industry in Cambodia and the Philippines were
overwhelmed rapidly by violent organized crime groups,’ laying the foundations for the regional cyber
scam crisis.’°This led both countries to reinstate a blanket ban on online gambling.** Online gambling

is also illegal in Laos (with the exception of SEZs) and Myanmar but remains widespread.'?

Real estate developers

Developers of scam compounds are often adept at hiding out in the open - if, indeed, they hide at
all. They have trumpeted major new real estate developments, SEZs and entire satellite cities that

have later been revealed to house cyber scam operations.™

Involvement in the creation and development of casinos, SEZs and tourist facilities that incorporate
casinos and/or online gambling infrastructure has provided a route for criminal actors to gain
a foothold in poorly regulated countries in South East Asia.** This laid the groundwork for the
proliferation of scam compound hubs across the region.® Appendix 1 to this policy brief includes
a case study of an individual and associated entities with track records as core participants in the

scam compounds industry.



Research has shown that that scam compound developers frequently claim or insinuate (often falsely)
that their projects are backed by government actors, funding or initiatives, especially in relation to
the BRI.* The BRI is especially vulnerable to abuse because there is no central system or reporting

in place that external actors can use to verify such claims.

This makes it easy for any developer to say they are ‘actively responding to the BRI’ (the standard
phrase used by BRI partners). There is little scope for potential partners to prove otherwise, unless

China publicly contradicts this.

Moreover, the complexity of large-scale BRI projects, which can be compartmentalized and subcon-
tracted out to companies that are less carefully vetted, means that a real estate development may be

vulnerable to criminal contamination even if it is genuinely linked to a BRI project.

A striking example is She Zhijiang,"” who spearheaded Shwe Kokko (Yatai New City) in Myanmar.'®
According to local media reports, She Zhijiang is said to have marketed Shwe Kokko as a BRI project
until the Chinese embassy in Yangon denied any link.* Actively fabricating a connection to the BRI

(or making any misleading claims about funding sources) is a clear red flag.

However, even when a project is genuinely linked to a development funded by reputable sources,
caution must still be exercised. A BBC report revealed that Dara Sakor, a US-sanctioned development
that houses several sites identified as scam compounds, including Long Bay, was featured in Beijing’s
official BRI yearbook.?° Tianjin Union Development Group, the developer of Dara Sakor, benefited
from a US$15 million BRI bond from the China Development Bank in 2017.2!

Failure to carefully vet, verify and assess developers’ claims, or to continue contracts when such
claims prove to be false, can expose potential partners to criminal, reputational and financial risk.
This is especially so in cases where projects have provable links to politically exposed persons, elites

and government programmes.

Construction contractors

Scam compound operators require companies to construct buildings and infrastructure, and in some
cases recruit reputable private or even foreign state-owned enterprises (SOEs) to construct scam
locations.?? Some contractors may be unaware of the ultimate purpose of these projects, but others

appear to work willingly with (or close to) sites that are notorious for human trafficking and forced labour.

For example, during a trip to the Mae Sot/Moei River area of Thailand in November 2024, two
independent researchers noted the presence of concrete mixers branded KK Concrete (see the photo).
The name bears a striking similarity to KK Park, a cybercrime hub housing scam compounds across

the border in Myawaddy, Myanmar.?

Photos and locations in the authors’ possession show trucks transporting pre-mixed concrete from the
Thai side of the border towards, or potentially into, KK Park.?* After a researcher publicly alleged that
KK Concrete was supplying concrete for the expansion of scam compound facilities,?* a subsequent
trip in March 2025 revealed that the mixers on the Thai side of the border had been dismantled.?
It appeared that the KK Concrete factory had relocated into Myanmar’s territory.?” However, a Thai

company of the same name still advertises its headquarters as Mae Sot,?® with delivery to Myawaddy.?’



A KK-branded truck drives in the direction of KK Park, a scam compound hub in Myanmar, March 2025. Photo: Cezary Podkul

There are often early-warning signs that point to the construction of a scam compound, even if the
project is ostensibly commissioned as a casino, hotel or other form of entertainment venue. Major
warning signs will include extensive dormitories, or initial plans being updated to house a far higher

density of people in each room than the original floorplan would accommodate.

Requests for security features or blackout rooms or floors that would have little logical purpose beyond
controlling or intimidating people trapped inside would need to be made early on. These features are

consistent with scam compound operations.

In the earliest stages of a project, developers of sites that are billed as casinos, tourism hubs or business
parks but later turn out to be scam compounds are frequently implicated in human rights abuses and
land disputes with surrounding communities.*° Such developers are often accused of failing to meet

legal or ethical obligations centring on transparency and local participation or consultations.3!

A KK Concrete production facility on the Thai side of the Moei River, close to the scam compounds in KK
Park, November 2024. Photo: Cezary Podkul
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In some cases, alleged abuses are so severe that developers are designated for international sanctions.
Notable examples include M.D.S Henghe Thma Da SEZ and Dara Sakor in Cambodia, and the Golden
Triangle Special Economic Zone (GTSEZ) in Laos. Developers of all three sites were subject to sanctions

long before it became clear that they housed scam compounds.®?

While cases of labour exploitation, rights violations and even human trafficking in the construction
industry are certainly not limited to scam compound developments, failure to demand accountability
for these abuses by development partners and funders helps entrench criminality and corruption
in the sector. This allows actors to operate with impunity and fosters conditions in which the scam

industry can flourish.

Many migrant construction workers face similar patterns of abuse to scam workers during recruitment
and employment.®* As such, failure to implement comprehensive anti-human trafficking policies that
address these vulnerabilities early on risks establishing a culture where breaching workers’ legal
rights or even engaging in trafficking and exploitation onsite goes unchallenged - potentially laying

the groundwork for other forms of criminality and abuse.

Hundreds of Chinese workers were reported to be working illegally on construction sites in the
Myanmar Yatai Shwe Kokko SEZ in 2019,%4while in Cambodia, unsafe and exploitative practices
affecting both Chinese® and Cambodian workers®¢ on construction sites in prominent online gambling
and scam compound hubs like Sihanoukville®” and Chrey Thum (Kandal, Cambodia)®® have been linked
to fatal building collapses®” and other tragedies.*® This has resulted in prison sentences for some of

the Chinese and Vietnamese construction contractors and managers deemed responsible.**

Funding bodies and development banks

The World Bank, Asian Development Bank (ADB) and other international development banks perform
significant due diligence on SOEs and private companies that bid for contracts they are funding. This
includes looking for evidence of bribe payments, undeclared conflicts of interest, fabricated credentials
and other dishonest or corrupt practices that may be used both during the bid stage and once a
project is underway. Entities found to be in breach of these rules are blacklisted from bidding for other
projects either for a set period or indefinitely, depending on the severity of the breach or whether the
company has past infractions. The major development banks also collaborate on cross-debarment,

meaning that a sanction decision made by one organization will be upheld by others in the group.

However, while most of these organizations publish the rationale for their decisions, the ADB rarely
makes public why a company has been debarred. Once a company is removed from the list, it can be
hard to find any record of their debarment, still less the rationale. This limits KYC and risk assessment

efforts by future partners.

As of 10 February 2025, there were 1 285 companies on the World Bank’s debarred list, including
cross-debarments (340 from the ADB) and subsidiaries of sanctioned entities. Strikingly, some of these
companies were able to continue operations uninhibited after being added to the list - and without

attracting condemnation or criticism from relevant government backers.
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For example, the World Bank listed 349 Chinese entities and individuals as sanctioned or debarred
from procurement processes due to corrupt, fraudulent or prohibited business practices,*? but few
appear to have suffered any repercussions in China. This includes one company headquartered in
Hong Kong, which was flagged by the ADB in July 2024 for fraud, but maintains active branches in
several countries. An investigation by the ADB’s Office of Anti-Corruption and Integrity found that
the company fraudulently presented itself as eligible to participate in an ADB-funded contract despite
having been debarred by the ADB. However, as the ADB does not publish the rationale for debarments
as standard, it may have been difficult for partners to assess the level of risk or make judgment calls on
the contractor’s integrity. (It should be noted that there is no indication that this particular company

has actively constructed scam compounds.)

Even when the reasons for debarment are known, developers hand lucrative contracts to construction
contractors with criminal histories and associations. Another state-owned Chinese construction
enterprise was blacklisted for bribery by the Bangladesh government in 201843 and added to ADB'’s
sanctions list in 2021.# That same year, it won a Cambodian contract worth US$308 million dollars.
Voice of Democracy reported that the firm was tasked with ‘reclaiming’ hundreds of hectares of
Cambodian coastline by filling a pristine bay with sand in a supposedly protected area without having

performed an environmental impact assessment.*

This was part of the US$16 billion Ream City project* (later reamed Bay of Lights) developed by
Prince Holding Group*’ through its subsidiary, Canopy Sands.*® In October 2025, the group, its
founder and hundreds of related companies (including Canopy Sands) were sanctioned by the
US government and subjected to over US$15 billion in asset seizures. South Korea issued similar

sanctions the following months.#’

The US alleged that the Prince Group operated Cambodian scam compounds and transnational illegal
gambling operations linked to human trafficking and torture, and had laundered billions of dollars in
illicit funds.>° This followed years of reporting on Prince Group’s activities by researchers,” NGOs*?
and investigative journalists.”® Chinese court documents from 2022 accuse the company of recruiting

illegal gambling and money laundering operators from China since at least 2016.%*

Even when a bid does not technically fall foul of the rules set by multilateral development banks, these
organizations may still make questionable funding decisions in areas at high risk of scam compound
proliferation. For example, the ADB green-lit US$250 million in loans for Chinese-led, cross-border
infrastructure development projects between Lincang (China) and Chinshwehaw (Myanmar) as part
of the Yunnan Lincang Border Economic Cooperation Zone Development Project. This came at
the height of scam industry expansion in the area, without the bank appearing to acknowledge the

elevated risks.>®
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WHAT ARE BUSINESSES DOING
TO STAY CLEAN?

major driver of companies putting in place anti-corruption and risk management policies
is whether they are legally obliged to do so by their own government or their host
government. Various governments have taken steps to pressure companies into taking
responsibility for complicity in corruption and criminal behaviour, including by partners and suppliers

(see ‘Degrees of complicity’).

However, in countries that are members of the Association of Southeast Asian Nations (ASEAN), a
common reason cited for not assessing and managing these risks is that doing so is not mandatory.>®
In 2020, only 55% of companies domiciled in the ASEAN region and surveyed by the Organization of
Economic Cooperation and Development had any written policy in place governing ethics. Meanwhile,
53% maintained responsible business practices and only 46% carried out social or environmental risk

assessments as part of their due diligence on direct suppliers or business partners.>”

Only one in five companies extended these risk assessments beyond the first tier, i.e. the broader
supply chain.”® Of the companies that had risk management policies in place, nearly two-thirds (65%)
took into account breaches of human rights by suppliers/partners, while 28% said they had a policy

that compelled them to investigate internal rights breaches.*”

For local or regional companies focused on meeting their own country’s laws and regulations, sup-
plying or entering into a joint venture with a foreign investor from a jurisdiction where anti-slavery
legislation is more stringent may mean accommodating onerous new sets of regulations, which may
be met with resistance.®®Moreover, international companies are prone to exercising these demands
inconsistently, often in response to a particular complaint, report or flurry of media attention focusing
on their link to unethical practices.®! It is easy to see how this can catch local partners off guard and
shift responsibility to them for solving a long-running, systemic, poorly documented problem in an
unrealistic timeframe. Avoiding or seriously tackling the problem should have been built into the

foreign partner’s development strategy, risk assessments and profit forecasting from the outset.
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A view of the Kings Romans Casino in Laos. As part of their due diligence, funders and partners should ascertain whether a
construction project is located at a scam hub. © Sebastian Kahnert/picture alliance via Getty Images

Perhaps most importantly, analysis of downstream supply chain risk and analysis of upstream risk
appear to be viewed as largely different problems. None of the organizations consulted for this
report had received requests by their clients to investigate instances of human trafficking and slavery,
for example as part of KYC processes and due diligence. In other words, even when companies
are motivated to investigate human trafficking downstream in their supply chains, they seem less
concerned with whether it is happening further upstream, despite profits generated from human
trafficking and related criminal activity by their clients putting them at direct risk of receiving illicit

funds and engaging in money laundering.

Degrees of complicity

t may be helpful to consider actors involved in the pre-operational/development stage of a scam
compound in terms of where they fall on a spectrum of awareness and complicity, as visualized in

Figure 1. From left to right, this spectrum ranges from companies that appear to be:

= Unknowingly complicit: Companies that could feasibly be in the dark about the project’s criminal

exposure and/or have been misled about its intended use.

Unwillingly complicit: Companies that are likely to have begun to understand or suspect the
risks but feel it is too late or complicated to pull out. Entities on this part of the spectrum may

want to distance themselves but are daunted by the obstacles or potential repercussions.

Passively complicit: Companies that can reasonably be expected to recognize red flags or to

be aware of the criminal reputation of the developer they are working with, but do not appear
to feel compelled to distance themselves, whether out of indifference, convenience or because

they do not feel it is their responsibility to raise the alarm.




m Actively complicit: Private sector or even state-owned actors that show signs of being willing,
enthusiastic participants and are contracted by the primary developer/compound owner. This
may refer to any entity that joined the project knowing it would be used as a scam compound
and chose to pursue this lucrative opportunity, but especially those that tailor their services or
design to suit the needs of scam compounds. This category includes companies that specialize
in serving the scam compound niche and those whose portfolio includes both grey market and

‘normal’ real estate projects.

m Direct participants: These are companies directly controlled or created by the criminal actors
that sit at the heart of the project, including as front companies, with the express purpose of
building, managing and operating the project(s) that will be used as a scam compound, or
disguising/laundering funding sources (they may be fronted by someone else to conceal this
direct relationship with scam developers). As with actively complicit contractors, some may exist
exclusively to build these compounds while others may be ‘bridge’ companies, i.e. they also invest
in non-scam-compound or mixed-use real estate, or have portfolios in unrelated sectors, helping
them to maintain an image of legitimacy and to comingle licit and illicit income streams for money
laundering purposes. This model is particularly insidious as it can be very difficult for potential
partners to spot red flags if the company also has an apparently legitimate portfolio. Partners may
engage with seemingly credible projects without realizing they are at risk of enabling a criminal
enterprise to cash out laundered funds. This also helps criminal enterprises to gain a foothold in
the licit economy, entrenching their influence and making them harder to dislodge.

Broader scope for positive engagement Limited scope for positive engagement Criminal actors; no
Lower recognition of red flags High recognition of red flags scope for engagement

Unknowingly Unwillingly
complicit complicit

Actively Direct
complicit participants

FIGURE 1 Spectrum of complicity for entities involved in the funding, development or construction of scam compounds.

NOTE: These categories are not rigid and the role of companies may change over time.

Analyzing where an entity may fall on this spectrum can help to assess their degree of accountability
and culpability. It also helps to identify potential routes for engagement and collaboration. For
example, an entity that has little idea of the impact of its criminal exposure may benefit from toolkits
to help it identify red flags early on. Companies that are already embedded and concerned about the
implications of this may benefit from support in blowing the whistle and extricating themselves from
partnerships. At the other end of the scale, where ethical considerations are less persuasive, fear
of reputational and financial harms from fines may be more effective. The very worst offenders are

unlikely to respond to interventions that do not lean on regulatory action or criminal proceedings. =




A PRACTICALGUIDETO
IDENTIFYING AND TACKLING
RISKS

he severity and magnitude of the crimes perpetrated by criminal actors in the cyber scam
industry is staggering, ranging from tens of billions of dollars in theft to money laundering,

sanctions evasion, human trafficking and sexual exploitation.

Entities that fail to invest sufficiently in KYC checks that go beyond the bare minimum may later find
it difficult to distance themselves from or exit these agreements. They also risk legal, financial and

reputational consequences if they are deemed to have been complicit in crimes.

Such companies are particularly vulnerable if pressurized host governments decide to scapegoat
them for these criminal activities, or if cases are brought against them in other jurisdictions that have

stringent rules on corruption, bribery or handling criminal proceeds.

For unknowing or unwilling participants, simply being made aware of the criminal exposure risk and
the red flags involved may suffice as a catalyst for adapting and updating internal policies to minimize
the risk of exposure. Entities in this category offer the most potential for productive dialogue and

collaboration in efforts to tackle the forced cyber fraud industry.

The recommendations below primarily target entities that do not yet know, or may have begun to
suspect, that their projects or partners are at risk of criminal exposure in the scam industry - and
want to ensure that they do not become complicit. These steps are crucial for local and international

partners alike.
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Construction at Dara Sakor, a US-sanctioned development that houses several sites identified as scam compounds. Such
projects may run the risk of being exploited by scam compound investors. © Artur Widak/NurPhoto via Getty Images

Courting funding and partners

Potential partners and investors who are not yet implicated in a project have a key role to play in
vetting their partners and requesting extensive information and documentation to demonstrate the

project’s validity.
Potential funders and partners should ascertain or be on the lookout for:

1. Whether the construction project is located at a known scam location. This applies to any area
where a high density of scam compounds has been reported. While a large city will contain other
legitimate industries, any project in a town, village, SEZ or industrial park that is already dominated
by scam compounds with little to no significant legitimate economy should be an automatic red
flag. This is especially so if the developers do not acknowledge this reality or explain how they

plan to pivot away from it.

2. Adverse media coverage, research reports, sanctions decisions or lawsuits that indicate the
company or key actors involved in the project have a history of criminal or corrupt practices.
Even a basic internet search may reveal serious red flags, including reports of open criminal
investigations or arrests. (Note that even if the lead developer has registered a new company
or joint venture in a country that does not list directors and shareholders in publicly available
corporate records, the developer or any law/accountancy firm it has appointed as an intermediary

should be able to provide these details).

3. Whether the project developers or their business associates have registered gambling-related
companies or cryptocurrency trading platforms, either in the host country or elsewhere, or
have applied for gambling licences, especially in offshore locations like Cyprus or Curacao.
Evenif in-person gambling is legal in the host country and/or the development includes a physical

casino, promoting offshore online gambling sites is often illegal. Connections to international
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online gambling networks thus put potential investors and partners at high risk of criminal ex-
posure or money laundering. At a minimum, this should trigger enhanced due diligence checks

and risk assessments.

4. Whether any investors or key personnel linked to the project have acquired citizenship by
investment or purchased a ‘golden passport’, especially if they changed their legal name in the
process. There may be legitimate reasons for doing so, but if so, it is reasonable to ascertain why.
While this information is not always made public, some countries publish the names of individuals
that acquire citizenship by investment, for example in royal gazettes. Acquisitions of citizenship
may also be cited in media reports, government/company press releases or old social media
posts. These potential partners may have used their golden passports as official identification
when registering companies in publicly available registers or when signing other documentation

submitted during contract negotiations.

Marketing and promotional materials

Developers of any ambitious real estate project or SEZ will naturally present their concept in the most
exciting light. This is a pivotal moment when criminal actors involved in cyber scam operations have

previously provided clues about the direction of the project or their trustworthiness.

For example, marketing materials for the Yatai development in Shwe Kokko, Myanmar, inadvertently
displayed Chinese investor She Zhijiang’s real name (and revealed other Chinese investors),¢? exposing
his transnational criminal background.®® Additionally, publicity photos highlighted his relationships
with political and military leaders,** some of whom were later sanctioned alongside She Zhijiang for
their roles in facilitating human trafficking for forced criminality.®®> In Cambodia, a video promoting
early plans for Dara Sakor¢® presented this as part of the same network as the Kings Romans casino,

an entity in the GTSEZ in Laos that was sanctioned.

While barriers to effective background checks have increased (see Appendix 2), as part of KYC efforts,

potential partners should:

m  Scan promotional materials carefully for information that contradicts official proposals or the
stated purpose of the development.

m  Check these promotional materials carefully for images of or references to criminal actors, online
gambling industry figures, or members of military groups or politically exposed persons.

m  Ascertain whether there is any positive independent media coverage of the project (i.e. that was
not paid for by the developers or government backers).

m  Cross-reference this against negative coverage or NGO reports on land grabs and other potentially
abusive, corrupt or criminal activity.

®  Avoid allowing their logo or photos of high-level staff to be used to promote the project before
they are officially involved in it and be sceptical of social media posts or promotional materials
that feature other high-profile individuals without clarifying their relationship to the project.
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Securing permissions

Once funded, project developers usually need local authorities to sign off a leasehold or freehold
agreement and resolve any potential land disputes. In jurisdictions where corruption is prevalent,

this creates significant risk exposure to bribe-seeking, cronyism and related money laundering risks.
Potential partners should:

®  Ensure that all legal requirements such as environmental impact assessments are completed in

accordance with laws, even if told by partners that they have acquired an exemption.

m  Take seriously potential conflicts such as land rights or environmental damage to protected land;
community violence and other illicit activities such as illegal logging may be early warning signs

of criminal contagion.

®  Demand transparency to guard against corruption and bribery (and refuse to pay bribes).

Selecting construction contractors

How construction contracts are framed will depend on the type of development. For example, if
funded with loans through the BRI, it will be awarded to a Chinese SOE. However, depending on
the size of the project, smaller construction firms may be chosen that have experience in building
purpose-designed scam centres. There is also a high risk of cronyism in the selection of suppliers for

lucrative construction projects.
Partners and funders should:

®  Demand transparency in the bidding system and refuse to pay bribes.

®m  Ensure that the selected construction company has anti-human trafficking policies and fair working
conditions in place, especially for migrant workers (or, in the case of construction contractors,

have implemented these policies themselves).

B Ensure that neither the developer nor the construction company has been hired to build any other

locations alleged to house scams or forced criminality.

®  Flagand demand explanations for any alterations to original plans or completed real estate projects
that appear to change the intended purpose by excessively securing the building, preventing
people leaving or drastically limiting points of access and exit, or that are clearly designed to house
a far larger workforce than could feasibly be employed in the immediate vicinity. Common features
installed at scam compounds include anti-jump nets, keycard-only access to public areas, barred
balconies, blacked out windows and areas designed to be entirely self-sufficient behind high walls

and gates.

m  Publish and make accessible the rationale for debarring companies as well as a list of companies

that have previously been debarred.
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APPENDIX 1
CASE STUDY: YUNNAN JINCHENG
AND DONG LECHENG

ome companies that are actively involved in developing scam compounds have long histories
of criminal exposure that should have been major red flags for potential partners, co-investors
and construction contractors. For example, one company sanctioned in perpetuity by the World
Bank is Yunnan Jincheng Construction Engineering Co., Ltd, which became subject to sanctions in

March 2020. Available information suggests that the company did not contest the sanctions proceedings.®’

This debarment stemmed from a fraudulent bid for a water supply construction project in Zheijiang,
China.®® The Yunnan Jincheng group is owned by Dong Lecheng, who was sanctioned by the
UK government in December 2023% and the US government in September 20257° for running criminal
cyber scam compounds in Cambodia, where he acquired a passport and changed his name. He had been

previously convicted of money laundering in China in 2008 and has been investigated for bribery.”*

Dong Lecheng admitted in a statement in 2022 that Yunnan Jincheng developed the Jinshui Park real
estate project in Sihanoukville, which has been implicated in ‘cyber slavery’,”? although he claimed to
have sold the building to an undisclosed buyer by the end of 2018.7 Previously, he claimed that Jinshui
Park (and a casino hotel/scam compound development on Otres Beach)’* aimed to ‘implement the BRI
and promote the joint development of the aviation tourism industry’.”> Photos of the construction site
for the development project containing Jinshui Park’ show that these plans were reportedly part of
a site’” encompassing multiple real estate projects, including Golden Sun Sky’® and the adjacent KBX
Hotel.”” Signage in these photos indicates that the construction contractor was Yunnan Construction

International Holdings, a Chinese SOE.

In November 2020 - eight months after Dong Lecheng’s company was blacklisted from bidding for
investment projects funded by multilateral development banks - he presided over the grand opening
of Ruili Bank of Cambodia, alongside the governor of the country’s national bank. The Yunnan Jincheng
website posted a statement saying it had invested in the bank to further Chinese government investment
interests in the country by helping Cambodia integrate with the BRI.8° There is, however, no evidence

to suggest that any of Dong Lecheng'’s activities and investments had a genuine link to the BRI.
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A comprehensive background check on Dong Lecheng and his companies would have highlighted
publicly available information that should have raised major red flags for potential investors and
partners. For example, he was found guilty of facilitating cross-border illegal gambling through his
flagship hotel in China 20088 and was accused of laundering over a billion dollars through the same
hotel.®? Academic research published in 2018 described the corporate dealings strategy of Dong'’s
Jingcheng Group in China’s Yunnan province as ‘a remarkable case of institutional capture’ and ‘political

elite-business elite symbiosis’.#®

Given that Dong Lecheng claimed to have won a 75-90% share of construction contracts in the
Chinese city of Ruili (worth approximately US$3billion),#* it seems reasonable that an investor of this
profile would normally see his name and status as an asset when expanding into new markets. The
timing of his decision to relocate to Cambodia in 2014 - at the peak of Chinese President Xi Jinping's
nationwide corruption crackdown - and to acquire a new citizenship and identity (Cambodian royal
decrees show he changed his legal name to Heng Tong) should therefore have prompted questions.
He was eventually placed on financial and travel sanctions lists by the UK in December 2023 and
the US in September 2025 for his alleged role in facilitating human trafficking into Cambodian scam
compounds.®> However, records in Cambodia’s corporate registry show that he remains a listed

director of various Cambodian companies.

While Dong Lecheng'’s marketing campaign may have appeared persuasive to potential partners at
first glance, a thorough KYC strategy would have swiftly exposed red flags. This illustrates multiple
avoidable failings both by the government officials who green-lit his projects and by his construction
and investment partners. Distinguishing between negligence and complicity is a controversial debate.
However, basic safeguarding failures by these partners must be subjected to greater scrutiny, ac-
countability and penalization when projects they profit from are shown to be criminally exposed in a

context where this outcome could reasonably have been predicted.
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APPENDIX 2

UNKNOWABLE CUSTOMERS?
BARRIERS TO EFFECTIVE
BACKGROUND CHECKS

evelopers of real estate projects that are designated or later utilized as sites for scams,
illegal gambling, forced criminality or other kinds of exploitation often go to great lengths
to promote these projects as legitimate. Such promotion indicates that these partners are
entirely unaware of the true nature of the business they are engaging with until the relationship has
already been publicized and contracts signed. Once in place, it becomes highly complex from a legal,
reputational or even safety perspective to exit an arrangement. It becomes especially dangerous if

the owners of the compound act with impunity and benefit from government protection.

Images of visits or meetings with political figures might initially have been taken by a prospective
partner as a stamp of legitimacy. For example, in February 2024, the GTSEZ and Kings Romans casino
in Laos publicized a visit by the German ambassador to Laos,® presenting this as an official delegation.
The GTSEZ, Kings Romans and their owners are sanctioned by the US® and UK®® governments for
alleged crimes ranging from trafficking children into sex work to facilitating forced labour at scam
compounds. The German embassy in Laos appears not to have contradicted or commented on the
GTSEZ’s narrative, at least not publicly, even after a leading cyber scam research organization pub-
lished details of the visit online.®? Later that year, owner Zhao Wei received a national development

award from the Laos government,’® gaining positive coverage in state-linked media in Laos and China.?*

This kind of messaging can make it difficult to run accurate background checks, especially given that
many countries where politically protected cyber scam operations are rampant also perform poorly in
terms of freedom of expression and press freedom.” It may be unsafe for whistleblowers and journalists

to raise the alarm domestically, and international media reporting may not always be accessible.

Another example from Cambodia where sustained public relations campaigns distorted efforts
to exercise due diligence is Prince Holding Group (discussed earlier in this brief) and its founder,
Chen Zhi, who has acted as an advisor to the current and former Cambodian prime ministers.”® Chen

Zhiand more than 140 businesses and individuals associated with his network were sanctioned by the
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US and UK governments in October 2025.7* However, prior to the sanctions, Prince Holding Group
commissioned an international content strategy” for its various businesses, such as Canopy Sands.”®
It also heavily promoted its corporate activities, ensuring positive messaging is readily available in

online searches.

Meanwhile, Voice of Democracy, an independent news outlet that had published articles raising major
ethical concerns over Prince and Canopy Sands long before the sanctions designation, was shut down
by Cambodia’s government in February 2023.9” The government also blocked Radio Free Asia (RFA)
a few months later.”® This means RFA’s rigorous three-part investigation into Chen Zhi and the Prince
Holding Group cannot be accessed in-country. The RFA investigation delved into allegations of money
laundering, illegal gambling operations, open arrest warrants in China and links to at least one scam
compound where victims said they had been tortured.” This important work was largely flying under
the radar of potential in-country partners. This included figures in diplomatic, business and NGO
circles who were, and may continue to be, courted by Prince and who - by appearing in promotional
materials and social posts with company representatives - might find they have been unwittingly

exploited for image laundering purposes regardless of whether they ultimately sign any agreements.

Warnings about exposure to Prince Holding Group, however, were still issued by private risk analysis
organizations and heeded by receptive governments and police agencies. For example, in March 2025,
Pacific Economics, a Hawaii-based think-tank, told the governments of Taiwan and Palau that accepting

further investment from Prince Holding Group could threaten their security and sovereignty.1%©

More broadly, this example shows how restricted information channels affect the ability of partners,
suppliers, developers and funding bodies to run background checks in other jurisdictions. In a move
broadly celebrated by leaders in countries central to the cyber scam trade - including Cambodia,
Myanmar and China'® - RFA announced that it expected to close after the administration of
US President Donald Trump cut federal funding in March 2025.1%2

Aside from Cambodia, access to RFA has been blocked in various jurisdictions where accurate infor-
mation is vital for entities that need to conduct background checks on potential partners and projects,
including Vietnam,°® Myanmar'®* and mainland China.’®>* Moreover, RFA closed its Hong Kong Bureau
in 2024.%% |n Singapore, a leading source of foreign direct investment for countries vulnerable to
scam compounds,’” online articles can be censored if deemed to undermine ‘public confidence in the
integrity of the Singapore government’.'°® Singapore’s two state-owned sovereign wealth funds, GIC*?
and Temasek,™° are investors in these countries. Two companies in Temasek’s portfolio,***1Surbana
Jurong (SJ Group)'*? and Ascott (CaptiLand),''® were marketed heavily as key partners'™ in Prince
Group development projects in Cambodia,'™ with the latter only terminating agreements following
the US sanctions package in October 2025.1% Temasek has denied any responsibility, on the grounds

that its companies provided ‘professional services’ and did not have an ownership stake.'*

On the other hand, well-resourced figures with documented ties to the cyber scam industry increasing-
ly pursue libel litigation against media outlets in countries where publications name them in reports.**®
This was reflected, for example, in the removal of existing articles’” and a last-minute cancellation
of stories on the cyber scam industry*?° due for publication by outlets in Australia in the wake of a

string of lawsuits by a member of Cambodia’s ruling Hun family.*?
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