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ACRONYMS 

ATO	 Account takeover

CIS	 Commonwealth of Independent States

DDoS	 Distributed denial of service

FSB	 Russian Federal Security Service

IP	 Internet protocol

ISP	 Internet service provider

TLS	 Transport layer security

USSR	 Union of Soviet Socialist Republics

VPN	 Virtual private network
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EXECUTIVE SUMMARY

Cybercrime continues to proliferate each year, causing trillions of dollars in damage to the global 

economy and increasing the leverage of organized criminals. Russia, Ukraine and other parts 

of the former Soviet bloc play host to some of the world’s most sophisticated cybercrime. 

This report outlines how the region rose to cybercriminal prominence. It then delves into how two 

years of war between Russia and Ukraine has reshaped major contours in the cybercriminal and 

hacking landscape, before offering tentative insights into potential longer-term ramifications. 

The profound social ruptures triggered by the collapse of the Union of Soviet Socialist Republics 

(USSR) and Russia’s subsequent adoption of an oligarchic economic model – together with Moscow’s 

repeated and intensifying attempts to retrieve parts of its old sphere of influence – are the three 

standout long-term regional drivers of cybercrime. The collapse of the old system left thousands of 

mathematically talented individuals rudderless in a society where collective wealth, for all its limitations, 

was suddenly transferred into the hands of a tiny elite. Little surprise, therefore, that much of this talent 

went underground and illicitly exploited the many lucrative opportunities unleashed by the internet era.  

Hacking supplements the income of thousands of members of the underground in Russian-speaking 

countries, particularly for individuals with IT skills, where salaries still lag behind the West. A smaller 

number earn their income exclusively from cybercrime. The community has rapidly developed a 

division of labour, so that cybercriminals can specialize in one activity: one user is in charge of botnet 

infections, while another is in charge of spam operations, a third sells logs from the botnet to forum 

users, and so on. Cybercrime can be performed at any time and the targets can be global, so the 

opportunities for cybercriminal activity know no geographical boundaries. 

The region’s extraordinary expertise in information technology and information security, weaknesses 

in the rule of law, widespread use of shell companies, money laundering and the proliferation of 

largely unregulated cryptocurrencies are major drivers of today’s cybercrime. A refreezing of Russia’s 

relations with Western powers, driven in part by the Russo-Georgian war (2008) and Russia’s invasion 

of and annexation of Crimea from Ukraine (2014) closed the window on the rapprochement of the 

1990s and early 2000s. In turn, this nullified multi-polar cooperation on cybercrime at a time when 

the phenomenon was proliferating into a major international security threat. 

Russia’s invasion of Ukraine has upped the stakes still further, to the point where a new shadow 

war between Western powers and Russia is playing out, in part, in the cybersphere. It is charac-

terized by both Moscow and elements close to Kyiv to varying degrees mobilizing – and thereby 
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amplifying  – cybercriminal networks. Some networks 

also feed off Russia’s quest to evade financial sanctions 

imposed by the United States and European Union, while 

in Ukraine tens of thousands of cyber scammers focus on 

defrauding Russian citizens. 

The report evaluates the implications of these devel-

opments, while also tracing the breakdown in relations 

between Russian and Ukrainian cyber-crime groups, the 

increased deployment of wiper malware and attacks on 

critical national infrastructure. It draws on research from 

the private sector, law enforcement and trial documents, 

Russian-language forums and messaging systems, mem-

oirs of Eastern European hackers, and the author’s own 

experience researching the subject. 

Key points
	■ The war between Russia and Ukraine has driven a wedge between the country’s respective 

cybercriminal communities, with cybercriminals working alongside the states or, in the case of 

Ukraine, targeting Russian citizens on a mass scale. It remains to be seen whether this split is 

permanent, given the high levels of anonymity that the cybercriminal underground has operated 

under. 
	■ The expertise among Russian-speaking countries in information technology, a legacy of Cold War 

competition, combined with a prolonged transition to oligarchic capitalism and a lack of rule of 

law created conditions that led to the region dominating global cybercrime.
	■ Cryptocurrencies have become a multifaceted tool for cybercriminals, facilitating cross-border 

money laundering and protecting cybercriminal proceeds from economic instability created by 

the conflict.
	■ The war has blurred the lines between the military and civilian infrastructure, with hacktivists on 

both sides targeting civilian infrastructure, breaching and destroying data.
	■ The war has also blurred the lines between soldier and civilian, with hacktivists working alongside 

government forces on both sides of the conflict.
	■ The conflict has expanded the nature of cyberwar. Wiper malware, designed to destroy as much 

data as possible, is now being used by both sides to attack military and civilian infrastructure alike. 
	■ Ransomware has become the most profitable form of cybercrime for the region’s cybercriminal 

underground, supplanting carding and botnets, which still remain sources of income for hackers.
	■ Russia has used the wartime conditions and expansion of Ukrainian cybercrime targeting Russians 

as an excuse to launch a massive increase in internet surveillance and crack down on civilian use 

of internet encryption.
	■ Given the expansion of cyber activity and capabilities by both sides of the conflict, cybercrime 

and state-sponsored hacking emanating from the region with global targets are likely to grow as 

the conflict winds down. 

Ukraine accused Russia of being behind an attack on 
dozens of official Ukrainian websites, including PrivatBank, 
in 2022. War between the two countries has reshaped the 
region’s cybercrime landscape. © Beata Zawrzel/NurPhoto 
via Getty Images
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COLD WAR AND TRANSITION 
LEGACIES

During the Cold War, the Soviet Union placed a strong emphasis on engineering and technical 

education to enable it to compete in the technological and arms race with the West. The 

cultivation of mathematical talent from a young age was a strong point of the system. In 

the Soviet Union’s last decades, competitions and training camps proliferated, ultimately to put at the 

disposal of the state the most talented students in mathematics and the emerging field of informatics. 

The need to maintain high levels of information security during the Cold War led to the creation of 

leading institutions for information security: the KGB’s elite Cryptographic Institute, and the successor 

Academy of Cryptography, Networking and Informatics, is the alma mater of many leading individuals 

in Russia’s information security scene, including cybersecurity expert Eugene Kaspersky.1 

This ecosystem persisted in Russia during the transition to capitalism, as the Russian state and private 

sector actors understood the importance of maintaining a pipeline of talent. Prestigious training 

academies in Russia such as Kostroma Open continue to meet every summer, drawing the best 

young talent from around the country. These special training centres expanded further in the 2010s, 

particularly those sponsored by Russia’s Federal Security Service (FSB), which also included ‘capture 

the flag’ hacking competitions and ideological indoctrination.2 Many graduates go on to work for the 

Ministry of Defence, the FSB, and the information security sector. 

Over 100 universities in Russia now offer information security as a field of study.3 Both information 

security specialists and sophisticated hackers, including Dmitriy Smilianets (a former hacker and 

carder), Nikita Kuzmin (the designer of the Gozi bank malware) and Iyla Sachkov (the founder of Group 

IB, a leading cybersecurity company), studied at these institutes.4

A lack of rule of law characterized the rapid transition to capitalism, and the internet spread in 

the 1990s across the former Soviet Union with very little regulation.5 The Soviet Union’s security 

apparatus had never been able to achieve the level of surveillance over communications technology 

that their East German counterparts, the Stasi, had created by the 1980s.6 The newly independent 

successor states of the USSR often lacked sufficient resources to monitor or police high-tech crime, 

and the corpus of laws necessary to prosecute computer crime had not yet been developed. In some 

cases, it was not created until the 2000s.7 
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Many technical specialists found themselves unemployed or underemployed for extended periods 

of time in the 1990s, as inflation, political uncertainty and wrenching economic restructuring pushed 

them into poverty. At the same time, the world of computers and the internet opened up another 

world for youth who were eager to escape the grim realities of this period.

As hacker culture began to spread around the region, the internet began to more closely link the 

post-Soviet space with the rest of the world for a more legitimate reason: IT outsourcing. The region 

began to capitalize on the rise of IT outsourcing in the 2000s, and by 2022 the IT sector constituted 

3.5% of Ukraine’s GDP,8 along with estimates of between 5% and 6.5% of GDP in Belarus9 and 

1.2–3.2% of GDP in Russia.10 The sector quickly attracted top talent, as IT salaries in Belarus and 

Ukraine are often several times higher than the average salary in other sectors of the economy.11 

One of the major pillars of the early internet underground was a global network of enthusiasts who 

believed that software should be free. Known as ‘warez’, this network spread across North America 

and Europe. Russia rapidly became a global centre for the distribution of cracked software, as the 

legal code lacked penalties for software piracy at the time. 

Ivan Bakanov, the acting deputy chief 
of Ukraine’s security service, reports 
on the dismantling in 2019 of a major 
global cybercrime network, headed by 
a Ukrainian national. © Sergei Supinsky/
AFP via Getty Images

Hacking terms
Carding: Stealing credit card information to perform unauthorized and fraudulent transactions. It developed in 
the 1990s, and has shifted from copying data on the magnetic stripes and hacking point-of-sale (PoS) terminals 
to stealing the data directly from computers as more credit card transactions have moved online. Many ‘carders’  
do not steal the information themselves, but purchase credit card information from a myriad of so-called ‘card 
shops’ on the cybercriminal underground. 

DDoS: Distributed denial of service (DDoS) attacks are used to suspend access to a website for a certain 
period of time, which disrupts business activity for anyone who relies on a website. DDoS attacks require mul-
tiple devices to make a coordinated stream of requests at the target, so botnets became a perfect enabler of 
such attacks. 

Drops: People who are used in receiving money following successful account takeover (ATO) fraud, either 
in the form of electronic transfers or goods purchased by cybercriminals from hacked accounts. Networks 
of such drops will often use shell companies as aliases for their activities. These networks often coordinate 
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activities using online web panels, and recruit members through cybercriminal message boards or spam mail 
claiming to offer roles to work from home with a shipping company. 

VPNs: Virtual private networks (VPNs) are a technology designed to protect the activity of computer network 
users by creating an encrypted tunnel through the broader internet, shielding much of the data from internet 
service providers (ISPs) and other actors who could attempt to capture the traffic. The cybercriminal under-
ground has a plethora of VPN services that claim to not keep logs of their customer activity, while maintaining 
servers in data centres around the world to alter and shield geolocation. 

Proxies: Botnet devices infected by malware are not solely for information on victims that access to the com-
puter grants. Cybercriminals can also use infected devices as proxies, routing traffic through the compromised 
device, which is useful if they need traffic to come from a specific geolocation to bypass authentication systems. 

Wiper malware: Wiper malware is designed to destroy as much data as possible on target computer infrastruc-
ture. It has become increasingly used in geopolitical conflict as a way to destroy as much data as possible across 
a computer network and render computer technology unusable. 

Initial access brokers: Hackers who specialize in gaining an initial foothold into a network. This access can then 
be sold on the cybercriminal underground to other cybercriminals who can use it to gain deeper access, including 
ransomware groups who can buy such accesses to quickly deploy as much ransomware as possible. 

Exploits: Errors or vulnerabilities in code, operating systems and platforms that can be weaponized by hackers to 
make the code not perform as intended by the original developers, such as granting attackers more power over 
the targeted devices, allowing them to bypass authentication measures, access other areas of a computer net-
work or execute other code remotely. 

Zero day exploits: An exploit that has not been publicly disclosed and is unknown to the information secu-
rity community. Zero days are especially powerful and highly sought after by cybercriminals and nation-states 
alike, because their first use can be devastating and enable major cyberattacks, such as the 2017 NotPetya 
attacks. Once an exploit has been disclosed by the developers, it is assigned a number by the National Institute of 
Standards and Technologies (NIST) in the United States and added to the government organization’s databases.

Black market for zero days: Actors who are willing to sell zero-day exploits to cybercriminals and nation-states 
alike, often charging significant sums for the purchase of an exploit that could enable a devastating initial wave 
of attacks. 

Account takeover: Once a cybercriminal has gained credentials, the next stage entails defeating account secu-
rity and successfully authenticating onto the victim’s account(s). ATO specialists will use specialized tools and 
configurations to defeat anti-fraud systems and other forms of authentication security, and then use the account 
access to perform fraudulent transactions or serve as a point of entry for deeper penetration into target com-
puter networks. 

Botnet logs: Botnets, or networks of infected computers under the control of cybercriminals, generate log files 
containing valuable information from the victim’s device, such as credentials, bank account information, person-
ally identifiable information, or operating system and configuration details. These logs can then be sold to other 
cybercriminals who specialize in using the data to perform fraud or account takeover. 

Frozen conflict zones: Regions with disputed legal status proliferated after the Soviet Union collapsed due 
to territorial disputes between newly independent republics. These regions’ lack of international recognition 
makes access for international law enforcement actions difficult, and the regions quickly developed into con-
duits for organized crime, including cybercrime. These regions include Transnistria in Moldova, South Ossetia 

and Abkhazia in Georgia, and the regions of eastern Ukraine occupied by Russian forces.� ■
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Cybercrime in the 1990s focused on pirating illegal software and credit card hacking, with the 

more organized activity taking place in chat rooms and message boards. A seminal moment in the 

transition from software piracy to financial fraud came in 2001 with the founding of CarderPlanet 

by Roman Vega. Based in Odesa, this carding organization served as an archetype for dozens of 

successor forums that emerged in the 2000s. Skimming technology and the breach of large credit 

card technology meant that a substantial amount of payment card information was now available to 

fraudsters. Vega eventually pleaded guilty to the charges and was sentenced to 18 years in prison 

by the United States in 2013.12 

Carding only became more widespread as online retailers allowed anyone with a credit card number 

to make a purchase, and special technology such as proxies and VPNs allowed illicit actors to spoof 

their geolocation. By the late 1990s, carding was so widespread in the Commonwealth of Independent 

States (CIS) – a political successor organization to the USSR – that Western retailers often expressed 

concern about expanding operations into Ukraine, Belarus and Russia. 

Some hackers also began to generate income by offering DDoS attacks to anyone who wanted to 

crash the websites of competitors to eliminate competition or settle business disputes. As millions 

in the region continued to struggle with newfound poverty, underemployment and the jolting 

transition to market economies, carders gained access to a glamorous and extravagant lifestyle, 

purchasing expensive cars, attending VIP nightclubs and jet-setting to luxury resorts around the 

world.13 Carding also became a ‘gateway drug’ for hackers, who learned about electronic payments, 

internet encryption, anonymity and server infrastructure, allowing them to eventually shift into 

more sophisticated cybercrime.

Russian-speaking hacking quickly developed a reputation. At a conference dedicated to cybercrime, 

held in London in 2005, the Director of Information Security at the Russian Ministry of Internal Affairs 

stated that Russian hackers were already ‘the best in the world’, acknowledging that ‘yesterday’s 

adolescents had outgrown their earlier internet pranks’ and were now shifting into serious financial 

cybercrime.14 At the same time, the information security space began to rapidly grow in Russia and 

Belarus, with firms like Kaspersky Labs, Group IB and Dr AV developing large international client bases 

and becoming outliers in an economy dominated by commodities exports. 

The hacking community’s rising profile did not go unnoticed by law enforcement: a number of raids 

against CarderPlanet in the early 2000s, followed by the closing of the English-language carding forum 

ShadowCrew by an international law enforcement operation in 2004, were seen as major blows to 

global carding at the time.15 

Cashing out: turning access into profit
Another factor that has contributed to Eastern Europe’s dominance of cybercrime is the widespread 

use of offshoring and shell companies during the transition to capitalism. The ability to create com-

panies and open bank accounts quickly as part of a drive to make economies conducive to private 

enterprise has lent itself to opportunities for illicit actors to use such shell structures for money 

laundering and to cash out of compromised payment systems. Cybercrime forums often offer shell 

company creation services and guides to laundering money.
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One advert seen on Telegram in 2024 offered a service to quickly establish a company in the Republic 

of Georgia for carders and those seeking to cash out funds. It promised that the equivalent of a limited 

liability company could be incorporated for only US$100, and ready for business within five hours 

without any capital requirements. The rise of tourism in Georgia means companies can be established 

quickly and point-of-sale equipment purchased, which the individuals advertising the services claim 

can be used to cash-out any type of card information that is received from call centre fraud. These 

fraudulent companies are generally discarded within two or three weeks and replaced with new shell 

structures. 

Exchange and cash-out services are now also automated through the Telegram platform. They also 

often offer courier services that will deliver hard currency on demand to customers in major cities in 

Russia, Ukraine and Belarus. 

Entrepreneurs began to develop web payment systems in the 1990s to facilitate secure financial 

transactions at a time when much of the data moving over the internet was unencrypted, and online 

retailers were eager to incorporate payment systems that allowed customers to pay instantly with 

credit card information. One such payment system is WebMoney, which was created in Russia in 

1998 in the aftermath of a major currency crisis in the country, as demand for foreign currency 

skyrocketed following the ruble’s decline.16 WebMoney itself is a legitimate payment platform, and 

evidence suggests that it remains widely used in Russian-speaking countries. WebMoney, like many 

other payment platforms, became a means by which payments using stolen credit cards could be 

made, as registration requirements for accounts were minimal at the time.17 

Other electronic payment systems were developed to cater to the underground’s need for effortless 

financial flows. One major player was Arthur Budovsky, a Soviet émigré to the United States. After 

initial run-ins with the law for running an unlicensed digital payment processor, he fled to Costa Rica, 

renounced American citizenship, and founded a new company, Liberty Reserve, in 2006, which he never 

registered with the US Department of the Treasury.18 This enterprise allowed users to buy and redeem 

digital currency through third-party exchanges under pseudonyms without requiring any identity valida-

tion. The system had processed approximately US$8 billion of transfers through 55 million transactions 

when Budovsky was arrested in 2013. He was eventually sentenced to 20 years in prison in 2016.19 

The original indictment against Liberty Reserve stated that the case was an ‘important step’ towards 

reining in the ‘Wild West’ of illicit internet banking. Unfortunately, nothing could have prepared law 

enforcement for the rise of cryptocurrencies, a still largely unregulated sphere that has enabled 

cybercriminals to shift and disperse liquid funds instantly across digital cyberspace. This asset 

class – which is also a major tool for Russia in its evasion of wartime sanctions – will be evaluated 

later in the report.

Other types of cybercrime marketplaces have also fallen to law enforcement operations: Genesis, 

a marketplace run by Russian-speaking cybercriminals, which sold approximately 80 million com-

promised credentials and browser cookies from over 1.5 million infected devices from around 

the globe, was taken down by US law enforcement in April 2023. Genesis sold to initial access 

brokers and account takeover specialists credentials that could enable access to a network; these 

assets are generally sold onwards to ransomware groups.20 The development of new technology to 

protect payment card information, such as the EMV chip, which generates a unique code for each 

transaction, has shifted the targeting towards card-not-present transactions and may have made 

carding more difficult in the long term. 
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In the immediate term, however, cybercriminals have moved away from using skimming technology to 

using malware that is capable of ‘sniffing’ the data from a point of sale terminal, and targeting regions 

where the chip technology has not been introduced or properly integrated, such as Latin America.21 

Larger credit card marketplaces continue to generate daily revenues exceeding US$100 000, according 

to one researcher.22

Rise of ransomware
Ransomware quickly established itself as the most profitable and destructive arena of cybercrime, 

and an area that is dominated by the Russian-speaking underground. Studies in 2022 by blockchain 

intelligence experts found that at least 75% of ransomware revenue had gone to actors linked to the 

Russian-language underground.23 Despite takedowns of some organizations, ransomware payments 

reached US$1.1 billion in 2023, the highest level ever recorded.24 Predecessors to the first ransom-

ware were developed in the late 1980s, but it did not become a widespread attack method until 

cryptocurrencies began to gain critical mass in the 2010s.

Some hacking forums were initially opposed to allowing ransomware services to advertise on their 

platforms, both given the malicious nature of the activity and the potential for such advertisements to 

make the forums themselves into targets.25 The amount of money that the operations could generate 

soon changed administrators’ minds, however.26 The profitability of a successful ransomware attack is 

much higher than traditional credit card hacking, which also involves layers of intermediaries.

This form of cybercrime is also largely immune to geopolitical fallout. ‘There is no reason to think that 

the ransomware wave will decelerate, as the ransomware organizations are already sanctioned and 

have not even flinched,’ one security researcher noted.27 ‘After a temporary lull, the war [in Ukraine] 

has not slowed down the campaigns. Many of the organizations now have top-down hierarchies, 

C-suites and office space.’ 

St Thomas’ hospital in London was among the many National Health Service hospitals affected by a 
ransomware attack in 2024 reportedly carried out by Russian cybercriminals. © Vuk Valcic/SOPA Images/
LightRocket via Getty Images
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Exploiting geopolitical ‘grey zones’ 
Web hosting providers catering to the underground have meanwhile exploited unresolved territorial 

disputes that dot the region. One such example is Transnistria, a narrow region of Eastern Moldova 

that borders Ukraine and has been occupied by Russian peacekeeping troops since 1992, following 

disputes over whether the region would remain aligned with Moldova as the USSR collapsed. It is not 

recognized as an independent state by any country. 

Transnistria has relied on its disputed legal status to develop a reputation as a haven for smuggling 

and other illicit behaviour, including cyber activities out of reach of international law enforcement. 

Cybercriminals have long taken advantage of its status to use data centres that host malicious activity.28 

The infrastructure controlled by these services has also been used by pro-Russian hacktivists to 

perform massive DDoS attacks against various targets since Russia’s invasion of Ukraine.29

The expansion of conflict zones in the post-Soviet space has only cemented a sense of security 

among criminal elements that they are shielded from international oversight when operating in these 

regions. Russia relied on organized criminal groups to establish control over Crimea after it annexed 

this territory in 2014. Crimea and the Russia-occupied Ukrainian regions of Donetsk and Luhansk 

quickly established themselves as ‘grey zones’ similar to Transnistria, as cybercriminal elements used 

the regions’ unrecognized international status to allow cybercrime to flourish. 

Multiple data centres located in Luhansk are now being used for traffic direction systems, which are 

pushing generic pharma medicine and adult dating spam, while another data centre sold control of 

internet protocol (IP) addresses to a shell company in the Seychelles. One data centre moved their IP 

address space over the course of April 2024 from a location in Luhansk to a company in Venezuela.30 

Illicit hosting providers do not always rely on shell companies in traditional offshore centres used by 

post-Soviet states, such as Cyprus, but resort to other offshore jurisdictions, such as Panama, the 

United Arab Emirates and even the City of London. Some hosting providers even advertise that they 

keep their servers in underground Soviet-era bunkers as an additional security measure. 

While based in Russian-speaking regions, the hosting providers will also often rent IP address space 

from larger international IT service companies in Western jurisdictions that are less likely to initially 

arouse suspicion. This also allows these services to offer as many geolocation options as possible.31 As 

more organizations have implemented blacklists and actively sought intelligence on hosting services, 

operators have adopted new technologies, including fast-flux hosting, which involves using bots 

with different IP addresses to handle requests, making IP-based blacklisting and law enforcement 

takedowns much more difficult.32

In 2019, Ukrainian security services arrested a hacker in Odesa, Mikhail Rytikov, who was accused of 

involvement in a variety of different cybercriminal activities, including a breach of Nasdaq that caused 

an estimated US$300 million in damage, the propagation of the Zeus botnet (see the box below) 

and running a leading hosting provider that catered to the underground. Ukrainian law enforcement 

claimed that Russian security services used services provided by Rytikov to perform cyberattacks 

against Ukraine itself and that the provider hosted up to 40% of the Russian-language darknet.33 

Rytikov had a long history of involvement in cybercriminal activity, from carding to botnet propagation, 

and was named in an indictment by the US Department of Justice in 2013 for data breach schemes 

that stole data for over 160 million credit cards.34 On underground forums, he advertised that his 



Hosting providers advertise servers kept 
in bunkers for added security (above) or 
in the breakaway regions of Transnistria 
and Abkhazia (left), out of easy reach of 
law enforcement. 
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servers were located in Lebanon and other sites in the Middle East.35 Rytikov maintained much of 

the data centre hidden in a basement that contained nearly 150 servers, complete with its own 

electricity generator. The prosecution of his case by multiple US Attorneys’ Offices is still ongoing 

as of writing, and Rytikov has challenged the accusations in court, claiming that he was merely 

reselling hosting infrastructure.36

Subsequent research indicates that the shell company registered in the Seychelles, which security 

researchers allege Rytikov had been using to run his hosting service, is again operational, and 

one of the main data centres that it shares traffic with is located in Luhansk in Russian-occupied 

eastern Ukraine.37 The company remains operational as a host for malicious infrastructure, including 

a penetration testing tool originally developed for defensive teams but that cybercriminals have 

increasingly appropriated for their own campaigns.38

How cybercrime permeates the post-Soviet 
sphere

Cybercrime in Russian-speaking countries has always had a strong transnational element, 
relying on the deep ties that continue to connect labour and monetary flows across the 

post-Soviet space, along with the ability to move money and digital infrastructure across bor-
ders easily. Details that emerged in the wake of several takedowns of criminal operations 
shed light on how cybercrime networks co-operate on a pan-Eurasian basis. Botnets such as 
GozNym, Kelihos, Zeus and others began to proliferate in the late 2000s and spread rapidly 
in the 2010s, infecting computers around the world with malware that often sought to steal 
banking information. These botnets were often administered by cybercriminal organizations 

that were spread across multiple former Soviet republics.� ■ 
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Hackers and the Russian state
The relationship between the hacking underground and the Russian and Ukrainian states has often 

been shrouded in layers of plausible deniability, but multiple incidents highlight the symbiotic and 

growing nature of the relationship. 

The golden rule of much of the region’s cybercriminal community has long been to avoid targeting 

Russia or other CIS countries, to avoid drawing the ire of the security services, which otherwise 

ignore some of the activity. This is made explicit in the rules of use listed on Russian-language 

cybercriminal forums, as well as on advertisements selling malware. Some malware is even designed 

to detect keyboard settings and stop the execution if it detects settings with Russian or other CIS 

languages installed.

However, even Russian cybercriminals occasionally break the golden rule and target their own country, 

treating the Russian Federation as a laboratory for the development of new malware and schemes that 

are then used globally. Lurk malware, which was developed between 2011 and 2016 and targeted tens 

of thousands of Russian devices, was one of the first malware campaigns to use fileless infection to 

target host devices: web banners were placed in strategic locations on websites frequented by financial 

services employees,39 and a vulnerability was exploited in the banner system to deploy malware onto 

devices at banks. Russian law enforcement eventually arrested the group, but not before they stole 

3 billion rubles (US$32 million). This file-less technique was quickly adopted by other groups running 

botnets.40

As cybercrime became more sophisticated, Russia’s security services began to take notice, shifting from 

occasional passive collection of income for protection rackets to apparent collaboration to achieve 

state goals.41 Russian security services initially depended on Western intelligence on cybercriminal 

activity in the early 2000s, but began to seek collaboration with the underground around the time 

of the Russo-Georgian War in 2008, according to several experts interviewed.42 

In 2020, the US charged six current and former members of Russia’s military intelligence agency with allegedly 
carrying out some of the world’s most destructive hacking attacks. © Andrew Harnik/AP Photo/Bloomberg via 
Getty Images
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The Russian state also uses hackers it prosecutes to do its bidding in exchange for reduced sentencing, 

according to hackers interviewed by Russian journalist Daniil Turovskii.43 This practice is confirmed by 

other cases: Dmitry Dokuchaev, an FSB information security specialist arrested in Russia and charged 

with treason in the aftermath of the 2016 US presidential election hacks, was a self-confessed former 

offensive hacker who specialized in breaching networks and who edited a section of the Russian-

language Hacker journal dedicated to offensive network activity. He was arrested by the Russian 

security services in the 2000s and shifted to active cooperation, eventually joining the ranks of the 

FSB.44 Russia sentenced Dokuchaev to six years in a maximum-security prison for committing treason 

on behalf of the US in April 2019 in a trial performed with high levels of secrecy, but he was released 

before the end of his sentence, in May 2021, for unspecified reasons.45 

Further relationships between the underground and the state are evidenced by the reuse of malware 

code sold on the underground by state-sponsored groups. Blackenergy is a piece of malware that was 

originally marketed on the cybercriminal underground in the late 2000s, before its source code was 

leaked. The malware underwent subsequent modifications, developing from a regular banking fraud 

tool to sophisticated software attacks against industrial control systems. A heavily modified version 

was then deployed by a Russian state-sponsored hacking group to target Ukraine’s power-grid in 

December 2015, leading to massive power outages.46 

Russian security services also appear to have begun to explore the use of criminal botnets for espio-

nage in the early 2010s. Investigations of the GameOver Zeus botnet, discussed below, found it was 

probably used for such ends when search commands were found regarding Georgia’s and Ukraine’s 

intelligence services, counter-intelligence operations, and Russian mercenaries and militia camps in 

Syria, according to a 2015 presentation at the BlackHat hacking conference.47

The Russian state also relies on the cybercriminal underground to gain unauthorized access to data: 

two FSB officers were charged by US prosecutors in 2017 with allegedly facilitating and paying 

cybercriminals to gain access to millions of accounts from Yahoo’s user database to enable a spam 

campaign, and hack into dozens of email accounts. The cybercriminals were identified as Karim Baratov, 

a Canadian and Kazakhstani national, and Alexsey Belan, a Russian national.48 Baratov was later 

sentenced by a US court to five years in prison.49 Belan remains at large at the time of writing.

The recent arrest of Mikhail Matveev, a ransomware actor, in December 2024 by Russian authorities 

may be an indication that they are becoming less tolerant of ransomware actors or, at the very least, 

less tolerant of hackers who are too hungry for publicity: Mikhail Matveev, known as Wazawaka, had 

given public interviews, including with cybersecurity publications,50 even after he was indicted by the 

US Department of Justice in May 2023.51 Matveev had his cryptocurrency assets confiscated and is 

currently awaiting trial.52

US sanctions Evil Corp
The extensive relationships between the Russian state and the cybercriminal underground are 

most clearly evidenced by investigations into a group known as Evil Corp, which culminated in the 

US Department of the Treasury imposing sanctions against this organization in December 2019.53 

This cybercriminal group had deployed Dridex malware, a strand of financial malware that resulted in 

US$100 million in financial losses, while performing espionage against NATO targets and turning over 

data to the FSB.54 Evil Corp targeted several organizations across sectors, including over 300 banks 

around the globe with banking trojans. One member of the group, Aleksandr Ryzhenkov, allegedly 
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deployed Bitpaymer, a ransomware variant, against US organizations since 2017, according to an 

indictment from October 2024 by the US Department of Justice.55

The US Department of Justice also announced in December 2019 the unsealing of criminal charges 

in Pennsylvania and Nebraska against the leader of Evil Corp, Maksim V Yakubets, for his role in 

deploying the Zeus botnet, and accused him of involvement in financial crime stretching back to at 

least 2009.56 The Department of the Treasury claimed that Yakubets ‘provides direct assistance to the 

Russian government’s malicious cyber efforts’, and was in the process of obtaining clearance to access 

classified FSB information at the time of the charges. Yakubets’ relationship with the Russian security 

state was not purely financial either: his father-in-law is an FSB special forces veteran who runs a 

private security company.57 Yakubets’ own father, Viktor Yakubets, was allegedly involved in acquiring 

the equipment for the group, according to a public report from the US Department of the Treasury.58

Despite the increased apparent collaboration, the Kremlin still seeks to maintain some level of plausible 

deniability in terms of its relationships with the criminal underworld. The Conti ransomware group 

initially voiced support for Russia’s invasion of Ukraine,59 but withdrew the endorsement only two 

days later. An expert on state-sponsored hacking noted that this was likely due to Russian security 

services making it clear to ransomware groups that they should be more discreet.60
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THE RUSSIA–UKRAINE 
CYBERWAR

While collaboration between the Russian state and the cybercriminal underground 

continues, to a greater or lesser degree, the Russia-Ukraine war has led to a split between 

some cybercriminal groups and communities which had previously collaborated across 

borders. Higher-profile cybercriminal forums often steer clear of conversations about politics to avoid 

attracting attention from security services, but in other areas of the Russian-language underground, 

discussions quickly turned virulent in the aftermath of Russia’s invasion. ‘Flame wars’, or discussions 

where users insult one another, erupted on lower-tier and entry-level Russian-language forums between 

supporters and opponents of the invasion, with supporters in some cases labelling their counterparts 

‘Khokholy’, an ethnic slur for Ukrainians, and claiming that they had been brainwashed by American 

psychological operations.61

The most dramatic result of the end of collaboration between the two countries’ cybercriminal 

communities was a leak of chat logs from Conti’s private server. One theory behind the leak is that 

the Ukrainian members of the group were so angry with the invasion that they released the logs to 

damage their Russian counterparts’ operations.62 Another likely long-term result of the war is a decline 

in trust between Russian and Ukrainian hackers, who will no longer be willing to share infrastructure, 

a seasoned researcher of cybercriminal activity noted. Russian cybercriminals already no longer trust 

Ukrainians enough to collaborate, as they fear incriminating data will be stolen or leaked.63

One cybercriminal, speaking on condition of anonymity, noted that they no longer feel comfortable 

using any service or infrastructure that is under Ukrainian control.64 Paradoxically, another noted 

that they avoid any conversation about politics or the war, saying that the less they know about 

their fellow cybercriminals, the better.65 Another factor that is likely to have contributed to the split 

is the war’s termination of economic relationships between IT companies that had previously held 

cross-border contracts.66

Previous research conducted by the GI-TOC found that Russian and Ukrainian smuggling networks 

were continuing to collaborate despite the conflict, as wartime expanded the opportunities for illicit 

traffic.67 The decline in law enforcement resources stemming from the war and economic contraction 

also undermines the ability of local officials to confront the problem. Examinations of communications 

between cybercriminals do not reveal much in the way of explicit prohibitions on collaboration with 

other members of the underground based on their nationality. Most cybercriminals’ primary concern 

is earning money, and many actively avoid mentioning their country of origin to prevent their location 
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A call centre in Dnipro seeks Ukrainian recruits 
fluent in Russian. Dnipro is considered the heart 
of these scam operations targeting Russians. 
Photo: Screenshot from Telelegram 

from being determined by researchers or law enforcement. However, overall, there is a marked decline 

in collaboration between Russian and Ukrainian cybercriminals due to the conflict. Time will tell 

whether this leads to a permanent split, particularly given that Ukrainian cybercriminals are now 

increasingly targeting their eastern neighbour. 

Ukrainian cybercrime targets Russia
In 2023, Russia experienced a wave of arson attacks against military recruitment and registration 

offices: in a five-day period between the end of July and the beginning of August 2023, 28 attempts 

were made to target Russian military barracks with arson attacks, according to independent media 

reports.68 These attempted attacks were all linked by a few threads of evidence: the perpetrators were 

all middle-aged women or pensioners who had been targeted through call centre fraud – a remarkable 

deception to be revisited later in this section.69 

Cooperation between Ukrainian and Russian law enforcement, once a regular occurrence, effectively 

disappeared after the annexation of Crimea and occupation of Donetsk and Luhansk in the 2010s, 

allowing this type of cybercrime to flourish. Illicit call centres targeting victims with all manner of fraud, 

from cryptocurrency investment schemes to fake tax preparation centres, have exploded in recent 

years, including in Russian-speaking countries.70 The countless databases of personally identifiable 

information that have been breached and resold on the cybercriminal underground provide a steady 

supply of new victims. 

Call centres that target Russians rely on Ukrainians who can speak and write fluent, accent-less 

Russian. The following screenshot is a recruitment advertisement circulated on Telegram for a role 

in the eastern Ukrainian city of Dnipro. It calls for anyone below the age of 35 who ‘despises the 

Russian scum’ to ‘help their country undermine the aggressor’s economy’. The advertisement states 

that operators can earn over US$1 000 a month while working from a well-furnished office in a 

picturesque location.

Dnipro is widely considered to be the capital 

of these call centres. To maintain operations, 

some of the centres also regularly pay bribes to 

local police. The centres also maintain ties with 

traditional organized criminal structures, and 

in some cases use physical punishment against 

employees or against journalists attempting 

to investigate their operations.71 Estimates 

for 2023 provided by testimony to Ukraine’s 

parliament put the number of domestic call 

centres in operation at approximately 2 000, 

while the local Dnipro press estimates that 

120 000 people were employed in such centres 

as of June 2024.72 
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Territory changing hands due to shifting front lines has also provided glimpses into the scale of the cyber-

crime. When Russian forces began to occupy the Ukrainian city of Berdyansk in 2022, they announced 

the discovery of a large call centre, located in the city centre, right next to the regional office of the 

Ukrainian federal security services. This call centre purportedly possessed a database with the personally 

identifiable information of 20 million Russian citizens.73

It is unclear what the success rate of such operations is, but the profitability of successful calls more 

than compensates for the costs of running the operation: the aforementioned call centre was reportedly 

generating US$2–3 million in profit every six months.74 

Typical scams include employees posing as a relative or someone close to the victim and claiming that 

they are in a dire financial situation. In some cases, scam callers claim to be Russian soldiers on the front 

who have been injured and are in urgent need of assistance. In other cases, the callers claim to be repre-

sentatives of the security section of a financial institution used by the victim. The call centre scammers 

convert cash from victims’ bank accounts into cryptocurrency to transfer to the end point in Ukraine.75 

One of the fraudsters’ most startling successes came early in the war. In August 2022, an elderly Russian 

woman set fire to a car belonging to the Deputy Chief of the Russian General Staff Directorate, be-

lieving that it was a Ukrainian espionage asset. She was first told to lend the scammers 1 million rubles 

(US$11 430), and was then gradually manipulated into more aggressive activities, culminating in the arson 

attack. Even at the time of her arrest, she had been so successfully socially engineered that she was 

convinced that she was being apprehended by pro-Ukrainian criminals, not law enforcement.76 

The scale of the activity led deputies in the Russian Duma to petition the Russian defence ministry in 

August 2023 to begin considering these call centres ‘military objects’, allowing them to be targeted by 

Russian attacks.77

An independent estimate by Sberbank, a leading Russian financial institution, calculated that 90% of call 

centre scams targeting Russians originate from Ukraine.78 Sberbank also estimates that approximately 

3 000 such call centres exist in Ukraine, generating US$1.5–2 billion in revenue yearly. The large number 

of different cash-out services available on the underground will take a 15–20% commission, and complete 

the transaction by transferring funds from Russia to accounts under Ukrainian control, often using Russian 

bank accounts for intermediary transfers.79

It is likely that the Russian state’s lax attitude toward the sale of data on the cybercriminal underground 

contributed to the call centre epidemic. Despite the general prohibition on targeting Russia or other 

nations belonging to the CIS, many users on cybercriminal forums also sometimes sell access to Russian 

government databases derived from both civilian agencies and those controlled by law enforcement 

agencies. It is not always clear whether this stems from hacking or from collaboration between a few 

compromised officials and members of the cybercriminal underground. 

In April 2023, Russia’s Ministry of Internal Affairs told the press that it was conducting wide-reaching 

investigations of officials who are suspected of having sold to Ukrainian actors personal data belonging 

to security, law enforcement and judicial officials.80 

It is not clear how many of these officials were targeted by call centres or hacking attacks on the basis of 

this data. However, Ukraine has publicly released personally identifiable information that it claims belongs 

to FSB officers.81 Later in 2023, Russia’s Ministry of Internal Affairs announced that it was laying off 5 000 

officials in a restructuring to better enable the police to combat new law enforcement concerns, the most 

important being computer crimes.82
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The scale of Ukrainian cybercrime has provided 

Moscow with additional justification to bolster 

its internal communications surveillance sys-

tems, under the auspices of detecting fraudulent 

phone calls. Rostelekom, the leading telecom 

provider in Russia, began to block IP addresses 

controlled by Russian hosting providers that offer 

digital anonymization services.83 Roskomnadzor, 

the Russian Communications Monitoring and 

Censorship Directorate, received 1.54 billion rubles 

(US$17.6 million) to create a national monitoring 

system in 2022, but the system does not appear to 

have had much of an effect, given the continuing 

volume of scam calls emanating from Ukraine.84 

Russia is moving to integrate the occupied 

regions of Ukraine into the coverage of Russian 

telecommunications providers and surveillance 

systems, namely SORM, a move that Russia claims 

is required to protect residents from call centre 

scams. The effect of this on the cybercriminal 

underground is not yet clear.85

The proliferation of these call centres and their broader criminal networks has not gone unnoticed 

by Ukrainian policymakers, however. In some cases, Ukrainian politicians have even been accused of 

involvement in these operations. The most prominent example of this is Nikola Tishchenko, a member 

of Ukraine’s parliament, who fell under suspicion when audio clips featuring what appears to be his 

voice were shared on Telegram and with the Ukrainian press. In the audio clips, he claims to be able 

to protect call centre operations from legal authorities in exchange for monthly bribes.86 He was 

placed under house arrest in the summer of 2024, where he remains as of writing while his business 

activities are investigated.87 Tishchenko claims that he has actually been working to shut down such 

call centres and has avoided appearing in court as of writing, claiming to have health difficulties.88

The Verkhovna Rada, Ukraine’s parliament, established a special commission to investigate the phe-

nomenon and in July 2023 threatened to remove regional police management in Dnepropetrovsk if 

they continued to fail to address the issue.89 Parliament pursued the investigation and in May 2024 

passed legislation that created criminal penalties for such activity. However, it remains to be seen 

whether these laws will have an effect on the ground.90 The call centres have continued to advertise on 

social media platforms such as TikTok and recruit new members, despite the new Ukrainian legislation.91

Russia’s cyber front
One of the characteristics of military conflicts in the internet era is the increasing activity of ‘hacktivist’ 

groups that claim allegiance to one side in a conflict and perform cyberattacks against the digital 

infrastructure of the opposing armed forces and their allies. The relationships between such groups 

and the nation-states they support is often murky, providing degrees of plausible deniability for the 

government involved, and also potentially providing cover for more advanced nation-state activity, 

A website advertises Russian databases for sale. Countless databases 
of personally identifiable information have been breached and resold 
on the cybercriminal underground. 
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as data breached by such groups can be turned over to intelligence agencies before the hacks are 

uncovered and publicized.

Cybersecurity specialists for various governments have also been known to moonlight as cyber

criminals and hacktivists, making the delineations even more challenging. Hacktivists on both sides 

of the Russo-Ukrainian conflict recruit, organize, and claim responsibility for actions on messaging 

platforms such as Telegram and disclose their activity to the broader press. 

Killnet is one of the most prominent hacktivist groups associated with Moscow. It formed shortly after 

Russia’s full-scale invasion of Ukraine, and claimed to have approximately 4 500 members by April 2022.92 

It is difficult to determine the true relationships between Killnet and the Russian state or ransomware 

community, as the group has not shown high sophistication in its attacks. It has collaborated with other 

pro-Russian groups, such as UserSec, to perform DDoS attacks. The group currently has over 100 000 

followers on Telegram. Much of its activity has involved nuisance-level DDoS attacks, marked by empty 

threats and claims that cannot be verified. Killnet has also collaborated with other online hacktivist 

groups, such as Anonymous Sudan, but the relationships are likely to be more of convenience than 

long-term ideological affinity.93 

The Cyber Army of Russia is another group that has been active since the beginning of the war. It 

performs cyberattacks and hacks in support of Russian interests. Industry research published in April 

2024 was able to connect the group to Sandworm, a hacking group that has been linked by security 

researchers and the US government to the Russian state, along with other online hacking personas, 

including Solntsepek and Xaknet.94 The group is more sophisticated, and is suspected of hacking on 

behalf of Russian military intelligence and assisting in the targeting of Ukrainian military locations. 

The group may also be actively seeking collaborators inside Ukraine, where law enforcement claims to 

have arrested an IT specialist from eastern Ukraine who the group allegedly recruited over Telegram.95 

Not surprisingly, following the much-publicized split between Conti ransomware group members at 

the beginning of the war, security researchers suspect that some of the Conti hackers in Russia are 

heavily involved in campaigns targeting Ukraine. Such actors specialize in gaining initial access to target 

At a press conference in March 2022, US corporations were warned to strengthen their defences against the 
threat of Kremlin-sponsored cyberattacks. © Leigh Vogel/UPI/Bloomberg via Getty Images
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networks, using phishing emails and in some cases impersonating Ukraine’s National Cyber Police.96 

Conti members are also likely to be behind the Akria ransomware group.97 

Pro-Russian hacktivist groups such as Cyber Army of Russia Reborn have also threatened to target US 

and allied infrastructure, and have occasionally followed through on these threats, targeting industrial 

control systems in Europe and the US. These threats have led the US Critical Infrastructure Security 

Agency and European states to issue warnings and the US Department of the Treasury to sanction 

Russian hackers identified as responsible for performing or aiding such attacks.98

Ukraine’s cyber front
Pro-Ukrainian hacktivists began to organize long before the Russian invasion, in response to some 

of the first aggressive cyberattacks against Ukraine, including the targeting of the country’s power 

grid. The Cyber Alliance was formed in 2016, targeting Russian federal and local government sites. It 

successfully breached a major Russian broadcaster, document servers from Russia’s Department of 

Defence, and the email of Russian presidential advisor Vladislav Surkov.99 Since the outbreak of the 

war, the group has continued to carry out attacks against both Russian infrastructure and ransomware 

groups believed to be operating in Russia.100 

Ukrainian hacktivists have had some success in hacking attacks that led to large breaches of personally 

identifiable information belonging to Russian citizens at the beginning of the war.101 While Russian 

organizations increased their own cyber defence capabilities in response, large breaches of Russian 

personal information continue, including a massive breach of one of the country’s largest banks, 

stealing data for 24 million citizens and 13 million legal entities.102 

Ukraine’s deputy minister of digital transformation, Mykhailo Fedorov, announced that an IT army 

was being formed shortly after the invasion to support Ukraine and that it would coordinate activities 

over Telegram.103 This move led to the creation of the IT Army of Ukraine, which has nearly 150 000 

subscribers to its Telegram channel as of writing, and most of the group’s activities consist of internet 

scanning and DDoS attacks using specialized tools. 

The group has organized DDoS attacks against a variety of targets in Russia, including ISPs, knocking 

some offline for extended periods, while it has also armed volunteers with DDoS attack tools free of 

Ukraine’s main phone operator, 
Kyivstar, denounced an act of war 
in December 2023, after a hacking 
attack led to widespread failure of 
its services. © Sergei Chuzavkov/AFP
via Getty Images
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charge.104 In January 2024, Sberbank suffered its largest-ever DDoS attack, which lasted four days, 

when the IT Army of Ukraine targeted bank infrastructure.105 

Ukrainian Blackjack is a group that the Ukrainian press has speculated is linked to Ukraine’s security 

services, in particular the National Security Service.106 It engages in more sophisticated attacks, 

including targeted espionage and destruction of data. One of the group’s most recent attacks deployed 

malware targeting industrial control systems at a Russian company; it attempted to destroy sections 

of those systems.107 

Ukrainian Blackjack is also developing a reputation for tit-for-tat retaliatory cyberattacks. When hacks 

against Ukraine’s largest telecom provider, KyivStar, caused millions of euros worth of damage by 

destroying much of the company’s core infrastructure and led to extended service interruptions for 

half of Ukraine’s population in December 2023, the group responded with an attack in April 2024 by 

the aforementioned Blackjack group, which targeted Owencloud, a cloud provider in Russia. Blackjack 

claims to have destroyed 300 terabytes of data belonging to 10 000 firms, including companies in 

Russia’s military-industrial complex.108

KibOrg is another such group that has targeted Russian companies, including Alfa Bank, Russia’s largest 

private bank, with hacks leading to a data breach containing the institution’s 40 million-strong client 

database.109 As a result of pro-Ukrainian hacking attacks, the number of data breaches in Russia has 

increased: in 2023, over 220 million telephone numbers and 142 million emails were leaked as a result 

of these breaches against Russian companies, according to Solar, a leading Russian IT security firm, 

providing yet more targets for Ukrainian hackers and call centres.110 InfoWatch, another Russian IT 

security firm, calculated that hacks against Russian organizations led to 1.12 billion accounts being 

breached in 2023, 60% more than in 2022.111

The war in Ukraine has vastly increased the number of individual targets for such hackers, as the 

lines between civilian and state have blurred. Any individual in Russia viewed as supportive of the 

invasion has now become a target for attacks by hacktivists, while Ukrainians are relentlessly targeted 

by Russian state-sponsored hacking groups.

Hacktivists had already been targeting the opposing side before the outbreak of the conflict. In 2016, 

Vladislav Surkov, Putin’s special advisor, had his emails hacked and leaked by the Ukrainian outfit 

CyberHunta.112 Kiber Soprotivlenie (Cyber Resistance) specializes in such attacks and has achieved 

various high-profile successes, including an email hack against Alexander Babakov, the deputy chair-

man of the Duma. Babakov is heavily involved in steering Russia’s influence efforts in Africa and the 

Middle East. The hacked emails detailed the Kremlin’s evaluation of Iran’s experience with sanctions 

as precursor to tailoring Russia’s own response to economic isolation, including how to offset the loss 

of traditional import sources.113 

The same group breached an email account belonging to Semyon Bagdasarov, a high-ranking Duma 

member who has significant influence on foreign relations with Central Asia and the Middle East. 

Seven gigabytes worth of emails were leaked and published. These emails further detailed efforts 

by Russia to emulate Iran’s sanctions avoidance policies and help Tehran further develop its energy 

export capabilities.114

Successful targeting of individuals continues, despite heightened security awareness within Russian 

government circles. Aleksei Zaklyazminsky, a personal advisor to former Russian president and current 

National Security Council Deputy Chairman Dmitry Medvedev, had his emails hacked in early 2024. 
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Initially, the data was transferred to Ukraine’s intelligence services, before the hack was announced 

publicly months later.115

Russian hackers have performed their fair share of targeted intrusions against individuals, with one 

hacking group associated with Russian intelligence attempting to access hundreds of email accounts 

owned by various members of Ukraine’s political leadership.116 The most active Russian espionage 

group targeting Ukraine is tracked by the security community as Gamaredon, which continues to 

target a large volume military and political entities in Ukraine, as of writing.117

Ukrainian hacktivists have also taken to targeting ransomware outfits operating out of Russia. The 

Ukrainian Cyber Alliance successfully breached infrastructure belonging to Trigona ransomware in 

October 2023, leaking this group’s internal documentation as well as data that it was holding ransom 

from victims around the world.118

As previously noted, the hacktivist groups maintain a reputation for exaggerating their own capabilities 

and making empty threats, so claims from these groups should always be taken with a pinch of salt 

until evidence is provided of their successful attacks. While there is good reason to suspect that 

these groups maintain ties to nation-states and overlap with government cyber specialists, there are 

also plenty of citizens who are interested in unilaterally aiding their country’s war efforts. Some have 

therefore gained experience in cyber operations, especially since hacktivist groups openly share the 

tools that they use over the internet to increase their own attack power. 

Wiper malware and the future of warfare 
On the eve of Russia’s invasion, Ukrainian infrastructure began to be targeted with a new strain of 

malware known as WhisperGate, which was designed to appear to be a ransomware variant. The 

attacks followed a standard ransomware model, with the victims’ data appearing to be encrypted and 

a ransomware note displayed. Recovery teams soon discovered that the data itself was not encrypted, 

but destroyed by wiping the device’s master boot record, making the files unrecoverable.119

The malware targeted IT contractors for the Ukrainian government, government agencies and nonprof-

its. The US Department of Justice indicted Amin Stigal, a 22-year-old Russian citizen, for his alleged 

role in the WhisperGate attacks in June 2024, accusing him of conspiring with Russia’s main intelligence 

In 2017, computer networks across 
Ukraine were infected with the Petya 
virus, which demanded ransom 
payment in cryptocurrency. © Vincent 
Mundy/Bloomberg via Getty Images
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directorate (GRU) to target Ukrainian and NATO computer networks and offering a US$10 million  

reward for information on his location and activities.120 Microsoft researchers were able to link the 

attacks to Russian military intelligence, noting that the attacks had relatively modest impact and low 

success rate, only affecting dozens of computer systems. The destructive attacks would serve as a 

foretaste of what Ukraine would experience in the coming months, however.121 

Wiper malware packs the destructive punch of ransomware but does not wait for the victim to make 

a ransom payment, simply destroying any data it encounters as it spreads across networks. This 

particularly virulent strain of malware was rapidly deployed by both sides early in the conflict, with 

devastating results for both civilian and military infrastructure.

The Russo-Ukrainian war is not the first environment in which wiper malware has been deployed. 

Stuxnet, malware deployed by the US and Israel to target industrial control systems powering Iran’s 

nuclear facilities, was first identified in 2010 and represents the most prominent early example of 

such technology being deployed.122 Iran deployed Shamoon, another form of wiper malware, against 

Saudi Arabian oil facilities in 2012, destroying tens of thousands of hard drives before the incident 

could be contained. Wiper malware was also used in the NotPetya attacks, launched by a Russian 

state-sponsored actor in 2017 against a vast number of organizations in Ukraine before rapidly 

spreading around the world, and causing an estimated US$10 billion in damage.123

One of the most devastating initial wiper attacks was Russia’s deployment of AcidRain, a data- 

destroying code that targeted Viasat satellite modems; it was used in March 2022 against the Ukrainian 

military to disrupt communications on the battlefield.124 The attack put broad swathes of Ukraine’s 

military communications offline. As was the case with Stuxnet, the malware spread out of the targeted 

country, eventually disrupting satellite communications in Germany.125

Ukraine eventually experienced a record for the number of wiper attacks in 2022, according to the 

cybersecurity firm ESET, which investigated several of the attacks, with one Russian state-sponsored 

hacking group alone carrying out 30 such cyberattacks in the first year of the war.126 The wiper 

malware launched by Russian hackers has used a variety of different techniques to destroy data, from 

targeting database systems to overwriting files en masse with junk data. Research by one leading 

cybersecurity technology company found that wiper attacks increased by 54% in the 12 months 

following the start of the invasion.127

An AcidRain variant has been used again to target Ukrainian service providers, but Ukraine’s govern-

ment has stated that the effectiveness of cyberattacks targeting infrastructure declined significantly 

in 2023, a sign that the war is prompting long-term improvements in cyber defences.128 Ukraine has 

also deployed its own wiper malware strains in cyberattacks, such as the aforementioned attacks by 

the Blackjack group in 2023 and 2024 that destroyed valuable data belonging to Russia’s military 

industrial complex. 

Crypto fuels sanctions evasion  
American Express, Mastercard and Visa announced in early March 2022 that they were exiting the 

Russian market, shortly after the invasion of Ukraine. This and the substantial deepening of sanctions 

against Russia led to an increase in cryptocurrency transactions that year, building on regional and 

global growth in these highly unregulated markets over the previous decade. 
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Estimates by Russia’s central bank in a report shared with the press calculated 

that Russians performed 4.78 trillion rubles (US$52 billion) worth of trans-

actions with cryptocurrencies in 2023. It also noted strong participation by 

the country’s citizens in the cryptocurrency ecosystem, particularly through 

peer-to-peer and drop networks.129 

Another study published in 2023 by a blockchain intelligence firm found 

that transactions on Russian-language cybercriminal sites accounted for  

US$1.5 billion worth of cryptocurrency transactions identified over the 

previous year, 80% of all transactions on darknet forums and marketplac-

es.130 The US and Great Britain announced in March 2024 that they were 

investigating US$20 billion worth of sanctions violations in the form of 

cryptocurrency transactions performed on the cryptocurrency exchange 

Garantex using Tether, a stablecoin that is pegged to the US dollar. Garantex 

is a Moscow-based exchange that was first sanctioned in 2022.131

Despite the increased sanctions and surveillance, a large number of options remain in the region for 

cashing out illicit funds into cryptocurrency or using blockchains to shift money abroad. Telegram 

and online cryptocurrency exchanges allow a user to schedule a transfer from a bank account into 

cryptocurrency, or convert cryptocurrency into cash in multiple currencies that is instantly delivered 

by a courier service. Some exchanges on Telegram have performed over US$100 million worth of 

cryptocurrency transactions, according to a blockchain intelligence expert.132

Crypto: a money laundering dream 

Cryptocurrencies have revolutionized cybercrime, 
both in terms of multiplying the avenues for mak-

ing payments for illicit activity and with regard to launder-
ing the proceeds of cybercrime. The anonymous nature of 
cryptocurrencies and easy accessibility of laundering ser-
vices makes cashing out of hacked accounts simpler than 
other payment systems.

‘Mixing’ and ‘tumbling’ services are designed to make it 
even more difficult to trace the original source of a crypto
currency transaction by moving the funds through a series 
of intermediary accounts, across various unregulated 
exchanges and between different cryptocurrencies. This 
frustrates attempts to track the source of transactions. 
These service providers charge a small commission for the 
operations. 

The ease with which users can obfuscate ownership within 
the cryptocurrency realm has also lent itself to illicit min-
ing efforts, and Russian-speaking cybercriminals have 
long pioneered the development of malware that can 
be deployed to steal computing power and mine crypto- 
currency on compromised networks. Multiple botnets 
propagated over the past decade, such as Clipminer, are 
designed to gain initial access to a victim’s infrastructure 
and then install cryptocurrency mining tools, generating 
revenue for the attackers.133 

Cryptocurrency wallets have also become a prime tar-
get for cybercriminals. Malware is designed to steal users’ 
wallet credentials, or to replace an intended recipient’s 
address with that of an attacker during a cryptocurrency 

transaction.134� ■

A cryptocurrency exchange on Telegram. 
Photo: Screenshot from Telegram
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The war has also expanded the use of cryptocurrencies in Ukraine. Ukrainians who fled abroad have 

used cryptocurrencies to send money back to families who stayed behind after the invasion. Russia is 

also pioneering the development of blockchain technologies that can be used to perform international 

trade in the absence of access to international financial systems, such as the SWIFT inter-bank 

network, and amid efforts by hostile powers to seize the Kremlin’s foreign currency reserves.135

Disputed zones such as Abkhazia and Transnistria have historically been pioneers in the legalization 

of crypto mining operations. Mining operations in Russia itself were estimated to earn around 11% of 

the US$1.5 billion generated every month by crypto mining around the world, according to the IMF.136

One blockchain intelligence expert noted that cryptocurrencies are now being widely used by indi-

viduals in President Putin’s inner circle both to avoid sanctions, notably to facilitate arms imports, and 

for their own personal benefit, as their traditional methods for moving money offshore have been 

restricted by the sanctions.137 Given the continued proliferation of sanctions targeting Russia’s war 

efforts, it is very likely that the conflict will continue to expand the use of cryptocurrency in the broader 

region, driven by sanctioned governments, corrupt officials, ordinary citizens and cybercriminals alike.

Revival of Cold War-era corporate espionage?
In 1996, a series of hacks known as Moonlight Maze targeted a variety of US federal agencies’ web-

sites, exfiltrating confidential data related to submarine designs and other military technology. Twenty 

years later, researchers were able to piece together the original targeting in what they determined was 

the first case of state-on-state cyber espionage.138 In the three decades since the original Moonlight 

Maze campaign, most of Russia’s hacking efforts have been directed at nation-state objectives, not 

commercial industrial espionage. 

In the aftermath of Russia’s invasion of Ukraine, however, Putin has described continued dependence 

on Western technology as both ‘humiliating’ and ‘dangerous’. He has called for full ‘technological 

sovereignty’ to be achieved in Russia, a goal that will be very difficult to achieve without industrial 

espionage, given the state of Russian industry on the eve of the war.139 

Russia initially began to adopt import substitution policies in 2014 as the US and EU shifted to targeted 

sanctions in response to the annexation of Crimea and the support of militants in eastern Ukraine. 

However, this drive has achieved mixed results.140 Over the past two years the Kremlin has unveiled 

a variety of strategies to promote the construction of advanced equipment needed for commodities 

extraction, electronics and microprocessors, as well as other manufacturing activity necessary for 

reducing reliance on the US, Europe and Japan.141 Previous attempts undertaken under President 

Medvedev to develop an ecosystem for advanced technology along traditional lines, such as the 

Skolkovo Innovation Centre, were hobbled by corruption and inefficiencies.142 

President Putin gave a speech in June 2022, shortly after the invasion of Ukraine, commemorating the 

100th anniversary of the founding of the Sluzhba Vneshnei Razvedki (Foreign Intelligence Service). 

He lauded the ‘incalculable role in the development of domestic technology and science’ that Russia’s 

military intelligence played during the Cold War, and also commemorated ‘those who even today 

are performing unique operations, which are leading to the transfer of valuable information to the 

central government’.143 This speech was interpreted by leading Russian media publications as the 

Kremlin giving a ‘green light’ to Russian hackers to increase their industrial espionage activities against 

Western companies.144 



27

If relationships between Russia’s cybercriminal underground and Russian security services have often 

been characterized by convenience and occasionally overlapping goals, the new realities of war and 

sanctions are very likely to lead to closer collaboration, according to interviews with experts on Russian 

state-sponsored hacking, as disclosed by a threat intelligence expert.145 Ransomware groups have not 

generally appeared to pay much attention to the intellectual property that they have stolen before 

leaking the data on their websites, but the need for stolen technology to bolster the economies of 

Russia and its allies could very easily henceforth lead to such data being turned over to the Kremlin’s 

security services before being put up for ransom.

Most Russian espionage since the outbreak of the war has so far remained focused on achieving 

short-term military objectives in Ukraine. There is no reason to believe that this will continue to be the 

case, however, according to an expert on nation-state hacking, speaking on condition of anonymity. 

‘All gloves are off’ in terms of hacking targeting the West, this source noted. 

The Kremlin is also cognizant of its increasing dependence on China since the outbreak of the war 

for many goods and technologies, and it does not want to become a vassal state with no industries 

beyond commodities exports. This compounds the need to develop its own industrial base.146 

In the two years since the invasion, there are signs of increasingly brazen espionage against Western 

tech companies, including hacks of Microsoft’s senior leadership in 2023 and Hewlett Packard by a 

Russian state-sponsored group known as Midnight Blizzard.147 The Soviet Union devoted significant 

resources to industrial espionage in the last decades of the Cold War: many Eastern bloc diplomats 

worked as intelligence agents, mainly to facilitate technology theft, resulting in billions of dollars’ worth 

of tech transfer to the Soviet defence industry and allowing the military-industrial base to compete 

with the US as the rest of the economy stagnated.148 The Kremlin still possesses the expertise to 

perform such activity. 

All of the conditions are in place for a revival of industrial espionage, and time will tell how aggressively 

the Kremlin decides to pursue the technological sovereignty it now covets and whether the hacks 

targeting US technology companies are the beginning of a broader trend. 
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RUSSIA’S CRACKDOWN ON 
INTERNET FREEDOM 

The invasion of Ukraine has been accompanied by an unprecedented crackdown on internet 

freedom across Russia. The role of the internet in coordinating political protest came to 

the forefront during protests in 2011 and 2012 against President Putin’s decision to seek a 

third term in office. The Kremlin’s National Security Council began in 2016 to research the possibility 

of creating a domestic internet infrastructure that could function autonomously from the broader 

internet, in reaction to increasing concerns about the authorities’ lack of control over cyberspace in 

the aftermath of their annexation of Crimea.149 

Moscow’s paranoia about digital security grew as millions of Russian citizens responded to the clamp-

down on independent press in the weeks following the invasion of Ukraine by downloading VPNs 

to subvert the bans on websites imposed by the state.150 Independent digital rights organizations 

claimed that as of late 2023, eight out of 15 popular VPN services had been blacklisted and did not 

work within the Russian Federation.151 

VPN services on the Russian-language underground have responded to the latest anti-encryption 

measures, however, by quickly shifting their offerings to protocols, and maintaining servers in offshore 

jurisdictions outside Russia that offer better information privacy protection.152 Many of these services 

also claim to avoid maintaining logs of user activity to frustrate user tracking in case their infrastructure 

is seized by law enforcement. Users on hacking and information security forums and Telegram channels 

are quick to distribute new information on how to potentially subvert new bans, and recommend new 

services to each other that offer secure VPNs that are not blocked by the Russian state.

Another key technological innovation enabling greater digital sovereignty is the development of 

a domestic security certificate ecosystem. Much of the internet’s transport layer security (TLS)  

certificate-granting authority is located in the US, and these authorities exited the Russian and 

Belarusian markets in the weeks following the invasion of Ukraine.153 

The Russian state had clearly been planning for this moment, as three Russian cryptographers pub-

lished a paper through the Internet Engineering Task Force, the internet’s main technical governing 

body, within weeks of the invasion, outlining cryptographic algorithms to underpin a new set of TLS 

certificates that would function in lieu of the traditional certificate-granting authorities, using the 

same x509 infrastructure.154 Several of the cryptographers are employed by CryptoPro, a government 
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contractor that allegedly works closely with the FSB and develops cryptographic systems for the 

Russian security services.155

The Russian state instructed citizens to download the security certificate in order to execute various 

basic tasks, such as accessing online banking or municipal public services. Authorities also began 

to install the TLS certificate within leading Russian internet browsers, such as Yandex and Atom. 

Within a year and a half of the new TLS certificates, Sberbank estimated that approximately 30% of 

Russia’s population had downloaded the certificates.156 This TLS ecosystem opens up the possibility 

of eavesdropping and traffic interception, as the Russian state could, hypothetically, pressure the 

certificate issuers to snoop on user traffic and activities.157 

The idea of a domestic TLS system was first explored by Kazakhstan in the 2010s, when the govern-

ment attempted to convince citizens to download a custom TLS certificate system under the guise 

that it was needed to defend from cyberattacks.158 International technology companies prevented the 

Kazakhstani TLS certificates from being compatible with their browsers, but Russia’s TLS certificate 

system is a much better designed and sophisticated project. 

This crackdown on civilian encryption will have wide-ranging consequences for ordinary Russians 

and the cybercriminal underground. Despite the chilling effect on civil society, this level of detection 

and censorship will not have the same level of impact on the cybercriminal underground, where 

knowledge of specialized VPN configurations to subvert censorship has existed for more than a 

decade. The VPN detection could also make it easier for Russia’s security services to find less skilled 

would-be cybercriminals, however, who can potentially be pressured into pursuing the Kremlin’s 

cyber objectives. 
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CONCLUSION 

Organized crime has long thrived in stateless spaces and disputed legal territories, far from 

the prying eyes of international law enforcement. Cybercrime is not only confined to the 

digital arena, but relies on the bread and butter of traditional transnational organized 

criminal activity, such as smuggling networks, shell companies and money laundering schemes. While 

Russia and Ukraine are working to arrange a ceasefire, brokered by the US, the terms of this are far 

from certain.159 

To make matters worse, migration out of Russia in the initial aftermath of the invasion has also led 

to cybercriminal activity expanding in Russia’s near abroad. IT workers quickly banded together on 

digital platforms, such as Telegram, in the weeks following the invasion to coordinate plans to escape 

Russia.160 Türkiye has hosted its own cybercriminal underground, which, although not as sophisticated 

as post-Soviet countries, contains a hacking scene that has focused on carding as well as nationalist 

hacktivism.

Cybercriminals began to set up shop in Türkiye as workers left Russia to work remotely in the aftermath 

of the invasion, with Russian cybercriminals quickly forming relationships with local carders. In some 

cases, the cybercriminals have begun to purchase property, often in Antalya, in order to obtain Turkish 

passports. 

Turkish law enforcement has noted an increase in cybercrime, believed to stem from collaboration 

between Russian and Turkish cybercriminals, with Telegram emerging as a major method of education 

and collaboration.161 Türkiye has a history of producing influential members of the global carding 

scene, including leading members of the DarkMarket forum, which was dismantled in 2008, so there 

is significant potential for Turkish cybercrime to further develop through increased collaboration.162 

At the same time, the Kremlin has taken a number of measures to elevate IT workers to the status 

of a protected class and grant them as much state support as possible: the sector’s workforce was 

shielded from draft orders, and the development of domestic software solutions to replace Western 

technology is now a strategic priority.163 A large amount of state funding was made available in the 

form of grants, while mortgage incentives are offered to workers, and IT companies were granted a 

tax holiday through 2024.164

One expert on cyber warfare told the GI-TOC that as the Russia-Ukraine conflict increasingly degen-

erates into a war of attrition, cyberattacks remain a low-cost solution that can damage both military 

and civilian infrastructure without putting combatants in harm’s way.165 
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The amount of money generated by ransomware hit a new record in 2023, and the end of cooperation 

between Russian/Belarusian and international law enforcement stemming from frozen ties will only 

make it more difficult for perpetrators to be prosecuted. This will leave organizations in a permanent 

defensive posture. The arrest of members of the Revil ransomware gang by the FSB on the eve of 

the Ukraine invasion was interpreted by many as a signal from the Kremlin that its security services 

can turn ransomware attacks on and off at will.166 

The shift toward remote work during the coronavirus pandemic is likely to have exacerbated the prob-

lem, as it has led to an expansion of many organizations’ digital attack surfaces with more employees 

logged onto networks away from offices, and a rapid increase in ransomware attacks, particularly 

targeting VPNs and home routers. The shift towards cloud infrastructure, which can be challenging to 

monitor with traditional network technology tools, and towards the Internet of Things, will continue to 

expand the number of devices connected both to the internet and artificial intelligence, exacerbating 

internet security challenges.

The lack of extradition treaties between many post-Soviet states and the US has contributed to a 

sense of immunity among many members of the Russian-language underground, as long as they 

avoid travelling to countries that cooperate with US law enforcement. Sporadic cooperation between 

Russian and Belarusian law enforcement and their European and American counterparts has largely 

evaporated due to the unravelling of relations in recent years.

It is unlikely that cybercriminals will abstain from international travel and vacations forever, however. 

‘Sooner or later, these crooks are going to get tired of driving their Maseratis around Moscow,’ noted 

one veteran security researcher. ‘One of the main reasons a lot of them get into cybercrime is the 

access to money for ostentatious displays of wealth and international travel.’167 The penchant among 

high-profile cybercriminals to vacation in warm-water locales that maintain extradition treaties has led 
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to multiple arrests in recent years, including that of Peter Yuryevich Levashov (‘Severa’), the developer 

of the Kelihos botnet, who pleaded guilty in a US court in 2018.168

Ukrainian call centre fraud targeting Russians has been tolerated for a decade and it is doubtful that 

such activity will completely cease, despite Kyiv’s recent legislation against it, at least as long as 

the conflict persists. This in turn will provide further grounds for the Kremlin to expand electronic 

surveillance. Meanwhile, Russian cybercriminals will increasingly concentrate on ransomware attacks 

and hacktivism in support of the Kremlin, while their Ukrainian counterparts will continue to focus 

their attention on hacking in defence of their homeland and operating the countless call centres that 

relentlessly target Russian citizens.

Ukrainian law enforcement began to increase cooperation with the rest of Europe and the US in the 

lead-up to Russia’s invasion, and it now participates in regular conversations focusing on cybercrime, 

according to a senior European cybercrime investigator.169 

Ukraine could also find that turning a blind eye to the proliferation of cybercrime targeting Russians 

proves only temporarily beneficial, and stores up significant problems beyond the current desperate 

fight for national survival. Such expertise will be difficult to dismantle in peacetime, particularly given 

the growing share of call centre fraud in the global cybercriminal economy. 

The continued crackdown on civilian encryption technologies in Russia is having a chilling effect on 

civil society and will make it increasingly challenging for civilians to access the uncensored wider 

internet. The more tech-savvy cybercriminal underground will remain able to access VPNs, but could 

potentially run afoul of the Russian state’s increasing surveillance at an ISP level. It is likely that their 

activities will continue to be tolerated, however, as long as they align with the Kremlin’s strategic 

objectives and bring money into the country.

Wiper malware is also here to stay as a weapon in geopolitical conflict: it packs the punch of ransom-

ware, but doesn’t need to wait for a payment, and the effects are devastating for any organization, 

regardless of size. The war has also forced both sides to invest heavily in improving the security of as 

much public-facing internet infrastructure as possible, a formidable task as the number of exposed 

devices continues to increase daily.

Recommendations
Law enforcement must gain better visibility into blockchain activity to combat cybercrime. 

Communications from the Conti ransomware group revealed that they were seeking to develop 

their own blockchain technology.170 As previously noted, blockchains have become key avenues that 

Russia has used to avoid sanctions and move money abroad.

Nonetheless, legal authorities can continue to target the infrastructure enabling cybercrime, including 

hosting providers that cater to the cybercriminal underworld operating in jurisdictions accessible by 

international law. Closer monitoring of cryptocurrency transactions, and associated exchanges, which 

have proliferated far from Russia and Ukraine but nonetheless cater to the underground, is an essential 

step in targeting the assets of cybercriminal entities. 

Ukraine should work with allies to halt the call centre infrastructure that continues to target Russians: 

the longer such criminal networks persist, the more challenging it will be to disband them in a time of 

peace. Media reports have also noted that the call centre fraud is already targeting other countries.171 
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Experience from other conflict zones around the world demonstrates that illegal activities that are 

tolerated in wartime can prove to be very difficult to dismantle when the fighting ceases, as the illicit 

actors will often pivot into other areas of organized crime or sell their services to the highest bidders 

around the world.

Authorities should also closely monitor the development of Russia’s internet surveillance system, as it 

will provide opportunities to co-opt the country’s underground for state goals – and will most likely 

be replicated by other authoritarian states wishing to turn the tide against internet freedom. 

Finally, the international community must also prepare for an influx of skilled hackers into the cyber-

criminal underground once the conflict has ended, much as the 1990s transition to capitalism led 

many into carding and hacking. Despite efforts by international law enforcement, the underground 

continues to develop and to overcome temporary setbacks. The public and private sectors must 

prepare for the region’s cybercrime to grow ever more sophisticated, feeding into continued global 

growth of this phenomenon. 
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