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rms trafficking is a loaded term. It conjures images of containers full of AK-47s,

gangsters toting grenade launchers or fierce shootouts between rival gangs.

And there is some truth to this in many parts of the world, from shiploads of
assault rifles sent by Iran to the Houthis, Mexican cartels downing helicopters and the
street violence of the drug market in the US.

Europe is different. The use of weapons by organized criminals, terrorists and other actors
has, in comparison to some places, been relatively limited, making the rare instances even
more shocking. Charlie Hebdo and Bataclan have become the shorthand for two incidents
of extreme violence in 2015 in Paris that brought the issue of arms trafficking into sharp
focus. Guns, not bombs, had become the primary weapons of terrorists in Europe - and
criminals were supplying them.*

Of course, criminals were not only selling. Guns, though not a lucrative criminal commodity
in their own right, are necessary tools of the trade for a range of illicit activities, especially
armed robbery, extortion and drug sales. For decades, military stocks left over from the
Yugoslav Wars and looted Albanian armouries provided the majority of the serious fire-
power in Europe, including explosives, but over the years the supply has diversified. Licitly
obtained weapons have been used in several mass shootings, such as in Prague in 2023
and Erfut in Germany in 2002. Criminals in Europe were quick to spot legal loopholes
that enabled them to acquire decommissioned and gas or blank guns from Eastern Europe
and Turkey that could be converted into live-firing weapons. Low-velocity Flobert guns,
for instance, designed for recreation target practice, could be modified and brought into
lethal service.?

In this context, many have looked at the influx of weapons to Ukraine after Russia’s full-
scale invasion in February 2022 with a wary eye. The reservoir of weapons in the country
- already large, especially since the outbreak of the conflict in 2014 - was expanding, right
on the eastern borders of Europe. How long would it be before these weapons found
themselves in the hands of criminals further west? What would be the effect on organized
crime and its operations? Might the streets of Europe begin to see grenade launchers,
Javelins and a profusion of handguns and automatic rifles?
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This fear - linked as it was to Western military support for Ukraine - inevitably became
a proxy battleground of misinformation. Numerous claims of weapons diversion have
been made and amplified on social media, only to be subsequently debunked as Russian
propaganda, either at arms-length or from prominent officials.® At a UN Security Council
meeting, Russia claimed that up to 20% of military weapons to Ukraine ended up on the
grey and black markets.* Russian President Vladimir Putin himself stoked the flames, saying
‘I have no doubt that there is a leak of weapons from Ukraine [...] The black market is
developing in such a way that there are many who want to buy, and in Ukraine there are
many who want to sell.”

Both Ukraine and Ukraine’s Western partners have been aware of the political and criminal
risks of arms diversion, and have put in place strict oversight mechanisms to track the
delivery of weapons. According to Vadym Dzyubynskyi, head of criminal investigation at
the Ukrainian National Police:

All lost and stolen weapons, which currently number 593 000, are all accounted for,
numbered, and our European partners know about these weapons. If such a weapon
emerges in any country in Europe or the world, we will immediately understand that it
is adrop-in and a fake, that it is the work of Russian special services for disinformation
and narratives about Ukraine.®

Ukrainian soldiers interviewed in February 2024 all spoke of strict standards over weapons,
both during and at the end of their service.” But in this nervous climate, any official short-
comings have been heavily scrutinized.® And although not directly connected to weapons
diversion, corruption scandals over military procurement in Ukraine have fed into concerns
over the accountability of materiel in the war.? Parsing the true risk has become essential
to deepen the discussion beyond the headlines.

In order to provide insight into this issue, in 2023 the GI-TOC established an arms mon-
itoring programme (‘the Monitor’) to track the flows of weapons out of Ukraine and into
Europe. At the heart of the project was the collection of black market prices for weapons
both in Ukraine and in Europe, on the assumption that a comparison of prices in different
countries, and an analysis of changes in those prices, would help shed light on the nature
of supply and demand at the national and transnational level. This data has been sourced
from underworld contacts and law enforcement in various countries. Qualitative inter-
views with underworld sources, law enforcement, journalists, activists and others have
helped flesh out the data picture with regard to demand for weapons among criminals,
appetite for risk and potential drivers and barriers. In addition, the Monitor collected
information on seizures and official reports on firearms, and commissioned a survey of
dark web marketplaces.

This report summarizes the first year of the Monitor’s work, covering 2023 and early 2024.
Its core finding is that the profusion of illegal weapons has thus far been limited to Ukraine,
and that there has been no verified incident of organized arms trafficking from Ukraine to
EU countries.’® Importantly, the weapons seen being seized and sold on the black market
in Ukraine are overwhelmingly Soviet- or Russian-type trophy weapons captured on the
battlefield or taken from weapons dumps, although there have been isolated attempts
to steal Western weapons. In June 2022, for instance, the Security Service of Ukraine
(SBU - romanized as Sluzhba bezpeky Ukrainy) broke up a criminal gang that fraudulently
procured a grenade launcher and machine gun, which according to the context of the US
Defense Department report that detailed the case, were likely to be Western-supplied.*

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



In part, the highly active nature of the war in 2023 meant it acted as a ‘sponge’ for
weapons, soaking up flows of authorized lethal aid deliveries as soon as they arrived. Yet
other factors have played a part, including the nature of arms trafficking in Ukraine; the
role of the Western Balkans; converted gas or blank guns and other types of weapons
supplying the European market; the role of the dark web; and the evolving nature of the
illicit markets these guns serve. These are described in full in the report and in summary
in the Key Findings section below.

This is of course a very dynamic state of affairs, with new developments almost every
week, and future trends will be shaped by the progress of the war. The success of Ukrainian
operations in the Black Sea, for instance, has de facto lifted the Russian naval blockade
on Odesa, with export volumes returning to pre-invasion levels in January 2024.'> The
importance of this corridor cannot be overestimated: Odesa was formerly a hub for arms
trafficking - the volume of weapons exported through the port can be much higher than
a couple of Kalashnikovs smuggled to France by car, and the end customers are likely to
be in conflict zones, with the weapons potentially enflaming the violence. The Monitor will
continue to track this space, producing timely updates together with comprehensive annual
assessments. Ultimately, the lack of current activity does not imply an absence of risk. A
years-long perspective is required, and the Monitor remains an important early-warning
capacity that can flag incipient trends and risks as they emerge. Given the highly dynamic
nature of the conflict, the situation and risk calculus may change very rapidly.

Finally, it is clear that although the conflict in Ukraine represents a serious arms trafficking
risk facing Europe, it is by no means the only one. As the Flemish Peace Institute observed,
‘There is no such thing as theillicit firearms market in the EU. It is clear that the EU has many
different illicit firearms markets, each with its own specific characteristics and dynamics.”*®
From a criminal’s perspective, cost and ease of access and use will be guiding factors.
Guns from the Western Balkans or elsewhere, reactivated and converted guns, 3D-printed
weapons, those assembled from parts purchased on the dark net,'* stolen legal weapons
- there is no shortage of choice. The war will play one factor in this calculation, but EU
and member state legislation, technology and criminal ingenuity will also play their part.

Key findings

Arms trafficking in Ukraine: organic, not organized

The Soviet Union had the dubious distinction of producing two of the most notorious
arms traffickers of the late 20th and early 21st centuries: Viktor Bout and Leonid Minin.
But those looking for similar kingpins in Ukraine today will be disappointed. Rather, as our
research has shown, arms trafficking in Ukraine is for the most part a bottom-up, oppor-
tunistic phenomenon, with trophy weapons collected on the battlefield and sold on. Most
instances involve only individual or small groups of weapons, explosives or ammunition
(although the GI-TOC did hear two reports of security personnel close to the front line
offering batches of 10 or more trophy weapons at a wholesale price).*®

Prices are low, especially close to the front line, and the risks high, with Ukraine having
made weapons control a top political priority. Compared to drugs, arms trafficking is an
unenticing prospect. It is difficult to make significant money selling weapons unless the
volumes are much larger - i.e. containers or at least trucks full of weapons®® - and Ukraine’s
criminal export potential is also limited because, low as they are, prices for illegal weapons
in Ukraine are still in general higher than in the Western Balkans. From a business stand-
point, a kilogram of cocaine will bring far better returns, at a fraction of the risk and effort.

EXECUTIVE SUMMARY
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FIGURE 1 Approximate AK-47 price ranges in Europe, per unit, collected by the Monitor in 2023 and 2024.

NOTE: The higher end of the price range usually applies to weapons sold with ammunition, typically two magazines.

Prices have been standardized to US dollars for ease of comparison (as prices for AKs in Ukraine are often given in dollars).

The AK-47 is a useful indicator of market dynamics: widespread availability, ease of use and plentiful supply of ammunition

have made it a dependable tool in criminal arsenals across the continent.
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The country has clearly seen a boom in supply. The number of weapons is enormous and

growing, with more than 200 000 lost and stolen weapons added to Ukraine'’s official

tally since the Russian invasion. Demand, however, is variable. Organized crime is already

well provided for, although will in all likelihood seek to enhance its arsenals. Instead,

weapons are likely to diffuse even further through Ukrainian society, among civilians

worried about the threat of Russia and through ex-soldiers bringing back trophy weapons.

This poses great risk to Ukrainian society, particularly in a population with a high number

of traumatized ex-military personnel. The threshold for lethal violence may be lowered,

as has already been seen in several troubling instances throughout the year. There is also

the risk that in future these trickles of weapons will become streams when collected by

coordinators, such as gunsmiths, to sell in larger volumes.
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The dark web shot to prominence in the early days of the
invasion as a supposed shop window for stolen Western
weapons. This has since been discredited as Russian
disinformation, and our own investigation into the dark
web similarly revealed a lack of any significant activity.
The market for weapons on the dark web (as it is struc-
tured in Europe) is almost entirely a scammer’s market,
or a stalking ground for law enforcement. Scam market-
places offering weapons generally provide a huge range
of choice, able to be shipped anywhere in the world,
but, crucially, they operate outside the network of trust
that has developed to guarantee the (very real) trade in
drugs and fraud. The dark web market for weapons in
the post-Soviet sphere, by contrast, does have genuine
offerings, but these are very limited and tightly geo-
graphically confined. In all likelihood, the bulk of the
illegal weapons trade conducted online is done through
messaging platforms such as Telegram, although using
closed messaging rather than open channels, as in the
drug trade. More research is required to understand the
extent and operations of this business.

Western Balkans and gas guns:
the criminal’s choice

For decades, the cheap and plentiful weapons left over
from the Balkan conflicts, together with those looted
from Albanian arsenals in 1997, have been the go-to
option for criminals in Europe. Our research found that
prices remain extremely low, undercutting those in
Ukraine, although it must be noted that the weapons are
now older and in some cases less desirable. Converted
gas and blank-firing guns have also become a staple
of organized crime in the same period, offering a very
cheap means of obtaining either a replica for intimida-
tion, or, with the help of a gunsmith, a lethal weapon.
The fact that they can be transported as legal weapons
then converted close to the end user also makes effec-
tive interdiction more difficult.

These twin supplies have undergone changes. Prices
in several countries in the Western Balkans have risen
slightly since the invasion, potentially due to inflation,
shortages of local supply and domestic political ten-
sions; the Russian invasion of Ukraine also contributed
to a sense of instability in the region and an increased
desire for self-protection, which also raised prices. One
interviewee close to the underworld in France also
reported that it was difficult to source weapons from
the Western Balkans due to a shortage, while the price

of an Uzi, for example, has fallen dramatically in recent
years due to the amount of time the gun has been in
operation. This suggests that weapons in Ukraine could
be seen as a means of replenishing failing stocks in the
Western Balkans, although as above, at present the
price differential means that this will not be a straight-
forward substitution. Prices in Ukraine are higher and
the distance to market further, suggesting that such
weapons will be more expensive in Europe than their
Western Balkan counterparts. If too expensive, crimi-
nals may seek cheaper alternatives, or simply whatever
is at hand. As the French interviewee said, ‘In the end,
the gangsters pick [from] what's available.*

Gas and similar weapons have come under heavy scru-
tiny in recent years. On the macro scale, Article 10a of
EU Directive 2017/835 attempted to close the gas gun
loophole, stipulating that member states should ensure
that blank and similar cannot be converted into live-
firing weapons, and also that blanks and similar were
to be classified as firearms.'® Interpretation among EU
member states remains uneven, but some have taken
action that has had real results. Legislative changes
in Slovakia ensured that decommissioned and low-
velocity Flobert weapons, for example, were classed as
firearms, anonymous ownership was removed and reac-
tivation made more difficult. Before tighter laws were
imposed, the risk levels and profit margins on Flobert
weapons were relatively good. According to the Slovak
police, a legally produced, unconverted weapon could
be bought for up to €500. The buyer might then sell
this weapon abroad to a criminal group, which would
convert it and sell it for between €1 800 and €3 500,
with the higher prices in Western Europe.’’

Gas guns have become popular with criminals over the
past three decades. Cheap and easy to convert into lethal
weapons, they also convincingly pass as live firearms. This
Glock replica is available for US$260 in Denmark - and
prices are even cheaper in Eastern Europe. Photo: Rodes.dk
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Turkey was for a long time a major supplier of gas and
blank guns to Europe via Bulgaria, but changes to leg-
islation in 2019 have reduced this flow. (According to a
senior figure in Dutch law enforcement, gas guns con-
tinue to be made and exported from Turkey, although
these are of lower quality, suggesting illegal manu-
facture.)?® Large stocks of these weapons still remain
in Europe, however, and there are still flows. Indeed,
Romania intercepted more than 2 700 gas and similar
weapons in 2023 in two separate seizures - one involv-
ing weapons coming from Bulgaria, the other from
Ukraine - hinting at a high level of organization.

Who wants what, and why?

As one senior Dutch law enforcement officer phrased
it, criminals have a desk with three drawers. In the left
drawer is a firearm, in the right, an explosive. In the
middle draw - the largest - is money. If they cannot
achieve their ends through money, they will resort to
the other two drawers.?* This metaphor explains why
criminal environments that are unstable or competitive
are more violent than those where an understanding
has been reached and money can solve most issues,
although in an unregulated economy many disputes will
inevitably turn violent. In the Monitor’s work, the rel-
atively settled underworlds in the countries bordering
Ukraine stood in stark contrast to the high levels of
firearm violence in Western Europe born out of the
lucrative cocaine market. Between 2016 and 2021,
for example, four out of five assassinations in the
Netherlands were related to the cocaine trade.??

The question remains as to what type of weaponry
criminals will chose to achieve their ends. Will the mili-
tary hardware available in Ukraine be attractive to orga-
nized crime? Here, cost and ease of use will be decisive
factors. As one Dutch explosives expert argued, citing
a high number of attacks on homes using flash powder
from fireworks, criminals seek the greatest effect at the
lowest cost.?® An NLAW or Javelin may on the face of
it seem an impressive tool, argued the expert, but it
is heavy, expensive and requires training to use prop-
erly; a ‘dumb’ RPG-22 or RPG-7, or even a grenade, will
have a similar effect at a cheaper cost.?* A similar point

SMOKE ON THE HORIZON

applies with ammunition: Western weapons may appeal
due to their sophistication, but ammunition for AK-type
weapons is much cheaper and more readily available.?
As the gas gun trend shows, intimidation sometimes
trumps lethal power. On this basis, grenades are a type
of weapon that may see more uptick. Cheap, easy to
hide and dramatic, grenades offer bang for the crimi-
nal buck. They are also the one lethal product where
Ukraine has a slight price advantage compared to the
Western Balkans: we found prices as low as US$4 for
a grenade in eastern Ukraine, compared to €10 in the
Western Balkans, although the route to the European
market is much less problematic, and more established,
from the Western Balkans than from Ukraine.

This report has touched upon criminal customers for
weapons in France, Belgium, the Netherlands and
Sweden - high-income Western European countries
that are host to lucrative and violent drug markets -
but of course there is a market for weapons in many
other European countries. The organized crime groups
in Italy are major customers for weapons, mostly from
the Western Balkans and Austria.?® Spain was another
country frequently cited, and more research is required
into Germany, Croatia and Austria. The Monitor will
expand its scope to include these countries in future
phases of work.

Itis also important to acknowledge that there are other
customers for illegal weapons besides criminals and
civilians. Terrorists, survivalists, collectors and anar-
chists, among others, all have their own reasons for
acquiring weapons, which differ from those in orga-
nized crime. For a terrorist, guns are not a means of
protecting business interests and asserting power in
the face of competition, but a tool to conduct a short-
term campaign of lethal violence that will usually end in
the perpetrator’s death. Maximum firepower will be the
priority. That terrorists generally acquire their weapons
through criminal channels complicates this risk equation
- they may not always be able to obtain the weaponry
they want, if criminals are reluctant to handle serious
equipment - but then again, the maxim ‘the customer
is king’ may equally apply.

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



Recommendations

Drain the sponge

Tackling the flow of weapons at source will be a far
more effective approach than attempting to interdict
guns in the black market, in Ukraine and beyond. Here,
the efforts of the Ukrainian authorities to prioritize
weapons control must be acknowledged. Soldiers we
spoke to emphasized the severity with which loss of
weapons was treated, to the point where it would be
impossible to demobilize without your weapon: ‘If you
don't give it back, you don’t get through, you don’t get
a signature on the bypass sheet, and you're stuck ... it's
a criminal offence if you don’t find your Kalash.”” The
launch of the Unified Gun Registry, mandatory regis-
tration of trophy weapons and the monitoring of all lost
and stolen weapons in Ukraine also speaks to the state’s
drive to bring more transparency and oversight.?® Gun
buy-back programmes and amnesties may also be a solu-
tion to reducing the number of illegal or unregistered
weapons and explosives in civilian hands (many of which
were obtained before the full-scale invasion), particularly
if the prices offered compare favourably with the black
market price, with none of risk.

But many will be reluctant to hand back or register their
illegal guns. As the war enters its 10th year, the threat
to civilians is arguably greater than at any time since the
early months of the full-scale invasion. Russia’s ability to
prosecute a major offensive in Avdiivka despite enor-
mous losses also paints a worrying picture of Russia’s
force regeneration potential and the brutal efficiency
of its war economy. In this situation, few will voluntarily
be without a means of self-defence. And, all the while,
more weapons will continue to enter the conflict zone.

Realistically, it seems that maintaining and supporting
the current political emphasis in Ukraine and the West
on supplying weapons will in itself be a success, given
the slew of other competing priorities. Offering people a
no-punishment (and even small incentive) route by which
they can register weapons in their possession may in
the meantime help capture information about some
illegal weapons, although of course those people who
are of most concern will not use this option. Increasing
checks and intelligence gathering around front line areas
to intercept the movement of trophy weapons will also
be valuable.

To fight arms trafficking, fight crime

The Western Balkans has frequently been cited as an
example of the risks faced by Ukraine in a post-conflict
environment. There are, however, many differences
between the two contexts, not least in the nature of
the respective conflicts and role played (or not) by
organized crime in the actual fighting. In the Western
Balkans, for example, criminals and hooligans formed
militias and arms traffickers enabled Bosnian forces to
acquire weapons in spite of international sanctions.?’
After the conflict, many criminals who had proved
themselves useful became part of the political archi-
tecture, embedding corruption and criminal control.
Organized crime itself also exploded after the war in
the region, driving demand for weapons. In Ukraine,
criminals have minimal impact on the prosecution
of the war and are highly unlikely to translate front
line service into political power (although corruption
remains another story).

That said, there are also troubling similarities, and some
of the risks are even more serious on the Ukrainian
side. Access to weapons may have been high in both
conflicts, but far more weapons and explosives — and
a far greater variety and quality - have been used in
the conflict in Ukraine. Similarly, the number of mili-
tary personnel in Ukraine who have experienced active
service is much higher than those who fought in the
Balkans. While organized crime in Ukraine may not be
playing an active role in the fighting in any significant
sense, it has been evolving during the conflict to take
advantage of new opportunities, and is by no means
a diminished force in Ukrainian society. The uncer-
tain future of the conflict also means that there are
unknown risks and variables still in play, the true nature
of which will only become evident in years to come.

Reading across, it is crucial to ensure that the opportu-
nity for arms trafficking remains low and that organized
crime does not shift to a more violent way of working.
To achieve this, crime must remain a priority for the
state alongside the war effort. Increasing resilience
to and the disruption of organized crime will remove
the oxygen needed for a flourishing arms trafficking
business.

EXECUTIVE SUMMARY
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Unify resilience and legislation
in Europe

That Europe has thus far been spared flows of illegal
arms from Ukraine presents a valuable window of
opportunity to set its house in order.

At present, two connected issues stand out: resilience
and legislation. We found that resilience - including
border controls, awareness of the risks of firearms traf-
ficking and political will - was patchy in the countries
bordering Ukraine. While Moldova may have become a
flagship for international efforts, the borders of Romania,
Hungary and Slovakia are highly porous and represent
no real barrier to arms trafficking; Instead, low profit
margins and high prison sentences are the main deter-
rents. Testing and strengthening the line of checks along
Ukraine’s western borders is essential, as once weapons
couriers have entered the Schengen Zone, there are
no other hindrances to their movement within Europe.
Bilateral efforts in partnership with Ukrainian agencies,
which on current evidence have been effective, should
be supported and deepened, along with investment in

Methodology

In order to monitor potential flows of illicit guns stemming
from the conflict in Ukraine, the GI-TOC has created a
hybrid methodology that combines quantitative data and
qualitative analysis. It is broadly based on methodology
developed by its work compiling the Global Organized
Crime Index, which points up five broad areas of research
for studying the illicit arms trade: i) research based on
seizure data; ii) research focusing on illicit market prices
and supply and demand factors; iii) detailed studies on
routes and methods of trafficking; iv) qualitative field-
work to systematically collect the perceptions and
perspectives of different categories of actors; and v)
attempts at calculating volumes of the illicit trade in small
arms and light weapons.

Given the nature of its brief, the Monitor also took a more
selective definition of arms trafficking than the compre-
hensive definition proposed by Small Arms Survey of
‘weapons that are produced, transferred, held, or used
in violation of national or international law’.3? Although
this report considers the impact of other forms of arms
trafficking, particularly those concerning the production
of illegal weapons (such as the conversion of gas, alarm
or blank-firing guns), its primary focus is on the move-
ment (or transfer) of weapons from the conflict into the
criminal sphere.

SMOKE ON THE HORIZON

both traditional and non-traditional capabilities at the
border, from scanners to drones.*°

The legislative challenge speaks to the broader set of
issues surrounding gun control in Europe. Although there
are various pieces of EU guidance, gun control differs
between member states, particularly in regard to ammu-
nition and the emphasis (or otherwise) put on tackling
gas and blank guns. A consistent continental frame-
work regarding the legal ownership and registration
of weapons, enshrined in national law across member
states, is overly aspirational, but in the absence of any
consistency, criminals will be able to continue shopping
around Schengen jurisdictions for ammunition and parts
(which can be supplemented by 3D printing). There is,
however, always the risk of policy blowback. In the
Netherlands, a crackdown on grenades led criminals to
resort to fireworks for explosive charges; cracking down
on fireworks might then lead them back to grenades.®* A
similar situation could theoretically apply to gas and blank
guns - if these become too expensive and/or difficult to
convert, criminals may turn back to ‘traditional’ weapons.

Price

At the heart of the Monitor is the regular collection of
data on black market prices and availability of a variety
of weapons and explosives in Ukraine and across
Europe. The Monitor was set up to test the hypothesis
that price may play a role in both driving and reflect-
ing the nature of illicit arms flows connected to the
conflict. For example, if prices for weapons are higher
outside Ukraine than within it, then this may provide
an incentive for traffickers to move weapons out of
the country. Alternatively, a sudden fall in prices in a
country (compared to pre-2022 levels) may indicate a
sharp increase in supply due to a new flow of weapons
arriving in the country, which may be connected to the
war in Ukraine.

The Monitor has gathered prices from various sources:
interviews with law enforcement, academics, journal-
ists and members of the criminal milieu, as well as from
official reports of police seizures and media articles. In
Ukraine - where price dynamics were most nuanced -
we conducted regular rounds of price collection across
a wide geographic area. The metadata was as import-
ant as the price data: an attempt by a civilian to sell a
trophy weapon (as was recorded in several police sting
operations) is only a crude guide to black market prices,

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



given the seller is operating in isolation and generally
has little knowledge of the market - they may choose
to sell high to maximize profit, or low to be rid of the
weapon quickly. That these sales were to undercover law
enforcement further complicates the matter: these sales
were not completed, so the price can only be read as a
guide. Still, it is worth capturing this information (which is
qualified in the Annex), as it also highlights how variable
the black market is in Ukraine. In general, greater confi-
dence was possible when multiple rounds of collection
generated a narrow price range (for example, US$50 for
grenades), although again, this does not necessarily imply
a 'true’ price. The number of intermediaries involved in
moving the weapons is an inflating factor, so price is
dependent on where in the supply chain the measure-
ment is taken. A grenade in Odesa could be bought for
as little as US$7.50, and sold for as much as US$150. To
adapt an old adage, a black market weapon is worth as
much as someone will pay for it.

This complexity and lack of consistency speak to
the essentially opaque nature of the black market.
While prices are usually easy to collect for standard-
ized goods, this is not typically the case for weapons, as
there are a large number of unobserved variables that
make straightforward comparisons highly challeng-
ing (such as the age and condition of the weapon, or
whether it has been used to commit a murder). In addi-
tion, external factors can also influence price - as out-
lined below, prices have risen in some Western Balkan
countries due to inflation and local political tensions.
Because of these difficulties in collecting prices, along
with detailed characteristics, it is not the intention of
the Monitor to create a systematic database of prices
for weapons. Rather, the prices will serve as a means
of ‘taking the temperature’ of the illicit arms market in
specific countries.

Geography

The end purpose of the Monitor is to provide a warning
for nascent trends in arms trafficking from the conflict
in Ukraine. Sudden fluctuations in black market prices,
spikes in gun violence or use of explosives, or evidence of
networks involved in transnational weapons smuggling
will be investigated and triangulated to discern how the
arms trafficking landscape is evolving.

In this initial phase of work, the Monitor focused on
four geographical areas. The dynamics within Ukraine
are essential to understanding not only the prevalence
of weapons in the country, but also how, why and
where these weapons are moving. Poland, Moldova,
Hungary, Slovakia and Romania collectively constitute
the transit zone for overland illicit flows heading west
from Ukraine, through which weapons are most likely
to pass and which therefore represent the best oppor-
tunity to interdict weapons before they reach Europe.
We also assessed arms trafficking trends in the Western
Balkans - which for decades has been the main source
of weapons for Europe’s criminals - to understand the
current market in terms of price and routes. Finally,
we assessed organized crime dynamics in Sweden, the
Netherlands, Belgium and France, all countries where
the lucrative and violent market for drugs acts as a draw
forillegal weapons. The GI-TOC also commissioned an
investigation from Chris Monteiro, an independent
dark web and cybercrime researcher, and an anony-
mous cybersecurity specialist who had formerly worked
at INTERPOL to conduct research into the potential
markets for illegal weapons on the dark web, which
had frequently been cited as a potential vector for arms
trafficking from the conflict in Ukraine.

To complement this quantitative work on price, GI-TOC
researchers are conducting regular fieldwork in the
areas under consideration, meeting with organized
crime informants, NGOs, investigative journalists, law
enforcement and civil society organizations, alongside
monitoring developments on the surface and dark
webs, to build a qualitative picture of the drivers and
barriers to arms trafficking from the conflict in Ukraine
into Europe.

In future, the Monitor will continue to collect price
information in the countries discussed in this report,
with the intention of expanding its work to other coun-
tries. One area of future focus will be flows of weapons
from the conflict into and through Russia and the sur-
rounding region. Already several regions of Russia
adjoining the occupied territory in Ukraine have seen
significant spikes in gun violence since the full-scale
invasion, and it is likely that weapons from the conflict
will have deep and lasting effects on organized crime
in Russia and beyond.®®

EXECUTIVE SUMMARY
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rms trafficking is not currently big business in Ukraine: the movement and sale of

illegal weapons are for the most part organic rather than organized. The country

has seen a rise in the circulation of illegal weapons since the Russian invasion,
but according to official sources and GI-TOC fieldwork, it has not experienced a surge in
systemic arms trafficking, and there has been no large-scale movement of weapons out of
Ukraine.®* While the US admitted it had failed to track more than US$1 billion of weapons
in the period to June 2023, it also said there had been ‘no credible evidence of illicit diver-
sion of US-provided advanced conventional weapons from Ukraine’.®> In the early months
of the invasion, weapons were sent close to the Polish border with Ukraine for speed,
but since April 2022 military aid has been coordinated through the International Donor
Coordination Centre, near Wiesbaden in Germany, before reportedly passing through
Poland, Slovakia and Romania to Ukraine.2¢

Rather, the trade in illegal weapons in Ukraine is largely restricted to the post-delivery
diversion phase, in small part due to soldiers misappropriating weapons, but mostly drawn
from the massive quantities of weapons discarded on the battlefield or hidden in ammu-
nition dumps. These weapons are targeted by a range of opportunists, from civilians to
gunsmiths and even priests, who sell them for a few thousand euros or keep them for
their own use. Importantly, there are no indication that the stolen weapons are Western-
made; instead, Russian and Soviet-type weapons predominate.®”

But given the sheer number of weapons available, why has arms trafficking not become a
systematic criminal enterprise in which organized crime is taking active interest?

ORIGIN: UKRAINE
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Ukraine and its international partners have made concerted efforts to reduce diversion at the various points
of the transfer chain, but once the weapons enter the battle space, controls become more challenging.

FIGURE 2 Stages of potential diversion in the transfer of weapons.

SOURCE: Adapted from Small Arms Survey, Understanding the trade in Small Arms, Key concepts, p 50,

https://www.smallarmssurvey.org/sites/default/files/resources/SAS-HB-06-Weapons-ID-ch2.pdf

The answer lies in economics and risk. The real money
in arms in Ukraine has traditionally been in the large
movement of weapons by container through the port
of Odesa, often through legal channels (although
to dubious customers),*® but for most of 2022 and
2023, the commercial port (as opposed to the grain
corridor) was effectively closed, removing the mass
market model. The domestic market for illegal weapons
must also contend with the fact that weapons are rel-
atively easy to acquire legally in Ukraine.

Today, it is difficult to make serious money selling small
numbers of weapons within Ukraine (see Box: Guns for
sale), and the risks are very high. Aware that wandering
weapons could damage donor goodwill, Ukraine has
made tackling arms trafficking a high political priority,
instituting several mechanisms with international part-
ners.®” The SBU in particular has been keen to publicize

SMOKE ON THE HORIZON

its seizures of illegal weapons, which has arguably raised
the risk for would-be traffickers, as well as signalling
to political actors that law enforcement is active on
the issue. Sometimes law enforcement is arguably too
keen to show results. According to a law enforcement
source interviewed in Uzhhorod in western Ukraine in
October 2023, law enforcement must be seen to be
active in order to prove its success: if the situation in
your area is stable, then no one will say that you are
doing a good job. Police officers are given quotas. Some
months it may be for drugs, other months it will be
weapons. To meet these quotas, the law enforcement
source in Uzhhorod claimed that officers would fake
seizures to bump up the statistics, for example by giving
a gun to a homeless person and then arresting them.*°
As such, seizures can also be a reflection of institutional
priorities, not facts on the ground.

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



On a more pragmatic level, dealing in weapons can
attract a prison sentence of up to seven years, and
the large number of checkpoints in the country make
moving weapons challenging, especially in areas close
to the front line where weapons are in more plentiful
supply. While it is possible to smuggle a rifle in a car or
send a grenade in the post, moving large quantities of
weapons around the country remains a risky endeav-
our. Drug trafficking, by contrast, is far more profitable,
far lower risk and also - critically - much easier to
obtain official protection for than arms trafficking.

The relatively high price of weapons in Ukraine com-
pared to the Western Balkans also mitigates against
Ukraine's export potential. Assault rifles in the
Western Balkans, for example, retail for between €150
and €300 - far less expensive than in Ukraine, where
even an AK-47 costs at least US$800. Arms traffickers
from the Western Balkans also have the benefit of
established networks, routes and connections through
Europe, especially through arms traffickers in Croatia
and Slovenia.*

As such, those looking for a new Viktor Bout or Leonid
Minin may be frustrated. Arms trafficking in Ukraine
is currently not a top-down, organized market, but a

bottom-up, organic process, where opportunism and
quick profit are the order of the day (although as high-
lighted below, these minor tributaries of weapons may
pool into larger streams over time). Yet the consequences
of these informal arms trafficking flows in Ukraine may
arguably outstrip more organized forms of trafficking,
representing a shallow flood that will distribute a huge
number of weapons across Ukrainian society. Alongside
the traditional customers of firearms among the criminal
milieu - drug traffickers, hitmen, robbers and extortion-
ists — there will be many civilians who feel they need a
weapon for protection, and many ex-military personnel
whose traumatic experiences may make them more liable
to use them. And certain categories of weapons - such
as grenade launchers and explosives - can wreak huge
damage even inisolated use. Indeed, the war has resulted
in an exponential increase in the number of people able
to operate weapons. Drones, and drone operators, mean-
while, add a new dimension.

This section will outline where illegal weapons are
sourced in Ukraine, and to what extent they are moving
through the country. It will also consider the range of
buyers for these weapons, and how these factors may
shape arms trafficking trends in the future.

50 000
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©
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3
i
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1000
0 |
Salts Kalashnikov

FIGURE 3 Comparison of sale price for an AK rifle vs the equivalent weight of the synthetic drugs ‘salts’.

NOTE: This graph shows how the bulkiness of weapons is married to a low profit margin. Added to this, it is very difficult

to obtain protection for selling weapons, and such activities may attract the attention of the national security apparatus,

which typically has more resources at its disposal than law enforcement operations targeting drugs. The calculation was
made as follows: in Ukraine, salts generally retail for €15 per gram, on average, giving a value per kilogram of €15 000.
A loaded Kalashnikov weighs 3.85 kilograms and costs approximately €1 000 in Odesa.
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FIGURE 4 Black market price ranges for selected weapons and explosives in key regions of Ukraine, collected by the Monitor in

2023 and 2024.

NOTE: This graphic is indicative only: see Annex for details on date, type of weapon or explosive (e.g. F1 or RDG-5 grenade), specific
prices and other weapons. Prices are given in US$ for ease of comparison (prices in Ukraine were generally given in hryvnia or
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Although collecting prices from the black market is a complicated endeavour, one notable,
though unsurprising, aspect recurs: weapons tend to be cheaper in areas closer to the
front line, or areas that had seen concentrated military activity. We found that an AK,
for example, was US$200 more expensive in Odesa than Mykolaiv. Similarly, an AK-12
in Dnipro was US$500 cheaper than in Kyiv. In other words, the further away a weapon
moves from the source, the more expensive it is. This pattern was also observable in the
post-2014 period, when weapons from eastern Ukraine leaked to the rest of the country.*?

In part, this reflects the costs of transport, including bribes, but it will also reflect the
number of intermediaries involved, each of whom will take a cut. According to a senior
police source in Odesa, the cost of a grenade could triple depending on the number of
intermediaries involved (from US$50 to US$150).4% (Kyiv is a special case - although on
the front line in February 2022 and with a ready supply of weapons available, weapons
sold in the capital attract a premium price, indicating its role as major retail hub and a
lucrative market in itself.)

The different prices suggest one potential way of understanding weapons trafficking,
both in Ukraine and further afield. In this model, arms trafficking may become more orga-
nized as the gun passes through different hands: a local may pick up a gun and sell it to
a gunsmith for a few hundred euros; the gunsmith may in turn sell it to a criminal, who
may add the gun to a small stash, transport the weapons further afield and sell them to
a more organized gang in a major urban centre who need guns for their business, such
as drugs - who may in turn sell them on.** In another stream, weapons may be sold by
returning soldiers bringing their own or other weapons back from the front line. One
source in Dnipro confirmed that most sellers were military or their relatives.*

Ultimately, organized criminals may prefer guns to come to them than set up complex and
risky cross-country smuggling operations. As an underworld source in Odesa reflected,
‘There’s no point in getting weapons from the front line - [it’s] too worrisome. We can
get everything here.*¢ As such, the majority of arms trafficking in Ukraine will be done
at the individual level - by ‘ants’ - passing from hand to hand and through less organized
channels. Some of these sales may be to end users, but others will feed into aggregating
tributaries of supply. At present, however, civilians keeping weapons for their own use or
selling to other civilians is the largest market for illegal weapons.
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FIGURE 5 Locations of weapons stashes in Ukraine (shown in red).

SOURCE: National Police of Ukraine presentation

Sources of weapons

The rolling nature of the war after Russia’s invasion in February 2022 has shaped the geog-
raphy for illegal weapons, creating areas that became magnets for materiel and providing
opportunities for those seeking them. In February 2022, Kyiv, Chernihiv, Sumy region,
Kharkiv and Mykolaiv were all at the front lines of the fighting. Stashes of weapons appeared
across the country, but were concentrated in the capital - the primary target for the Kremlin
(See Figure 5). One journalist in Odesa mentioned that stashes had been prepared by the
SBU, police and military intelligence for a Ukrainian guerrilla resistance in the event that
Kyiv fell - information that was later corroborated by a law enforcement source in Kyiv.*

After several heavy setbacks, the Russians retreated from these areas, abandoning some
equipment, but still held more territory in the east and south of the country than they had
before February 2022. Then in August and September 2022, a Ukrainian counter-attack
pushed the Russians away from Kharkiv and eventually out of Kherson, in the south, with
the Russians abandoning large amounts of equipment, either on the battlefield or in stashes
(some of which are still coming to light over a year later).*® As a result, Russia inadvertently
became, for a moment, the main provider of military equipment to Ukraine.*

This geography is reflected in the official statistics of seizures of arms and explosives in
Ukraine (See Figure 6). As with many statistics, the line between civilian and military is
not distinct, but the overall association of front line regions with high levels of weapons
and explosive seizures holds true.
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Missiles for a Russian Tor surface-to-air system seized in Kyiv in September 2023. Photos: Kyiv regional police, https:/t.me/
policekyivregion/6112

Those at work scouring the battlefield or ammo dumps have often found rich pickings.
Alongside Kalashnikovs, grenades and ammunition, reported seizures have also included
anti-tank missile systems and grenade launchers.*® A Russian anti-aircraft missile system (Tor)
was even discovered in September 2023 under a tarpaulin in a residential garden just outside
Kyiv (it had originally been captured in Chernihiv region).>* But again, this appeared to be a
case of opportunism - indeed, the special knowledge required to operate such a weapon
would rule out the vast majority of buyers, unless they partnered with military professionals.

------- Front line as of December 2023 Numbers in the regions
Data not available indicate the total number

of weapons and grenades
seized.
408

Number of weapons
seized

FIGURE 6 Seizures of weapons and explosives in Ukraine in 2023.

NOTE: There were particular spikes in Kyiv (city and region), Cherkasy, Kharkiv, Dnipropetrovsk
and Zaporizhia regions. In Kyiv’s case, this also reflects the capital’s role as a major hub. In the
far west of the country, the number of seizures was markedly lower. The low figure for the
Luhansk region, in the far east, reflects the paucity of data, as the region is largely under Russian
control. Data for Kherson, Zaporizhia and Donetsk is also not comprehensive as parts of the
regions are under Russian control - data for occupied areas of the regions was not available.

SOURCE: National Police of Ukraine presentation
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An arsenal discovered in a Dnipro garage, December 2023. Photos: National Police of Ukraine, https:/t. me/UA_National_Police/16526
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There was at least one instance that appeared to point to something much more orga-
nized. In December 2023, law enforcement entered a garage in Dnipro and discovered
a huge arsenal of weapons, including 14 rifles, seven submachine guns, a shotgun,
21 pistols, grenades and 36 grenade launchers, along with almost US$6 million in dollar
bills. Three people were arrested on arms trafficking charges.”? At first glance, the size
and sophistication of the arsenal and the money appeared to indicate either highly
organized arms trafficking or a diversion of materiel by military personnel. However,
according to a GI-TOC interview, the weapons were in fact a special forces stash that
had been prepared for guerrilla warfare if the territory was occupied by the Russians.*?

That said, the risks of diversion by military personnel still exist, although the GI-TOC’s
fieldwork indicates that such diversion is usually confined to specific units, with the
International Legion in particular coming under suspicion.”* There are, however, worrying
signs. According to law enforcement sources, personnel from two state actors - the
National Guard (which is under the police), and the Territorial Defence (under the mili-
tary) - are under suspicion of trying to sell trophy weapons wholesale in Kharkiv, which
is close to the front line. Wholesale prices for AK-47s (involving 10 or more weapons)
are between US$500 and US$700, depending on their condition; newer AK models
retail for US$1 000.

It is also important to recognize that this form of arms diversion does not need to happen
near the front line: according an underworld source interviewed in May 2023, two bat-
talions had been caught by the SBU trying to sell weapons in Bessarabia, Odesa region,
which borders Moldova and Romania.>® Similarly, a volunteer unit building of the territorial
community of Kyiv was found to illegally contain 60 unregistered Kalashnikov rifles.>

Estimating the scale of such diversion is complicated. Officially, there were 250 cases of
illicit diversion of weapons by military personnel in 2022, up from 191 in 2021 - a signif-
icant increase certainly, but arguably not commensurate with the exponential increase
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in opportunities for theft as Ukraine mobilized for war.>” For example, many of the tens
of thousands of weapons that were distributed to citizens in Kyiv and Dnipro in the first
days of the invasion have allegedly not been returned: according to a law enforcement
source, only 30-40% of weapons were returned in Kyiv, and even fewer in Dnipro.°®

Overall, the official number of lost and stolen weapons in Ukraine was estimated at
593 000 in November 2023 - a much more concerning figure that speaks to a much
broader phenomenon of wandering weapons among the military.®” (The total number
of lost and stolen weapons before the invasion was nearly 400 000.%°) As tracked by
one website using Ministry of Internal Affairs data,® the majority of such weapons
went missing in the east of the country — an understandable trend given the battlefield
geography. Interestingly, there has been a significant reduction in the ratio of stolen
weapons to lost weapons since the invasion; according to figures, stolen weapons have
made up only 2.6% of all missing weapons since the Russian invasion, compared to
almost 19% in the period 1991-2023.%? This probably reflects the fact that far more
weapons will be lost during times of intense conflict, although may also reflect reporting
practices - some weapons may be lost, others ‘lost’. In addition, it is unlikely that the
official figures comprehensively account for all the weapons in circulation - many may
have not reported missing weapons at all. As such, the above tally is likely to be the
minimum for the number of lost and stolen weapons, though the degree of error is of
course impossible to determine at present.

The invasion may also provide more opportunities for criminals to access weapons they
have formerly found difficult to acquire, especially handguns, which are restricted to law
enforcement. (The Glock 17 has been favoured in the past by criminals in Ukraine).¢®
Handguns can be sourced from the battlefield and military stashes, but another source
may be weapons awarded to law enforcement and other officials in recognition of
service, with past cases of award weapons ending up in underworld hands.¢* In theory
the award is limited to single weapons, usually hand guns, but in practice officials can
acquire multiple weapons that are sometimes much more powerful; former prime min-
ister Arseniy Yatsenyuk was even presented with a Maxim machine gun in 2015.%°

There is no legal requirement to keep ownership information on award weapons,®® and
the Ministry of Internal Affairs does not keep information on award weapons.®” Given
the lack of official data, it is difficult to create an accurate picture of the number of award
weapons. In response to an freedom of information request by a Ukrainian lawyer, the
Ministry of Internal Affairs said that 627 weapons had been awarded in 2022 - double
the previous year but only a little above most years post-2014, and understandable
given the nature of the award (which was revised in 2022 to include only military and
police personnel).®® But according to a source in the police, between 10 000 and 15 000
weapons were awarded between February and December 2022 - including 1 250
weapons on a single day in August (Independence Day).¢”

This lack of information was further compounded at the end of August 2023, when an
explosive device detonated at the State Scientific and Research Expert Forensic Centre
of the Ministry of Internal Affairs in Kyiv.”° The centre was responsible for ballistic
research of firearms, ammunition and gunshot marks (including weapons involved in
serious crimes), and the study of weapons of war (explosives, grenade launchers, artil-
lery and missiles).”* According to GI-TOC sources, the database for award weapons for
2014-2017 and part of 2018 has been lost.”> An official investigation has been launched
into the incident, the findings of which had not been made public at the time of writing.
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FIGURE 7 Seizures of weapons and explosives at checkpoints, January to November 2023.

NOTE: Only 374 weapons of various types were seized - almost the same number as there are checkpoints - although more
than 2 500 grenades and 985 other types of explosives were seized.

SOURCE: National Police of Ukraine
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Movement

Wartime Ukraine is a land of checkpoints. As you approach the front line, the density of
military and police checkpoints increases, to intervals of only a few kilometres.

The data from these checkpoints reflects the role the front line plays as a source of
weapons. Seizures are heavily concentrated in the eastern regions, with the centre and
west seeing far fewer incidents. A significant number of people - 887 - were identified
trying to smuggle weapons from one territory to another in 2023, with 374 weapons,
approximately 25 000 grenades and almost 200 000 shells seized.”®

But these numbers should not be taken to mean that the checkpoints are stymieing all
movement of weapons (or indeed other illicit goods, especially drugs) in and from eastern
and southern Ukraine.”* Bribery or using concealment cavities in vehicles are tried and
trusted techniques, while using low-profile couriers also reduces the risk of detection.
Locals and taxi drivers who may pass through checkpoints several times a day are rarely
checked, making them an ideal means of smuggling goods. Military personnel are also
less likely to be scrutinized, enabling them to bring their weapons (and others) back when
they return to their homes across Ukraine. (As an activist in Odesa remarked, ‘Volunteers
won't come back home empty handed.’)”
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It is possible to avoid the roads altogether using the
postal system, where packages containing grenades
have been intercepted.” The internet also appears to
be enabling the movement of weapons internally: a gun-
smith in Vinnytsia (120 kilometres from the Moldovan
border) reportedly bought damaged trophy weapons
on the internet, repaired them and then attempted to
sell them, including a Russian AK-12 and a Dragunov
sniper rifle for almost 300 000 Ukrainian hryvnia (UAH)
(€7 200).77

As such, it is best to treat with caution the claim
made by one source in Chernivtsi, western Ukraine, in
October 2023 that ‘weapons wouldn't get here ... we're
800 kilometres from the front line and there are too
many checkpoints’. Front line weapons can reach the
western regions, as evidenced by seizures in the Rivne
and Ivano-Frankivsk regions, both of which are located
within 150 kilometres of Ukraine's EU borders.”® But
overall, the flows appear to be very small, and there
appears to be little appetite for exploiting Ukraine’s
highly porous western border and selling weapons to
European customers. According to an official, there
have been only isolated seizures of weapons at the
border, with the weapons described as not of a military
nature (i.e. weapons intended for personal protection).””

Once again, the criminal calculus appears to be influ-
enced by the high level of attention on firearms.
While tobacco, alcohol and contraband - the main-
stay illicit economies of western Ukraine - have
remained strong and even increased since the inva-
sion, weapons are another matter. As one source
in Lviv reflected, ‘If you have money, the border

Ukrainian soldiers man a checkpoint
at a front line village in the
Hulyaipole district in Zaporizhia,

27 April 2022. © Chris McGrath via
Getty Images

is porous but not for weapons - it's too risky.®°
A law enforcement source in Uzhhorod confirmed in
October 2023: ‘Here [there are] no weapons ... We
are not seeing an increase during street arrests, nor
an increase in usage of weapons.®! Interestingly, there
was an instance of air rifles and knives being smug-
gled into Ukraine, from Poland by a bus driver, though
the nature of the weapons suggests that these were
perhaps intended for the self-defence market, rather
than criminal use.®?

For pure profit, the smuggling of conscript-age
men is the better option. According to sources in
Chernivtsi, this illicit market had become the main
business in the region since the invasion. For pack-
ages that included bribes for border guards and
timed passage across the border, conscripts paid
US$10 000; less organized attempts (where conscripts
are dropped at the border) cost between US$3 000 and
US$5 000.8 The risk for smugglers in Chernivtsi is low
- the GI-TOC was shown analysis of court decisions
that revealed that convicted smugglers had paid a fine
instead of serving prison time, and were able to keep
their vehicles.®* As such, the necessary routes and capa-
bility exist, but the cost-benefit calculation is currently
against weapons smuggling. One exception to this - out-
lined in the next section - was an attempt to smuggle
over 1 500 gas guns in 2023 from Ukraine to Romania.
Little information about the case was available given that
it was being actively investigated in Romania at the time
of writing, but the scale of the attempt suggests a sophis-
ticated operation, not just an opportunistic individual.®®
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FIGURE 8 Prices for Western-designed semi-automatics at Ibis, a Ukrainian gun retailer, January 2024.

SOURCE: Ibis, https://ibis.net.ua

Yet there will always be those who take a chance. In
November 2023, the SBU apprehended a man in Odesa
who was attempting to smuggle out aircraft compo-
nents (including a radar unit for MiG-29 fighter jets)
in his car through the Russian-controlled pseudo-state
of Transnistria, with the object of sending them to
East Asia.® In this instance, the potential profit margin
may have been a deciding factor, with such compo-
nents being much more lucrative than, say, a handful

Customers

If the weapons are not going abroad, where are they
going? What demand is there for weapons in Ukraine,
and among what sectors?

In some ways, the massive influx of weapons into
Ukraine since February 2022 will not have changed
the market in an existential way, but may heighten and
exacerbate pre-existing trends. Ukraine has struggled
with controls over weapons since its independence in
1991, when Soviet stockpiles became vulnerable to
misappropriation. The outbreak of the war with Russia
in the Donbas in 2014 also saw widescale looting of
state armouries, theft and concealment of weapons by

SMOKE ON THE HORIZON

of AK-47s. Another notable case saw 14 kilograms of
C4 explosives seized in Georgia, which were alleged to
have originated in Odesa, before passing into Georgia
via Romania, Bulgaria and Turkey, eventually destined
for Russia. Importantly, these explosives did not pass
through maritime channels, but were smuggled out in a
minivan.®” Given the intended destination of the explo-
sives, it is possible that this may have been a covert
military operation, rather than a criminal one.

pro-Ukrainian volunteers and rebel fighters, and a surge
in arms trafficking.®®

It is also possible to legally buy a semi-automatic rifle
or machine gun for hunting or sporting purposes if you
have documentation proving your mental health and
that you have no criminal convictions.®” And even these
limitations are only patchily applied. It is, for instance,
easy to buy fake documents to buy a gun. Buying an
automatic gun - which is prohibited - also poses little
difficulty. During GI-TOC visits to gun shops in Kyiv in
mid-2023, we found it was possible to buy Ruger and
Mosberg automatic rifles as sports weapons, along with

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



Lugers, Glocks, Berettas and Kalashnikovs. Prices were
relatively low: the most popular weapons are Turkish-
made because they are cheap, starting from UAH20 000
(approximately US$500); European and US-made
weapons start at UAH70 000, roughly US$1 780. (Of
course, such guns also come with clear disincentives for
criminals, given that they must be registered and can
therefore be easily traced.)

These twin supply streams meant there was no short-
age of weapons in Ukraine before the conflict. Rough
estimates put the number at illegal weapons at up to
3-5 million, alongside another 1.3 million registered
weapons.”®

In some sense, this situation means the influx of weapons
into Ukraine is unlikely to have the profoundly transfor-
mative effect it would have in a jurisdiction where access
to firearms is heavily controlled, such as the UK. Anyone
who urgently wanted a weapon in Ukraine before the
invasion could have acquired one (legally or otherwise)
without too much difficulty, and a gun is a prerequisite
for forms of organized crime such as drug trafficking
and extortion. When asked if criminals would seek to
acquire post-invasion weapons, two sources in Odesa
(one underworld and one journalist with deep knowledge
of the underworld) demurred, both stating that criminals
already had all the weapons they needed.”* This satura-
tion therefore may also increase the risk that weapons
may bleed out of Ukraine after the conflict.

All the same, the sheer scale, variety and quality of
weapons and ammunition (especially Western-made)
now present in Ukraine will have a bearing on demand
patterns. Like new iPhone models, criminals may want
an upgrade, both for the improved performance and
for the higher status/intimidation factor of such
weapons. A Soviet-era AK-47 and the new Russian
AK-19 (or US-made M4) all kill, but the modern equip-
ment is far more capable. One drug bust in Kyiv in
January 2024 highlighted the quality of weaponry now
being toted by drug traffickers.”?

One innovation may be the increasing use of drones
by organized crime. Already drones have been used in
western Ukraine to smuggle drugs and cigarettes,” but
their potential uses are broad, including as offensive
weapons - as seen with first person view (FPV) drones
such as Pegasus, Bucephal, Bat and Vampire used on
the front line, which deliver an explosive charge to the
target, as well as longer-range kamikaze drones such
as the Beaver and Rubaka.”* Ukraine has massively
ramped up production of drones since the invasion,
and President Zelensky has set a target for the pro-
duction of a million FPV drones in 2024.7> Ukraine's
highly experienced drone operators may also be in
high demand among criminal groups, potentially able
to fill the role of hitman, smuggler or surveillance.

A drone carrying 22 kilograms of hashish intercepted by law enforcement in the Volyn region, 11 February 2024.
Photo: Security Service of Ukraine, https:/t. me/DPSUkr/18191
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The arsenal of a gang of armed robbers in Kharkiv, apprehended by the Security Service of Ukraine in September

2022. The presence of rocket-propelled grenade launchers is particularly striking, given the criminals’ targets
- robbing people’s homes. Photos: SBU Telegram post, 21 September 2022, https:/t.me/SBUkr/5141

SMOKE ON THE HORIZON

Weapons of war - such as grenade launchers - will pose a conundrum for criminals. While
attractive for their intimidation factor and firepower - as attested by the arrest of a gang
of house robbers in Kharkiv who had a rocket-propelled grenade (RPG) in their arsenal? -
large weapons are difficult to hide and, if used, will attract instant law enforcement action.
Grenades, on the other hand, are much more versatile, being cheap, small and highly effec-
tive, both when used and when shown as a deterrent. During fieldwork in Chernivtsi, the
GI-TOC interviewed an investor who had discovered a grenade outside his house. It had
reportedly been left by a local crime boss, to stop the investor pursuing his case against a
construction magnate.”

The real growth in demand for weapons, legal or otherwise, may be in the civilian sphere.
While Ukrainian citizens have been increasingly looking for weapons since the conflict
began in 201478 the Russian invasion of 2022 has brought a huge increase in demand.
Although Ukraine passed a law in the early days of the invasion authorizing civilians to use
their weapons against the Russians, for many this did not go far enough,’” and the propor-
tion of Ukrainians who believe that citizens should have the right to bear arms has grown
from 10% in 2015 to 59% in mid-2022.1%° In the six months between the launch of the
Unified Weapons Register In June 2023 and the year's end, Ukrainians submitted more than
175 000 applications for weapon permits - of which more than 164 000 were granted.'

One tragic corollary of this may be to make everyday life more violent. Accidents can
happen, as in the case of an aide to the commander-in-chief of the army who was killed after
a grenade sent to him for his birthday exploded after his child pulled the pin.’°? Situations
that formerly would have been a matter of angry words or a scuffle may escalate into lethal
confrontations. There have been many such examples of this in Ukraine in 2023 and early
2024, including a father who threatened his son by pulling the pin from a grenade, or a
deputy detonating several grenades during a council meeting in Transcarpathia, killing one
person and wounding 26.1 Another came in January 2024, when an unknown person
fired an RPG at an apartment block in Kryvi Rih - perhaps surprisingly, the prosecution was
brought on charges of hooliganism, rather than attempted murder, suggesting the spread of
more chaotic and random acts of armed violence to civilian areas.***

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



In this context, the tens of thousands of traumatized
soldiers in Ukraine carry an enormous risk. As high-
lighted in both a previous GI-TOC report on Odesa and
a forthcoming report on disarmament demobilization
and reintegration, there is widespread concern that the
combination of readily available weapons and soldiers
with post-traumatic stress disorder will lead to unpre-
dictable patterns of violence in Ukraine in the future.’®®
Trends in official statistics (for example, homicides
committed with firearms) are difficult to parse due to
disruption in data collection in 2022 and the inclusion
of war-related offences in the statistics, plus the impo-
sition of martial law, which will have had a supressing
effect on criminal shootings. But individual episodes
stand as warning signs, such as an incident in November
2023, when a grenade exploded in an apartment in Kyiv,
killing a soldier and his wife and injuring another man.1%¢
At other times the violence may turn inwards, as in the
case of one traumatized soldier who committed suicide
in July 2023 using a grenade. The soldier had reportedly
been drinking heavily and was haunted by visions of
Russian soldiers coming after him.'%”

Here, the spectre of the effects of the Afghan war
on Russian society looms large, when large numbers

of ex-soldiers fell into substance abuse and/or crime.
Already the similarities are evident - the GI-TOC has
already documented the incidence of drug use among
Ukrainian soldiers on the front line, and similar dynamics
apply on the Russian side as well - but the crucial differ-
ence between the wars will be scale.*®® As of December
2023, Ukraine had approximately half a million military
personnel, of whom 200 000 were on active combat
duty.’%? That same month, the Ukrainian government
submitted a draft mobilization bill that made provision
for up to half a million more Ukrainians to be called up
to the armed forces. The Russian numbers are similar,
with half a million personnel, military and civilian, having
served in Ukraine already.!™® In December 2023, Russia
also announced plans to expand its military by a further
half million to approximately 1.5 million.**!

If only a fraction of this number falls into crime, with
weapons and the ability to use them, the impact on
Ukrainian and Russian society and organized crime will
be immense. Already in January 2023, the GI-TOC was
told by sources close to law enforcement of a heavily
armed gang in Dnipro comprising ex-military men who
intended to take turf belonging to gangsters who had
left Ukraine.*?

Trends: more weapons, more risk

Arms trafficking in Ukraine is a crime of opportunity.
Although weapons are getting through checkpoints,
the high priority placed on this issue - and low finan-
cial reward - appears to be having a deterrent effect
on the emergence of systemic trafficking.

The current period therefore represents the ideal
window to strengthen Ukraine’s legal framework
around firearms, and firearms trafficking in particular.
The use of firearms, for example, is still largely gov-
erned by an order of the Ministry of Internal Affairs,
not a dedicated law. Registering and tracking weapons
remains a formidable challenge too. The launch of a
National Register in July 2023 was positive step
forward in this regard, but more can be done - includ-
ing synchronizing the register with international data-
bases.'™® As was generally agreed at an EU Advisory
Mission conference in November 2023, a dedicated
law dealing with firearms trafficking would help
improve the legal framework to tackle the issue.'* A
law on gun ownership is also required, albeit one that
pragmatically acknowledges the current challenges.

It is also crucial to realize that, as with the war itself, the
governing conditions of illegal weapons may quickly
change. Should the intensity of the conflict diminish in
2024, as some commentators expect, then the hunger
for weapons at the front may ease, which may in turn
create more amenable conditions for traffickers to divert
weapons and exploit their stockpiles. The end of the war,
or freezing of the conflict, will bring the biggest shift in
criminal thinking, likely affecting the price of weapons,
attention on arms trafficking and avenues for exporting
at scale. As of January 2024, export volumes through
Odesa - an important conduit for weapons before the
invasion - had returned to pre-invasion levels. Foreign
fighters leaving Ukraine with their weapons (and perhaps
more besides) may also help lay the groundwork for new
transnational channels.

For the time being, the uneasy status quo will continue,
in which more weapons are brought into the conflict
arena, driving the illicit collection and stockpiling of
weapons. Some of these guns will in turn slowly per-
colate back through Ukraine, into the hands of civilians
and criminals alike.
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Rifles seized during an operation by the Montenegrin police near the Bosnian border. Stockpiles in
the Western Balkans have been a major illegal supply source of weapons to Europe. © Savo Prelevic/
AFP via Getty Images



he first ring of countries bordering the west of Ukraine - Poland, Slovakia,

Hungary, Romania and Moldova - are the immediate transit zone for illicit flows

into Europe. This borderlands region has long been a hotspot for smuggling of
various stripes, especially fuel, cigarettes, alcohol and people. Weapons and ammunition
are also traded across these borders in both directions.'*

Yet the quantities of weapons and ammunition smuggled from Ukraine into Europe before
the Russian invasion were very small in comparison with the abundant supply on the
other side of the border in Ukraine; it was instead the Western Balkans that was Europe’s
preferred weapon source.'*® According to a 2021 report by Small Arms Survey, weapons
were seen as high risk and low profit, meaning that traffickers preferred to deal in other
forms of contraband (such as cigarettes and alcohol), where the renumeration was much
greater and fines, not prison sentences, were the cost of doing business.*"’

Might the escalation of the 2014 conflict into a full-scale war change this dynamic?
According to fieldwork and research conducted by the Arms Monitor, the answer is cur-
rently no - if anything, the flow has diminished further.!*® While Ukraine's western borders
are still extremely porous, and smuggling of various commodities is rife, weapons were
still seen as an unenticing prospect among criminals, for the same reasons cited above.
There is also little local demand among organized criminals in Eastern Europe for ‘tradi-
tional’ weapons, both due to the low level of violent competition in the underworld and
the preference for gas guns (non-lethal weapons designed for self-protection, sporting
or other purposes that can be converted into lethal firearms). These are cheap and easy
to acquire, and in their unconverted form can still be used for intimidation.*"?
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Russian-occupied areas

FIGURE 9 Potential westward routes for weapons flows from Ukraine.

NOTE: Poland, Slovakia, Hungary, Romania and Moldova will be the likely transit zones for overland weapons flows

heading westwards from Ukraine. Flows may also enter Romania or Bulgaria via the Black Sea from Odesa’s port.

The Western Balkans are still the main source of illegal
weapons in Europe. At present, weapons in the Western
Balkans are still cheap and plentiful, and regional stock-
piles have been augmented by inward flows from Turkey
via Bulgaria, especially of gas/blank guns. There have
been signs of price increases of weapons in several coun-
tries, but these do not appear to be linked to increasing
demand from organized crime; rather, a lack of availability
(due to civilians retaining their weapons) and inflation
were cited as the principal factors. One source however
stated that the current stockpiles in Montenegro of
weapons from the conflict are decreasing. More research
is required to see to what extent this applies regionally,

A ‘Swiss cheese’ border

The border between western Ukraine and the countries
to the west - Poland, Hungary, Slovakia, Romania and
Moldova - has long been porous to a variety of illicit
flows, especially cigarettes, alcohol and other forms of
contraband. Bribery, a lack of capacity and the sheer
length of the border (which is wooded or mountain-
ous for large stretches) all make smuggling an easy and
highly profitable endeavour. Hungary in particular was
highlighted as a good crossing point because it had a
good connection with the autobahn in Austria, compared

SMOKE ON THE HORIZON

especially as current estimates put the weapons in cir-
culation at over 3 million. But if many remain in civilian
hands, and age begins to catch up with weapons from
the 1990s, then it is possible that traffickers will seek
new sources of fresh, better-quality stock, which Ukraine
could provide. In this scenario, the trafficking infrastruc-
ture that has bedded in over the past three decades
could be used for weapons from the conflict in Ukraine
to reach Western Europe and Scandinavia. But for that
to happen, either a fundamental shift would have to take
place in the cost-benefit calculus of organized crime in
the transit zones, or new routes to market would have
to emerge.

with Slovakia, where cross-country travel is slow.'?°
A former SBU officer also noted that Hungary was where
convoys carrying illegal cigarettes would split to their
respective destinations, naming Germany, Italy and the
UK.*?* Hungary, Poland and Slovakia also have the advan-
tage of being within the free-movement Schengen Zone,
while Romania is not.

‘Small-scale’ smuggling across this border is still a highly
organized affair involving large groups of people (up to

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE



40) carrying thousands of cigarettes, people swimming
across rivers in scuba diving suits, and drones. But large-
scale smuggling is where the real profit lies. ‘Most of the
business is done in trucks, said one former member of
the council in the Suceava region, Romania, ‘because
there’s no real control and you can easily pay a bribe
on the Ukrainian border.*??2 One former smuggler in
Romania commented that Ukrainian border guards
had got ‘tougher’ since the invasion, although this was
more to do with politics and corruption than fighting
crime: the smuggler said, ‘There is a scam among the
Ukrainian border police ... for their statistics: they pay
some smugglers to arrest them.’?® The cost of a bribe
at the border apparently increased from €400 to €700
after the invasion, leading to a strike by minibus drivers
(who often smuggle taxable goods across the border,
which are then distributed through local chains and
shops in Transcarpathia).*?*

Yet weapons are a different story. As mentioned in
the previous section, the official protection that is
normally required for criminal activity in Ukraine is
not available for weapons smuggling, given the high
political attention being paid to the issue. And as
on the Ukraine side, the low profit margin and high
risk of arms trafficking are not enticing compared to
other illicit opportunities on offer. As a former smug-
gler in Suceava commented, ‘There were rumours of
weapons smuggling even before the war, but it’s small
stuff, nobody wants to do that here. Risks are way

higher than for cigarettes.'?> This was echoed by a
former member of the council in the Suceava region,
who said, ‘I would be very surprised if someone is
trafficking firearms in the region. It’s way too risky and
less profitable than tobacco."?¢ This was corroborated
by a source in Chernivtsi, Ukraine, who said that a cig-
arette smuggler can quadruple their money by moving
a carton of cigarettes from Ukraine to Romania.’?’ It is
also true that in many European countries arms traf-
ficking is the remit of national security agencies, who
to combat the risk of terrorism can call upon greater
resources and capabilities than law enforcement inves-
tigating drug cases.

This rationale may explain why there was very little
confirmed cross-border arms trafficking along the
borders of western Ukraine in 2023. According to the
Slovak police, there was only one interception in 2022
in the border region, involving a few pieces of ammu-
nition, although the Slovak police expect an increase
after the conflict ends.’?® A similar story applies in
Romania, where, since the invasion, the GI-TOC has
found no reported instances of lethal weapons cross-
ing the border from Ukraine.’?” One US volunteer was
apprehended at the Isaccea border crossing point in
February 2023 with magazines and optics, but the
man claimed that he had borrowed the equipment
from an acquaintance in the Czech Republic (as he
was not adequately equipped by the Ukrainian army)
and was returning them.**°

The porous border between Romania and Ukraine. Photo: Supplied
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The same cannot be said for gas guns, however. There were two incidents involving
Ukrainians in which large numbers of gas guns were intercepted crossing into Romania
in 2023. The first involved 1 200 Stalker pistols seized at the Bulgaria—-Romania border
that had originated in Turkey and were being transported by a Ukrainian on behalf of a
Ukrainian company; after an investigation, the pistols were handed back and the case
closed.’™® The second case saw 1 520 non-lethal pistols seized at the Isaccea border cross-
ing with Ukraine in September; this case was on-going at the time of writing and further
details were not available.’®? The volume of weapons in both these seizures points to a
large demand base in the region - and it is unlikely that all customers are merely seeking
them for their original purpose.

Increasing but uneven resilience

Another factor that has potentially affected the cost-benefit calculus for traffickers
has been the increased international attention paid to Moldova, which in the past has
been a hub for weapons,'®® along with the self-declared pseudo-state of Transnistria.'3
Moldova has long been the recipient of Western assistance aimed at countering arms
trafficking,'®> and this support has ratcheted up since the Russian invasion. The US,
INTERPOL, the EU and Frontex have all sought to bolster the country’s resilience
through a range of initiatives.'*¢ On the surface, we found that resilience had increased
significantly: the street trade in drugs, for instance, appears to have become much
more discrete, while nothing was said to pass through Transnistria any more, in part
due to the heavy Ukrainian military presence on the Transnistrian-Ukrainian border.
Approximately 2 500 weapons were seized in Moldova in 2023, although only 57 of
these were held illegally.’®” According to an investigative journalist, it would be very
difficult, if not impossible, to obtain weapons in Moldova without very strong underworld
connections, and arms trafficking, when it does happen, would only involve one or two
weapons smuggled across the border by an individual .**®

That said, smuggling - when done effectively and with official sanction - is virtually
untraceable. According to a senior Ukrainian border guard, everyone is preparing for the
reopening of smuggling routes through Transnistria; the only sticking point is striking a
deal with the Moldovan side.’®” And resilience elsewhere is lower. According to an active
Romanian smuggler, the border ‘is not completely wild anymore’4° - but the border
remains highly porous and awareness of the dangers of arms trafficking low. According
to a Romanian investigative journalist, the issue of arms trafficking from the conflict
in Ukraine does not feature largely in the Romanian media,'*! and there are few signs
of concrete plans by the state or law enforcement to prepare for such an eventuality.

Surveillance capacity at the Romanian borders is also weak. Since 2016, Romania has
only had one functional scanner at its entry points, at the port of Constanta Sud,
which is nearing the end of its functional life (2028).14? The first two scanners of an
order of 26, purchased in December 2023, arrived in February 2024, to be installed
at the Giurgiulesti customs office in Galati county and Albita customs in Vaslui county
(through which Ukrainian cereals enter Romania), although it may be some time before
they are functional.’*® High-level corruption also remains pervasive, especially at the
port of Constanta, whose former mayor was sentenced to almost 10 years for corrup-
tion in 2019.144 As such, border capacity is constrained by internal interests as much as
external factors. As one Romanian investigative journalist remarked, ‘All of our borders
are problematic - and it's not in their interests to improve them. 4>
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FIGURE 10 Number of firearms-induced deaths in Poland, Romania, Hungary and Slovakia, 1990 to 2019.

NOTE: This data excludes suicides but does include non-organized-crime-related killings, including domestic murders
and manslaughter. Still, the overall trend is consistent with fewer firearm-related deaths among men of this age
bracket - the most likely age range to be involved in organized crime.

SOURCE: Institute for Health Metrics and Evaluation, Global burden of disease (GBD) comparison, http://vizhub.

healthdata.org/gbd-compare.

Little local demand for guns

One of the reasons for the lack of interest in arms
trafficking in the first ring is the relative lack of domes-
tic appetite for weapons. The evolution of organized
crime since the 1990s in Poland and Romania has
seen a shift towards a quieter, less violent way of
working. Organized crime in Romania perceives guns
as a big risk.**¢ As one source said, ‘Arms are so sen-
sitive [an area), organized crime will avoid it.** There
are fewer than 10 gun-related homicides per year in
Romania, and most of these actually refer to misuse
of firearms during hunting.'*® In Hungary, too, sources
reported that organized crime (which has decreased
since its 1990s heyday) also prefers to maintain a low
profile, and stressed that no large-scale trafficking of
weapons would be possible without the prior approval
of members of law enforcement.’* Demand for fire-
arms has also fallen in Slovakia. According to a law
enforcement source, criminal groups in the south-west

of the country (who were the main domestic users
of weapons) have largely been eliminated due to law
enforcement pressure.’* That said, the assassination
of journalist Jan Kuciak (who was investigating high-
level corruption) and his fiancée in 2018 revealed
that firearms remain a tool for Slovak criminals and
the corrupt.’®!

Weapons attract heavy sentences in all potential
transit zone countries. In Poland, criminals who use
weapons in commission of a crime can be sentenced to
up to eight years in prison.'*? Firearms trafficking also
carries a maximum eight-year term in both Hungary
and Slovakia, and up to six years in Moldova.'>®
Possession or circulation of a prohibited firearm or
ammunition in Romania is punishable by up to six and
a half years in prison, while the illegal repair of a lethal
firearms can draw a five-year sentence.’>*
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FIGURE 11 Ratio of firearms to gas guns used in criminal offences in Poland, 2002-2021.

SOURCE: GI-TOC analysis of Polish police statistics. Statystyka policja, Przestepstwa przy uzyciu broni, https://statystyka.

policja.pl/st/wybrane-statystyki/bron/186393,Przestepstwa-przy-uzyciu-broni.html

But heavy sentences are only part of the explanation.
As in many other regions, converted guns (such as gas
and pneumatic guns) have become increasingly popular
among criminals. Cheap, easy to acquire and easy to
convert, these guns offer most of the benefits of tradi-
tional weapons with a fraction of the risk. As highlighted
in Figure 11, the ratio of firearms to gas guns used in
criminal offences has dropped almost to parity, but sei-
zures better reflect the true scale of the shift. In a major
joint operation between Romania and Bulgaria in April
2023, almost 12 times as many gas guns were seized as
traditional weapons.' That said, the landscape around
these weapons is changing. In 2019, Turkey - formerly
a major exporter of such guns to Europe via Bulgaria
- introduced legislation to control the production and
onward movement of blank guns, although some gas
guns are still moving along this route.’® Slovakia has
also sought to crack down on Flobert!*” and decom-
missioned guns,*® introducing a new amendment
in February 2022 that required a permit for such
weapons. According to Slovak law enforcement, this
shift has drastically decreased demand.™?

There have been instances of weapons seized in Romania
that appear to suggest more concerted attempts at arms
trafficking, but closer inspection suggests that these
weapons may not be destined for organized crime. On
the face of it, the September 2023 joint investigation
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into a Romanian arms trafficking group suspected of
smuggling firearms from Spain and other EU countries
into Romania may suggest a booming organized crime
market.’ Yet according to a local journalist, the primary
purpose of these weapons was for poaching, which is an
active pursuit among businesspeople and gangsters in
the region.’' Hunting is a popular pastime among gang-
sters, who combine business with pleasure by striking
deals during trips, where there is no phone signal and
their location purportedly cannot be traced.’®? Other
transnational actors in Romania linked to arms traffick-
ing include the Hell's Angels, specifically in a 2020 case
in which the vice president of the Romanian chapter
provided details and prices for AK-47 rifles, M26 gre-
nades, Zastava pistols and Zastava rifles and negotiated
the purchase of grenades and AK-47s as part of a plan
to traffic 400 kilograms of cocaine to New Zealand and
assassinate rivals.*3

However, it is worth noting that while most of these
countries do not exhibit high levels of gun violence,
Bulgaria is a stark outlier, with a firearms homicide rate
of 1.47 per 100 000 for men aged 15-49 in 2019, com-
pared, for instance, to Romania (0.14), Hungary (0.12),
Slovakia (0.61) and Poland (0.21).¢* Indeed, Bulgaria’s
firearms homicide rate falls between these countries
and its neighbours in the Western Balkans.'®> Over
the course of 2024, the Monitor will be conducting
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fieldwork in Bulgaria to ascertain what role this country
might play in future illegal arms flows from the conflict
in Ukraine, particularly through the port of Varna. There
have already been attempts to smuggle military supplies,
including scopes and optical devices, out of Bulgaria to
supply Russian mercenaries in Ukraine, including the
Wagner Group, in contravention of international sanc-
tions.’® As such, the connections, logistics and routes
are already in place for weapons flows to and from the
conflict zone. The massive boom in domestic produc-
tion of legal weapons in Bulgaria, destined eventually
for Ukraine’s armed forces, will also be an area of future
research, especially since in the past Bulgarian arms have
ended up in many conflict zones.'¢’

Organized crime may be neither a big customer for
weapons in these border countries or particularly inter-
ested in trafficking weapons, but given the small-scale
nature of most arms trafficking to Western Europe, arms
trafficking networks need not be complex or especially
numerous. One or two or three people may be all that
is needed to move a few weapons and explosives. This
especially applies to criminals from other countries who
come to the transit countries with a view to collecting
weapons and taking them back. This only requires either

a contact in Ukraine, or a local who is willing to store
a few guns.

These small-scale arrangements could potentially also
feed the growing market of civilians interested in owning
a gun. Gun ownership rates in Poland are currently low - in
early 2022 there were only 2.5 firearms per 100 inhabi-
tants. But since Russia’s invasion of Ukraine, demand has
soared, with 37 000 people acquiring a firearms permit in
2022 - representing an additional 98 permit holders per
100 000 of the population.’® The number of weapons
in legal hands has also risen by 15%, from 660 000 in
2021 to more than 760 000 in 2022.1¢? There have also
been calls to simplify the process of obtaining a weapon.”°

Many citizens will use legal channels to acquire weapons,
but others, especially those without a clean criminal
record (required in Poland to obtain a permit) may turn to
illegal weapons. This civilian market may also include col-
lectors of military kit who are more interested in history
or the technical aspects of weaponry than using them as
lethal weapons. According a Western diplomat, most of
the 599 firearms seized in Poland in 2022 were intended
for the collector’s market.*”* Hunters could also see the
opportunity to obtain accessories such as scopes for a
bargain price.

Western Balkans: the go-to option - for now

For decades the Western Balkans has been the main
source of illegal weapons in Europe, as well as consti-
tuting a strong market for weapons in its own right. The
Balkan Wars in the 1990s were the root cause of this
phenomenon, not only vastly increasing the number of
weapons in the country,”? but also transforming arms
trafficking into an established, and indeed encouraged,
criminal activity: weapons were sanctioned during
the conflict, which led the Bosnians to rely heavily on
weapons smuggling to counterbalance the armament dis-
parity with the Serbian forces. As has also been widely
discussed, particularly in Misha Glenny’s McMafia, the
Balkan Wars also led to the expansion of organized crime,
at the street and penetrating into politics, before going
transnational.'”® This drove demand for weapons among
criminals in the Western Balkans.

Weapons from the Yugoslav conflicts are still available
on the black market in the Western Balkans today. The
most smuggled firearms are pistols and revolvers, pri-
marily manufactured by Zastava Arms in Serbia before
and during the conflicts in the former Yugoslavia. The

widespread civil unrest in Albania in 1997 also contrib-
uted significantly to the proliferation of illegal weapons
in the region through the looting of military depots, with
around 60% of the stolen weapons still in the hands of the
civilian population.t#

The past decade has also seen anincrease in gas and alarm
guns in the region. Until Turkey changed its legislation in
2019,> these could be purchased legally in Turkey and
brought into the Western Balkans via Greece or Bulgaria
(among other places) before being converted into lethal
weapons in locations close to the intended buyers.?¢ In
contrast to the small quantities of conflict weapons that
are traded, gas guns are bought, moved and sold in bulk.
They are also highly profitable, with criminal sellers some-
times charging up to 10 times the original price. That said,
the illegal market for blank pistols in Serbia, Kosovo and
North Macedonia has decreased following an information
exchange agreement between law enforcement agencies,
including between Serbia and Turkey. In Albania, Bosnia
and Herzegovina and Montenegro, the market is not seen
as significant.
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One final source is branded replicas of weapons produced in the factories of the former
Yugoslavian industries. These weapons were produced outside of today’s so-called WBé
region in illegal factories in Croatia.'’” During the Balkan Wars in the 1990s, Croatian manu-
facturers produced several brands that imitated the Uzi, Smith and Wesson, among others.
These weapons were then sold on the black market by criminals from the former Yugoslavia to
countries in Western Europe, such as Germany, the Netherlands, Belgium, Austria and France.

As with Ukraine, for the most part there is no dedicated, organized market for arms traf-
ficking (with the possible exception of gas guns) due to the lower profits and higher risks;
instead, the sale of weapons is a more entrepreneurial affair. According to Eugen Beci,
former prosecutor in Albania, ‘There are no specific groups exclusively dedicated to the
arms trade, but rather certain individuals who supply groups with weapons.7¢ Weapons
may also be bought and sold by organized crime groups alongside other illicit endeavours.'”?
Most organized criminal groups in Bosnia and Herzegovina, for example, engage in multiple
criminal activities at the same time, mostly drug and firearms smuggling, and in some cases
human trafficking and smuggling of migrants. One exception to this may be Kosovo, where,
according to an expert on arms trafficking, there are one or two groups involved in arms
trafficking in each of Kosovo's seven regions.!®°

Routes

There are three long-established firearms smuggling routes from the Western Balkans
to other European countries: firstly, the land route via Serbia, Croatia, Slovenia, Austria,
Hungary and Slovakia'®' towards Western Europe; secondly, the sea route from Croatia,
Montenegro and Albania to Italy; and, thirdly, the hybrid land/sea route via Albania or North
Macedonia from and to Greece.'®?

\\\ i \\\ =]
SR POLAND \\/f\\¥ﬂA\‘,/*/
B Coe’” g
< Prague. b it
\_CZECH ”% ( UKRAINE
REPUBLIC SLOVAKIA
x/ Vienna. Brahslawa/ L a5 > TN S
fo— T ‘|~ <Budapes e SC
ALELR"“L HUNGARY / “i\ e

~~ > (€= . %y ©Q." G
4//? © - NS \! { Qi = - :si'}:jég’“wi ["'7”\\\
( » ¢ v DR e ]

FIGURE 12 A simplified map of illegal weapons flows into and out of the Western Balkans,
concentrating on flows heading into Europe.

NOTE: For clarity, internal circulation of weapons within the Western Balkans is not shown.
This map is intended for illustrative purposes to show the general directions of travel, and does
not denote key hubs or specific routes.
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Weapons found by police during an operation in Skopje, North Macedonia, December 2023, including an
automatic rifle. Photo: https:/mvr.gov.mk/vest/29635

The arms trade from Turkey to Europe also inter-
sects with the Western Balkans, with Bulgaria being
the main entry point for weapons passing through to
North Macedonia, Serbia, Kosovo and Albania. (Bulgaria
has been a focus country for international efforts for
many years, notably through the EMPACT Firearms
Operational Action Plan 2015, which targeted illegal
imports of gas and alarm pistols of Turkish manufac-
ture.) There are also flows into the Western Balkans
from Europe. Some organized crime groups in Serbia, for
example, have been known to use weapons produced
in the Czech Republic (Ceska Zbrojovka), Germany
(Heckler & Koch) and Austria (Steyr Arms).

Flows within the region are also complex, and fluctu-
ate with changing levels of local demand. Serbia is a

key transit hub, receiving weapons from Bosnia and
Herzegovina, Kosovo and Montenegro and sending
them on to Western Europe. Source countries such
as Bosnia and Herzegovina, Kosovo and North
Macedonia face more significant issues with illegal
firearms than Serbia.’®3

Prices

Weapons are in general cheaper in the Western Balkans
than in Ukraine, with the notable exception of hand
grenades. This low purchase price can translate to high
profits if the weapon is moved and sold to Western
Europe or Scandinavia, although the small-scale nature
of arms trafficking, with weapons mainly being moved
by car or bus, limits the scalability of this venture.’®*

TYPE OF FIREARM PRICE (€)

Semi-automatic rifle
Automatic rifle
Pistol

Sniper rifle

Gas gun

Hand grenade

C4 plastic explosive (per kg)

250-300
250-700
150-500
200-2 000
50-200
10-50
1500-4 000

FIGURE 13 Estimated prices of illegal firearms in the WB6 region, 2023-2024.

SOURCE: The data is drawn from nearly two months of fieldwork in the Western Balkans (December 2023-January 2024),
with information sourced from reports of seizures by regional police, interviews with underworld sources and interviews
with journalists, academia and law enforcement, among others. For more information and context, see the sources listed
in the notes.'®
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Yet this is a dynamic market, and there have been inter-
esting shifts in price over the past year that may reflect
broader trends, although again, the story is different
from country to country. The prices of weapons and
ammunition in Bosnia and Herzegovina, for example,
have risen recently due to the tense domestic political
situation that has seen calls for secession from poli-
ticians from the Republic of Srpska. This has spurred
retention of weapons among the civilian population,
which resulted in a shortage of supply on the black
market and a consequent increase in prices.’® On
average, the prices of weapons increased by around
€50, while the price of plastic explosives has remained
stable (€1 500 to €4 000 per kilogram), although they
are rarely available for sale. Smaller calibre pistols such
as 7.65 mm could be obtained two years ago from €175,
while today older models of the same pistol retail for a
minimum of €200.

COUNTRY PRICE OF AN AK-47 (€)

Albania 400
Serbia 300-600
North Macedonia 500
Montenegro 250-300
Kosovo 400-600

FIGURE 14 Comparative prices of AK-47s in the Balkans.

NOTE: There are important differences in the prices within
the Western Balkans; AK-47s in Albania have historically
been cheaper than in other Western Balkan countries.’®”
SOURCE: The data on firearms prices is drawn from

nearly two months of fieldwork in the Western Balkans
(December 2023-January 2024), with information
sourced from reports of seizures by regional police,
interviews with underworld sources and interviews with
journalists, academia and law enforcement, among others.

This dearth of supply has also seen a reverse flow
remerge. Previously, illicit firearms were smuggled
mainly from Bosnia and Herzegovina to Montenegro
and Croatia, but now smuggling is carried out in both
directions.!’®® Due to the high demand for weapons,
converted gas guns have also become more popular in
the past five years.'®”

There is some disagreement on price trends in
Montenegro. According to one source, prices have
mostly remained stable, showing no increase.’® A
Glock sells for around €1 000, while a 357 Magnum
costs about €2 000. The Zastava M70A is €600, and
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the Zastava P25, nicknamed ‘Crna dama’ (‘Black lady’
in English), is around €200. The Tetejac-Pistol Zastava
TT 7.65 mm costs €300, while an AK-47 costs approx-
imately €250. Criminal organizations usually do not use
blank pistols due to the high risk.**

However, according to an investigative journalist
from Montenegro, the prices of weapons on the
illegal market are increasing ‘primarily because the
arms and ammunition reserves robbed from military
warehouses in Montenegro during the wars of the
1990s are reducing and organized crime groups are
increasingly sourcing weapons from Albania, Bosnia
and Herzegovina, Serbia, and Kosovo'.*”? The highest
demand is for pistols such as the Zastava CZ, Zastava
M57 Tetejac, and the Zastava M84 Scorpion automatic
pistol, which are used in most organized crime-related
homicides in Montenegro. According to this source,
pistols sell for €200 and up. AK-47s are around €300,
but cheaper options can be found depending on their
condition. Grenades sell for approximately €50. The
supply of explosives is decreasing, and handmade
explosives are present in the market, ranging from
€100 to €300 depending on quality. Blank-firing
pistols range from €50 to €150.1%°

There was an indirect link between illegal weapons
prices in Serbia and the conflict in Ukraine. According
to an arms trafficking expert, prices of illegal weapons
increased slightly in Serbia due to inflation, which
rose steeply in 2022 and 2023, in part due to soaring
energy and food prices after the Russian invasion of
Ukraine. Domestically produced firearms are cheaper.
An arms trafficking expert in Belgrade also noted that
weapons made in Western European factories are more
expensive on the illegal market due to the fact they
are highly sought after by criminals because of their
status.* Automatic and semi-automatic rifles and pistols
range from €150 to €400 in Serbia. Starting pistols are
around €50-€60. Tetejac or Zastava M57 pistols are
the most readily available illegal weapon, while Glocks
are more expensive. Hand grenades go for €10 to €50,
and the price of explosives ranges from €1 500 to
€4 000 per kilogram, depending on quality.’”> According
to Bojan Elek, deputy director of the Belgrade Centre
for Security Policy, a Zastava CZ99 pistol costs around
€300, the Tetejac about the same price, while an AK-47
ranges from €300 to €600. The Zastava M70 assault
rifle goes from €150 to €700, depending on the con-
dition. Pistols and revolvers are the most smuggled
weapons.1?¢
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FIGURE 15 Main weapons smuggling channels from the Western Balkans to Europe and potential
flows connecting to the established weapons route from Ukraine.

NOTE: Flows show general directions only. For more on potential maritime smuggling hotspots in

the region, see Ruggero Scaturro and Walter Kemp, Portholes: Exploring the maritime Balkan routes,
GI-TOC, July 2022, https://globalinitiative.net/analysis/balkans-maritime-routes-ports-crime

Trends: connecting to the pipeline?

The established ecosystem of Western Balkan arms trafficking - both in terms of routes and
actors - means that the necessary infrastructure and networks are already in place to take
advantage of a surge in firearms, as may be expected once the conflict in Ukraine ends.” The
suggestion about diminishing supply in Montenegro may also mean that Western Balkan arms
traffickers may be anxious to secure more and better-quality stock to supplement their dimin-
ishing and aging stockpiles.

In one possible scenario, weapons flowing out from the conflict in Ukraine could link up with the
Western Balkan pipeline to Western and Northern Europe, merging with pre-existing networks
and contacts. As this section has highlighted, the security of Ukraine’s western borders is uneven,
with the Romanian border proving to be particularly vulnerable.

Another potential route for large volumes of weapons may be the maritime route from Odesa,
which was a hub for arms trafficking before the Russian invasion. In this scenario, larger batches
of weapons could be sent along the newly restored shipping route along the western edge of
the Black Sea, before entering the EU via the port of Constanta in Romania or the port of Varna
in Bulgaria, which as highlighted in this section is already an entry point for weapons coming
from Turkey.

Against this is the consistent buffer of high risk, low profit and the current preference for gas
guns, all of which will play into criminal thinking when considering smuggling weapons from the
conflict. Yet as in other areas of life, the customer is king, and the types of weapons trafficked

will reflect the preferences (and budgets) of their main consumers - criminals in Western Europe.
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Firearms are used to settle scores related to the drug trade, as in a shooting incident in

Lyon, France, in June 2022. © Jean-Philippe Ksiazek/AFP via Getty Images



rganized crime is the main customer for illegal weapons trafficked in the EU.*®

The weapons are used in a variety of illicit markets as lethal or intimidation

tools or status symbols. Many factors contribute to the demand for weapons in
organized crime, including the relative stability or maturity of the underworld (with more
volatile/emerging markets witnessing more gun-related violence), the prevailing illicit mar-
kets (especially violent crime and the drugs market),”” and relative ease (or otherwise) of
obtaining weapons in different member states. As discussed in the previous section, the
Western Balkans remains the main source for ‘traditional’ weapons in Europe, but these
flows have also complemented by reactivated decommissioned weapons, and converted
blank/gas guns and Flobert weapons. 3D-printed weapons are also continuing to advance
in sophistication.

Given the extensive body of literature on the subject - notably the landmark Project Target
report in 2021 - this section will not attempt to recount the various factors driving gun
use in Western Europe, but will instead focus on findings in the field from France, Belgium,
Sweden and the Netherlands - all countries that host lucrative and violent drug markets
that act as magnets for weapons.

As data from the Institute for Health Metrics and Evaluation highlights, homicides by firearm
among young and middle-aged men in these countries are significantly higher than in many
other areas of Europe (rates in Romania (0.14) and Poland (0.21), for example, are far below
those in France, Belgium and the Netherlands). The United Kingdom is a further outlier in
this regard, arguably speaking to the high degree of difficulty of obtaining weapons in the UK.

CUSTOMERS: WESTERN EUROPE
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by firearm), 2019

Il Belgium 0.77

Il Sweden 0.75

[ Netherlands 0.71
France 0.69
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United Kingdom 0.094

Death per 100 000 men aged 15-49 in population
(physical violence by firearms, excluding self-harm

FIGURE 16 Homicide by firearm rate in
selected Western European countries.
SOURCE: Institute for Health Metrics and
Evaluation, https://vizhub.healthdata.
org/gbd-compare/#

France, Belgium and the Netherlands

Fieldwork in 2023 found interesting trends regarding illegal weapons in France, Belgium
and the Netherlands, particularly concerning the potential diminution of supply from the
Western Balkans, and the increasing sophistication of 3D-printed weapons.

In general, arms trafficking in France is not a highly organized activity. Instead, weapons
arrive in small flows carried by ‘ants’ (individual couriers). This means that customers are not
able to order a specific weapon, but must instead take whatever is available. In Belgium and
the Netherlands, weapons often arrive in parts and must be reassembled before use (this
method makes it more challenging for law enforcement to locate and seize the weapons).
Numerous intermediaries are involved in moving the gun from source to end customers
in these countries, each of whom receives a cut, which drives up the ultimate price of the
weapon. For example, a weapon bought for €400 in Eastern Europe may be sold to an
intermediary for €650-€700, who in turn will move it France to be sold for double or even
triple the price paid for it.

Another method is to acquire a collector’s weapon that is missing one or more parts, either
from online vendors or by going to Slovenia and Slovakia. These guns can then be recon-
verted in Western Europe to fire live ammunition again. There are many specialists in this
type of ‘repair’ in Belgium and France. Another method mentioned to the GI-TOC was much
more local, involving criminals identifying members of a gun club as they exit the shooting
range and following them to their houses, before robbing them to obtain the weapons. In
one case, the GI-TOC heard of an MR 308 assault rifle that had been stolen from a gun club
member being sold for €3 500, together with scope, bag and tripod - a €1 500 discount
on the legal purchase price.?®
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Information collected by the GI-TOC in France and triangulated with other sources confirm
that although prices for weapons are higher in France and Belgium than in Eastern Europe,
arms trafficking is still not a profitable activity, certainly when compared with drugs. With
an AK-47 retailing at between €2 000 (average condition) and €3 000 (good condition, with
two full magazines), an arms trafficker would have to sell at least 10 of these guns to generate
approximately the same amount of money as 1 kilogram of cocaine (€30 000, wholesale
price).?°! The risks are also much greater. Even handguns, the most-in demand weapon
among criminals, are not money spinners: GI-TOC fieldwork found that 9mm handguns
retailed for about €1 500, and Glock 17s for about €2 000.2°2 Grenades in the Netherlands
are reportedly cheap, costing between €5 and €50.2%°

Interestingly, one criminal source commented that the supply of weapons from former
Yugoslavia and Albania had ‘dried up’. According to them, weapons were now coming
from Romania, Bulgaria, Slovenia and Slovakia, although whether these countries were
the origin or merely transit countries was not made clear. It was not possible to verify
this trend at the time of writing, but the Monitor will conduct more research to ascertain
whether this phenomenon is indeed widespread, or merely a supply chain issue facing
some individual customers.

This reported shift requires further research; according to Dutch law enforcement, for
example, the Western Balkans is still the number one supplier. However, the above assess-
ment may reflect the age of the Western Balkan arsenal, which affects both performance
and desirability, with more weapons dropping out of supply as they lose functionality. Again,
the trend can be tracked in price: submachine guns such as the Skorpion and the Uzi - seen
as old and heavily used - have decreased in price significantly, to the point where one source
claimed that it was now possible to buy one for between €1 500 and €2 000.%2°4 (Although
this low price may also make them attractive, as seen by their adoption since 2021 in the
UK, where they sell for between £9 000 and £15 000.)?% But the shortcomings of supply
may also reflect internal demand dynamics in the Western Balkans, as discussed in the
previous section.

According to a French underworld source, other types of weapon are also becoming rarer, in
part due to the fact that the criminal activities they were associated with have become less
frequent. RPG-7s, for example, have become increasingly scarce on the market, retailing for
€3 500-€4 500, though this may be less due to lack of supply than lack of demand. In the
past, RPG-7s were used for robbing security vans - a crime that has become rare in France
today.?¢ This may have a been a secondary impact of the heightened attention among
law enforcement and national security agencies following the spate of terrorist attacks in
France, which may have made a more fraught operating environment for criminals using
heavy weaponry.
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3D-printed weapons: a market in the making

The threat of 3D-printed weapons has long been on the
horizon. Our researchers heard 3D-printed weapons
described as ‘embryonic’, but getting more and more pow-
erful. Printing plans for many guns are freely available on
the internet; some only require the maker to acquire a
metal barrel (which can be obtained as a spare part from
the US), which can then be added to the printed parts.2%”

Prices vary: we heard that a handgun can be bought for
between €800 and €1 000, while one French operation in
February 2024 busted a ring selling 3D-printed parts on
Telegram (which could then be reassembled) for between
€1 000 and €1 500 for a 9mm machine gun.?°® Another
French investigation found two printers who were pre-
pared to produce a Liberator - the first 3D-printable gun
that can be made entirely from plastic, with a single metal
pin?%? - for as little as €200.%1°

These weapons are still in their infancy and very small
in scale: according to Dutch law enforcement, there has
been no fatality or injury linked to a 3D-printed weap-
on.?"! France recorded its first incident in June 2023,
when a 3D-printed gun was used in an assassination
attempt in Marseilles as part of a feud between drug traf-

fickers.?'? Printed weapons are currently limited in their

Sweden

In recent years, Sweden has experienced a surge in the
use of firearms and explosives linked to organized crime.
The 60 deaths attributed to gun violence in 2022 were
the highest on record, and a further 53 people were
killed in 2023.2" In 2022, the per capita murder rate
with firearms in Stockholm was approximately 30 times
higher than that of London and, in 2023, Sweden had

the second-highest gun death rate in Europe.?'®

As outlined in a forthcoming GI-TOC report, gun vio-
lence in Sweden has been shaped by the evolving
organized crime landscape.?'” The 2000s have seen
the emergence of street gangs, especially in immigrant
suburbs of Sweden’s major cities. Drugs became a
major criminal economy, leading to conflicts over turf
and supremacy. Children under the age of 15, who

SMOKE ON THE HORIZON

functionality, but this will improve in years to come, par-
ticularly when metal printing becomes more affordable
and widespread.?® They will also continue to appear in
more innovative forms that may make interdiction harder,
such as the guns made in the shape of a ballpoint pen
discovered in Belgium in February 2024.2*4 3D-printed
grenades are also in development?*® - one was seized in
France in September 2023.2%¢

A 3D-printed semi-automatic FGC-9 gun, one of a number
of weapons manufactured by gangs and seized during French
police operations. © Nicolas Tucat/AFP via Getty Images

cannot be imprisoned for serious criminal offences
under Swedish law,??° have increasingly been targeted
by gangs to become foot soldiers.

This situation, along with the glamorization of gangster
culture in Sweden, has led to heightened demand for
firearms and explosives.??! Most weapons are sourced
from other European countries and the Western
Balkans, with Balkan arms traffickers resident in Sweden
playing a central role in facilitating the trade. Handguns
remain the most seized weapons, but assault rifles and
grenades are also in demand. Converted alarm and
blank-firing guns have also become more popular since
the mid-2000s. Once in Sweden, these weapons are
often traded within criminal organizations and from
friend to friend.

TRENDS IN ARMS TRAFFICKING FROM THE CONFLICT IN UKRAINE




Despite the healthy supply, prices remain high due to high demand and also the desir-
ability of certain weapons for their image (especially Glocks).???2 On the black market,
Glock 17s and 18s sell for about 28 000 Swedish krona (SEK) (€2 500), and Glock 19s
for about SEK30 000 (€2 675). Assault rifles such as the AK-47 are relatively expensive,
ranging from SEK40 000 to SEK70 000 (€3 500-€6 250). Even the Skorpion, available
in France for between €1 500-€2 000, costs far more in Sweden. A 16-year-old told
us he had bought one on Telegram for US$5 000, or €4 600. The use of hand grenades
also became more prevalent between 2016 and 2018, with the most common being the
M75 from the former Yugoslavia. Prices for these, however, are high, between SEK1 500
and SEK5 000 (€130-€460), and there has been an upsurge in homemade bombs (such
as a Thermos containing TNT), which can be made cheaply.

Trends: a matter of time?

The apparent rise in armed violence associated with organized crime over the past five
years in Europe is likely to increase demand for weapons in the countries spotlighted
here and others, especially those with strong drug trafficking industries.

While weapons and explosives from the conflict in Ukraine have not yet arrived in these
criminal marketplaces, such an outcome seems only a matter of time. One potential enabling
factor is the relocation of Ukrainian and Russian criminal actors to Europe since the inva-
sion. Although many of these are bosses who will have little interest in anything other
than enjoying their riches in Europe and managing their criminal affairs back home, other
criminal ex-pats may reach out to compatriots for weapons, creating a direct connection
between source and customer. What scale this trade will reach is unknowable at present, but
large-scale, systematic trafficking of hundreds of weapons and explosives is deeply unlikely
given the level of attention on the issue. It may be that Europe will see the kind of small but
steady stream from Ukraine that it has experienced from the Western Balkans in previous
decades: small numbers of AK-type weapons and grenades for the mass criminal market,
together with a few pieces of more sophisticated small arms for the more discerning (and
high-paying) customers. Smuggled in minibuses, cars and other means, these small ‘drop-
lets’ of weapons may cumulatively add up to a significant pool of firepower for criminals in
Western Europe to draw upon.

CUSTOMERS: WESTERN EUROPE
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The dark web is a significant part of the supply chain in the illegal firearms trade, able to
easily connect sellers and buyers. © Silas Stein/picture alliance via Getty Images
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complex and little-understood phenomenon, the dark web has over the past

decade or so emerged as a key enabler of the drug trade and as a place where

stolen data can be bought and sold. Weapons are also available on the dark web
- a fact that gained international attention after the 2016 Munich shopping mall shooting
in which nine people were killed and 36 injured. The perpetrator reportedly acquired the
weapons (a reactivated Glock 17) from Slovakia on the dark web.??® Unconfirmed reports
also linked darknet firearms to the 2015 Paris shootings at the offices of Charlie Hebdo,?%
with Slovakia again cited as the source.?®

There have numerous attempts in the UK since 2014 to trade guns (or attempts to) on the
dark web, with weapons mainly sourced from the UK, mainland Europe and the US, including
at least one case of sales to organized crime groups,??® and another case where the buyer
was planning a mass shooting.??” The scale of this trade, however, is relatively small in the UK.
According to the UK’s National Crime Agency, ‘few firearms are sold via the dark web; however
it remains a way to buy and sell - especially for people who are not part of a criminal network.
Such weapons would typically enter the UK as parcel post’.??8

Yet the dark web remains a vector that can connect sellers and buyers across borders, without
the need for on the ground intermediaries.??? As previous incidents have highlighted, buyers
can range from lone wolf terrorists, organized crime groups or those with conflicts at home or
in business. Fears that Western weapons sent to Ukraine would end up on the dark web initially
appeared to be confirmed in June 2022, when a cyber-security specialist found numerous
listings for weapons, including a Javelin,?*¢ although these listings were quickly debunked as
Russian disinformation.?!

To shed greater light on this phenomenon, the GI-TOC commissioned an in-depth investigation
into the nature and scale of arms sales on the dark web, and on how to assess the veracity of
dark web listings.?*? The investigation found that all of the English-language listings advertising
weapons for sale bore the hallmarks of being scams. These sites offered weapons for sale at the
legal price (in countries where they could be bought legally), claimed to manage stock centrally
and be able to ship anywhere in the world. Site construction was basic, and outside the ‘webs
of trust’ that have contributed to the stability and relative reliability of the drugs and fraud
markets on the dark web. There was one Russian-language marketplace that appeared genuine,
but the choice of weapons was very limited, prices high and the geographic distribution tightly
confined (i.e. no shipping options were available; weapons were delivered by dead drops).

THE DARK WEB
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This indicates that the dark web is not currently being exploited for arms trafficking from
the conflict in Ukraine, beyond what are likely to be isolated instances in former Soviet
Union countries now part of the Commonwealth of Independent States (CIS) (although
these sites are actively being monitored by law enforcement). Furthermore, the technical,
language and geographic barriers between Western and CIS markets appear to represent
an effective online partition, preventing the small CIS retail arms trade easily leaking to the
Western markets.

The structure of the dark web: drugs,
scams - and regulation

Darknet markets in their current form began in 2011, when Ross Ulbricht started the Silk
Road dark web marketplace, which was the first of its kind to utilize both the Tor dark web
browser for user and server anonymity, combined with the (then) highly novel and unproven
cryptocurrency Bitcoin. Interestingly, the mechanics of how dark web markets operate
is different in the West (including Europe) compared with countries that emerged from
the Soviet Union.?*®In both cases, however, the objective is the same: to enable a user to
find a reliable entry point on the clearnet, or surface web (such as an internet forum), and
find a sufficiently legitimate web of trust for future visits. Failure to navigate the dark web
through such a web of trust will expose the user to a wide range of scams of varying levels
of sophistication and apparent legitimacy.

In the West, dark web markets use an eBay-style structure, based on feedback and rela-
tionships, that allows for trust to be formed and maintained. A new market looking to be
listed (and effectively endorsed) must demonstrate proven vendors (e.g. sellers of drugs or
fraud services) and approximate adoption of darknet market rules norms. Darknet portals
such as the (now defunct) DeepDotWeb and contemporary ‘legal gateways'?*# collaborate to
maintain community standards about legitimate active markets and links. Darknet and some
clearnet forums do the same, soliciting qualitative and quantitative feedback about market
purchases and issues, and are able to detect signals of law enforcement, scamming activity
or technical issues with a relatively high degree of sensitivity. Between these gateways,
forums, vendors and markets, a web of trust is formed that can be relied upon by vendors
as well as buyers of these services.

Twelve people were killed during a shootout at the offices of Charlie Hebdo in 2015.

Darknet-acquired firearms were linked to the attacks. © AFP via Getty Images
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FIGURE 18 Organizational diagram of interface between the clear and dark web in the West.

The CIS communities online have mostly structured their commerce around general-
purpose forum software, rather than eBay-style marketplaces. Instead of the marketplace
functioning as a single broker for transactions and disputes, senior forum members act as
‘guarantors’ when brokering transactions between junior members. This structure offers
a reduced technical barrier to entry and an ability to delegate brokering to trusted forum
members for flexible fees rather than fully centralizing commerce responsibility. (However,
this decentralized structure allows for differing commerce rules and types within the
same platform,?®> and also enables a single vendor to impersonate multiple vendors, in
effect allowing a forum administrator to create a purportedly ‘open’ marketplace that they
actually fully control.)
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Example of a ‘verification’ photo, showing proof of holding the product at a specific date. Photo: Onion Gun Forum

CIS forums also do not use established entry portals in the same way, but use similar
guiding principles of using a reliable entry point on the clearnet (such as an internet forum)
and finding a sufficiently legitimate web of trust.

Connected to the creation of trust is the trend of increasing regulation of mainstream
dark web commerce over time. Early darknet regulation was initially limited to the pro-
hibition of sales of child abuse images and spamming. However, as services such as
assassination-for-hire and weapons sales started gaining a reputation for being either scams
or law enforcement operations,?** community feedback created pressure on markets and
forums to forbid such services too. By 2015, the dominant darknet market at the time (Agora)
became the first to ban the sale of weapons and poisons, a trend most darknet markets
followed.?®” This self-regulatory process has led to a stable overall market for drugs and
fraud, albeit punctuated by regular law enforcement shutdown actions and other disruptions.

Communities themselves - such as dominant English-language darknet drug forum ‘Dread’
- are averse to allowing discussion of mostly disproven scam services involving weapons in
order to both protect their own users and to avoid drawing the attention of law enforcement
agencies focused on firearms and terrorism, and thus limiting their exposure to drug and
fraud task forces.

CIS forums have more often allowed small-scale weapons dealing between forum users, so
long as they provide proof of product to prevent scams. In order for a vendor to prove they
actually hold stock, norms have been established around posting a customized message on
a piece of paper along with the product.
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Yet despite these efforts at self-regulation, demand for weapons on the dark web clearly
persists, although organized crime is not a serious customer. The demographics of those
arrested for hiring a hitman or ordering a gun consistently shows them to be relatively
unremarkable individuals without any relationship to established criminal networks,
whose turn to violence has been motivated by domestic or business concerns.?3® Chris
Monteiro's ongoing investigation into murder-for-hire sites demonstrates how customers
often start out by seeking to buy a gun, but are then up-sold into ordering a murder.?*”
There is also a small but persistent demand for weapons from individuals interested in
becoming hitmen themselves.?*® That said, this market is also fraught with scams. The
demand for violence is large, but not many people are selling either the hardware or

services, creating an opening for scammers, who (unlike the dark web market for drugs)

can operate with relative impunity.

Telegram: a challenge to the dark web?

The rise of Telegram in Ukraine and Russia may offer another avenue for arms traffickers
seeking to sell weapons. As mentioned, the preference in CIS countries for forum structures
with guarantors brings increased administrative overheads and commission compared to
Western eBay-style darknet markets. As such, many commodity transactions around drugs
and fraud data have shifted in recent years to the encrypted chat platform Telegram, which

allows vendors to avoid using brokers or paying commission.

Telegram channels offering drugs can be seen spraypainted around cities in Ukraine and
the CIS states, bypassing issues of establishing legitimacy online.?** As in the West (where
encrypted messengers are also used for drug sales), dedicated ‘bots’ are utilized to negotiate
product, price, payment and locations, negating the need for sophisticated centralized soft-

ware and servers on the darknet.?#?

As yet, the extent to which weapons from the conflict in Ukraine are being sold on Telegram
has not been determined - unlike drugs, there are no open channels in Ukraine selling weap-
ons on Telegram. Sales, if they are taking place, will be person to person, using Telegram as
a messaging service. But given the scale of arms trafficking revealed using the Encrochat
application - more than 900 weapons were seized in related operations - the potential for

criminal business using the platform is significant.?*3

THE DARK WEB
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Weapons from the conflict: a scammer’s market

Despite the many stories of weapons from the conflict
appearing for sale on the dark web, the actual scale of
darknet sales from and in Ukraine remains small. On
the domestic front, there appears to be a relatively
high risk of encountering law enforcement operations
and making very little profit on the transactions. With
regard to exporting small quantities of guns to the rest

ATTRIBUTE

Discoverability Scores of sites readily available

of Europe, pan-European surveillance of such materials,
as well as strong investigations and prosecutions, has
rendered this export trade highly unprofitable.

Again, analysis of the phenomenon must take into
account the geographic division in the dark web
between East and West, which reveals very different
characteristics.

SCAMMING MARKETPLACES FUNCTIONING MARKETPLACES

Sites mostly limited to Commonwealth of

Site structure

through darknet search engines in English

Structured as a commerce site or market,
streamlined purchase and payment

Vendors One per market

Branding Mostly faceless, generic branding
Photos Stock photos

Stock Comprehensive, any weapon you might

Communications

wish for

Website forms, email

Reputation Self-serving testimonials

Shipping Worldwide, almost without exception
Price Competitive with US legal retail prices
Payment Cryptocurrency, often to fixed addresses

Personal information

exposure

Software

Often email address

Flat websites, off the shelf CMS and
e-commerce software

Independent States forums in Russian.
Word of mouth on and offline advertising

Structured as forums. Bespoke negotiations
needed for each purchase

Multiple branded vendors per market
Named users with individual reputations
Photos with verification paper

Limited based on conversion availability

Forums, encrypted messengers

Linked in and out of a web of trust,
individual vendor reputation

Highly geographically limited.
Dead drop exchanges required

Over 2x that of legal retail. A darknet Glock,
for example, retailed at US$3 500, versus
US$1 500 legal price (where available)

Cryptocurrency (Bitcoin or Monero discount),
addresses not advertised

Minimal

Forums

FIGURE 19 Key differences between scamming and functioning marketplaces on the dark web.
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In simple terms, the openly advertised market in the
West is a scammer’s market, offering everything and
delivering nothing. Using popular darknet search engine
ahami.fi, a search was performed for the keyword ‘gun’,
which returned 417 sites, of which the top 50 were
downloaded for later offline integrity checking and anal-
ysis. This method simulated a person of an average level
of knowledge and sophistication searching the darknet.

Many of the top 50 English-language sites used generic
names such as ‘Gun Market’, ‘Gun City’ or ‘Black Market
Guns’, and positioned themselves as dedicated weapons
‘vendor shops’, selling a large range of popular guns, with
stock on individual sites ranging from 10 guns to almost
300. A small number of the sites positioned themselves
as ‘full’ darknet markets also selling drugs and fraud ser-
vices. Only one site claimed to sell 3D-printed guns, and
none offered explosives.

The construction of the sites themselves was mostly
achieved using a commodity content management soft-
ware such as Wordpress or other generic e-commerce
tools - an unusual aspect that indicates that the admin-
istrators prioritized ease of use over sophisticated func-
tionality or security. The small sites used flat website
configurations. Despite the sensitivity of the products
offered, there was a surprising diversity of communi-
cation options: alongside secure email providers such
as Protonmail and ‘darknet email’ (dnmx.com)?** and
Telegram, other communication options included Gmail
and even website contact forms. Nearly all websites
offered prices in US dollars. Only one had listings in
euros, despite multiple websites claiming to be located in
Europe (although half the sites provided no information
about where they were located).

Crucially, none of the websites demonstrated their posi-
tion within any web of trust. In addition, none of the
sites employed a multiple vendor and broker system
as in functional darknet markets, claiming instead to
manage stock and shipping centrally. In the context
of the dark web, this lack of a feedback loop that can
verify a site's reputation is strong evidence that the sites
are scams.?® In sum, all of the websites analyzed were

Trends: a limited market

As of 2023, the stable drug and fraud trade on the dark
web and Telegram has mostly not involved itself with
the small retail arms market. Like with English-language
markets, they should be intermittently monitored by
trained specialists in case this situation evolves. This

assessed as fraudulent and run either by scammers or
law enforcement.

In contrast to the advertised English-language websites,
with their seemingly unlimited product selections, inter-
national shipping and constant stock, the real market for
guns on Russian-language websites is quite different.
Vendors are open about the fact they are selling recon-
verted weapons with limited stocks and are limited in the
geographies where they will deliver by dead drop, such
as near Moscow. In the course of years of monitoring the
dark web in Ukraine, the anonymous co-investigator of
this section had never seen equipment such as optics,
anti-aircraft weapons and spare parts available for sale
on Russian-language dark web markets. Offerings were
limited to small amounts of ammunition, mining explo-
sives and suppressors.

This trend was borne out by the results of the inves-
tigation, in which the only search result that seemed
legitimate and was independently identified by both
researchers in the course of this investigation was a
Russian-language gun forum, ‘Onion Gun’. Entirely sepa-
rate from the English-language sites, the site has both a
clearnet (.com) address and darknet (.onion) address. The
domain has been registered for almost 18 months, but its
hosting location is hidden behind the Cloudflare security
service. The site is probably using either so-called ‘bullet-
proof’ hosting (which allows illicit activities and resists
takedown orders from law enforcement), or at the very
least is hosted in a CIS-allied state. The forum itself uses
the open-source Simple Machines Forum software.

On the site a very small number of ‘vendors’ are recon-
verting decommissioned handguns (or converting blank
and gas guns) to enable them to fire live ammo and selling
them. These are both Russian- and Western-made hand-
guns and long guns. This limited retail market appears
to be restricted both in geography and supply. While
the delivery method can be agreed between buyer and
seller, it is believed the most common method is deliver-
ing products through a dead drop so as to avoid potential
encounters from law enforcement or discovery using the
postal system.

would be focused on keeping abreast of the darknet
webs of trust. Due to the technical barriers, evolving
web of trust and dynamic appearance and disappearance
of markets, forums and vendors, such high-level monitor-
ing does not yet lend itself to high levels of automation.
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The trajectory of the war in Ukraine will determine whether arms trafficking becomes a

significant area of concern in the future. © Jose Colon/Anadolu via Getty Images



he Arms Monitor has not detected any confirmed instances of arms traf-

ficking of weapons out of Ukraine, but it has identified the structural con-

ditions of how weapons are circulating within Ukraine, and the market
conditions required for weapons from Ukraine to become more attractive to criminal
buyers in western Europe.

This is a highly changeable situation that will be closely linked to the trajectory of the
war. The sudden Russian retreat in late 2022 left a huge arsenal of trophy weapons in
deoccupied Ukraine; future changes in the front line may have similarly transformative
effects, as may any number of other military developments. A pause in the fighting may
reduce the hunger for weapons at the front line and so cause more seepage into Ukrainian
society or further afield. Worsening economic prospects may similarly see more people
sell acquired weapons for hard cash. On the other hand, legislative and political changes,
such as a dedicated law on weapons or a path to legally register trophy weapons, may
help restrict the circulation of illegal weapons in the country.

The Monitor will continue to track developments in Ukraine and its European
neighbourhood, harnessing its existing network and expanding its work in key potential
transit countries such as Poland and Hungary. It will also research developments to the
east of the conflict in Russia, the Caucasus and further afield, where the flow of illegal
weapons is already significant, judging from early indicators, such as the rise in gun-related
violence in regions of Russia bordering occupied Ukraine.?*®

Providing in-depth, granular coverage of trends in this sphere, the Monitor intends
to bolster and expand its capacity to provide an early-warning system of emerging
arms-related risks, but it also will continue to investigate how these weapons contribute
to the protection and aggression of illicit networks across local contexts. Understanding
the motivations and requirements of criminal actors, as well as the practicalities of how
weapons are moving, will be essential to shed more light on this niche and shadowy
illicit business.

CONCLUSION
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While the conflict in Ukraine represents a serious arms trafficking risk facing Europe, it

is by no means the only one. The EU has many different illicit firearms markets, with no
shortage of choice for criminals. © Andrew Kravchenko/Bloomberg via Getty Images



Black market prices in Ukraine collected by the
Observatory and open source, mid-2023 to early 2024

WEAPON BLACK MARKET PRICE

Makarov pistol Kyiv region: UAH15 000 (December 2023); US$300-500 (with two clips; January 2024)
Odesa: US$400 (80th Brigade soldier attempt to sell, September 2023)
Unspecified: US$400 (with two magazines; May 2023)

RGD-5 grenade Kyiv region: US$50 (December 2023); US$50 (January 2024)
Mykolaiv: UAH150 (December 2023)

AK-47 Odesa: US$1 000 (December 2023); US$1 200 (with two cartridges, September 2023);
US$1 500 (with two magazines; January 2024)

Mykolaiv: US$800 (December 2023); US$1 500 (trophy, new, with ammo; December 2023)

Dnipro (attempt to sell): US$1 500 (December 2023); US$1 000-1 2000
(with two magazines; January 2024)

Kyiv: US$1 500 (with two magazines; January 2024)
Kharkiv: US$500-US$700 (with two magazines; wholesale price for 10+ weapons;

January 2024)
AK-74U (AKSU) Kyiv: UAH56 800 (with two magazines and 60 cartridges; September 2024)
Grenades Odesa: UAH300 (December 2023); US$50 (September 2023); UAH800 (January 2024)

Mykolaiv: UAH600 (January 2024)
Dnipro: US$30 (January 2024)

F1 grenade Kyiv: US$30 (September 2023)
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WEAPON BLACK MARKET PRICE

AK-12 Kyiv: US$2 000 (December 2023) Dnipropetrovsk: UAH60 000/approx. US$1 500
(September 2023)%+

- ol adlf _
AK-12 carbine for sale Dnipropetrovsk, UAH60 000

AK-19 Kyiv: US$2 000 (December 2023)

Serdukov pistol Kyiv: US$1 500 (new; December 2023)

PKM Mykolaiv: US$1 500 (bullets included; December 2023)
Glock (3rd generation) Dnipro: US$1 000 (old; December 2023)

Glock 17 Odesa: US$1 000 (September 2023)

Unspecified: start from UAH24 000 (May 2023)

CzH 75 Kyiv: US$1 500 (September 2023)
Dnipro: US$1 500 (January 2024)

RShG-2 grenade launcher  Kherson: UAH14 500/approx. €365 (September 2023)%8

: ‘_.

Grenade launcher for sale in Kherson, UAH14 500

liga anti-aircraft system Kherson: UAH115 000/approx. €2 900 (September 2023)%#

SVD Russian trophy Kharkiv: US$1 200 (September 2023)

sniper rifle

VAL (Russian special Kharkiv: US$2 000 (September 2023)

forces assault rifle)

Stechkin Unspecified: US$600 (one magazine; May 2023)
Wz.88 Tantal AK74 Unspecified: UAH37 000 (May 2023)

Modernized (5.45x39)

Romarm 7.62x39 Unspecified: UAH35 000 (May 2023)

APS Unspecified: US$550 (with two magazines; May 2023)
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time.com/how-europes-terrorists-get-their-guns/.

2 National Ballistics Intelligence Service - West Midlands
Police, Antique firearms, November 2017, https://
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sofiaglobe.com/2023/04/03/in-operation-led-by-roma-
nia-and-bulgaria-22-firearms-traffickers-arrested/.
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hotspots of Western Balkan Organized Crime, GI-TOC,
July 2020, https://globalinitiative.net/analysis/transna-
tional-tentacles-wbé/.

Interview with Fatjon Softa, security expert in Tirana,
Albania, December 2023.

Turkish Ministry of Interior, Amendments have been
made to the Regulation No. 5729 on Weapons Capable
of Firing Sound and Gas Cartridges, press release,

17 December 2019, https://www.egm.gov.tr/5729-sayi-
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North Macedonia, December 2023.
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The WB6 countries are Albania, Bosnia and
Herzegovina, Kosovo, North Macedonia, Montenegro
and Serbia.

Interview with Eugen Beci, former prosecutor. This
view was corroborated by a Serbian criminologist,

who asserted that there was no organized criminal
group in Serbia that specialized in arms smuggling,
although there is one case pending of a group involved
in procuring weapons, ammunition and high-powered
explosive devices from Tuzla in Bosnia and Herzegovina.
The Serbian Prosecutor’s Office for Organized Crime,
announced that they were charging Milan Radoici¢ with
procuring weapons, ammunition and high-powered
explosive devices from Tuzla in Bosnia and Herzegovina,
which were delivered to him in Belgrade and then
transferred and stored in Kosovo. Interview with Dusan
Stankovi¢, criminologist and former police officer,
December 2023, Belgrade, Serbia; see also Extradition
to Kosovo of monastery attack suspect ‘impossible’,
Serbian FM says, Radio Free Europe, 13 December
2023, https://www.rferl.org/a/kosovo-serbia-ra-
doicic-extradition-impossible/32729208.html.

Several instances of criminals smuggling weapons into
Western European countries were recorded, as well

as several police actions that prevented this type of
smuggling. According to data from interview with an
active member of the BiH Investigation and Protection
Agency (SIPA BiH) in Mostar, 1 January 2024;
interview with former member of an organized criminal
group in Trebinje, 3 January 2024; and interview with
active member of the Sarajevo Canton Ministry of
Interior, Sarajevo, 8 January 2024.

Interview with the GI-TOC Kosovo expert for arms
trafficking, December 2023. This view was supported
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