CENTER FOR GLOBAL
THE STUDY OF INITIATIVE
DEMOCRACY GAINS SNATIONAL

CSv

ORGANIZED CRIME

FUEL TO
THE FIRE

IMPACT OF THE UKRAINE WAR
ON FUEL SMUGGLING IN
SOUTH EASTERN EUROPE

Sasa Dordevic¢
AUGUST 2023



ACKNOWLEDGEMENTS

This research report is an output of the Global Initiative Against
Transnational Organized Crime (GI-TOC)'s Observatory of lllicit Economies
in South Eastern Europe in collaboration with the Center for the Study

of Democracy.

The report is based on qualitative data and analysis collected through
24 interviews with individuals from law enforcement, the petroleum
industry, media, energy market expert community, civil society, water
security and international organizations. | would like to thank our
interview partners for their valuable insights and contributions.

Thanks also to colleagues who helped with data collection and preparing
interviews for this report: Aida Malaj and Fatjona Mejdini in Albania,

Anesa Agovic in Bosnia and Herzegovina, Atanas Rusev and Tihomir Bezlov
in Bulgaria, Dardan Kocani in Kosovo, Almedina Dodic¢ in Montenegro,
Aleksandar Srbinovski and Trpe Stojanovski in North Macedonia, and
Slobodan Copic in Serbia. Special thanks to Atanas Rusev, Fatjona Mejdini,
Slobodan Copi¢ and Tihomir Bezlov for their helpful comments in preparing
the report. | am also grateful for the valuable suggestions received from
other GI-TOC staff members.

This report was produced with the financial support of the UK’s Conflict,
Stability and Security Fund. Its contents are the sole responsibility of the
GI-TOC and do not necessarily reflect the views of the United Kingdom.

ABOUT THE AUTHOR

Sasa Dordevic is a field coordinator at the GI-TOC, researching organized
crime and supporting civil society in Serbia and Montenegro. He is
currently a PhD candidate at the Faculty of Criminal Justice and

Security in Slovenia.

== UK Government

© 2023 Global Initiative Against Transnational Organized Crime.
All rights reserved.

No part of this publication may be reproduced or transmitted
in any form or by any means without permission in writing from
the Global Initiative.

Cover photograph: Loading of an oil tanker at the Black Sea port
of Novorossiysk. © Igor Grochev/Shutterstock

Cover design: EIné Potgieter
Design and layout: Ink Design Publishing Solutions, Cape Town

Please direct inquiries to:

The Global Initiative Against Transnational Organized Crime
Avenue de France 23

Geneva, CH-1202

Switzerland

www.globalinitiative.net




CONTENTS

Executive summary 2
MEENOUOIOEY ... e e ettt ettt ettt ettt te et et e ettt e et eeae et ete e enne 4
SRAAOWS Of th@ PAST ... sss s s sm s ss s s s sssnsesssssnsesssssaseneos 5
Diesel Boys and the freedom of SMUSEIING.........ccooooiiiiiieeeee e e 5
TE 1ESSONS Of NISTOIY ... e ettt ettt e e et e et e e e et eeae e e e e eteeeraeeereeanae e 6
Darkness of the present 11
Old habits i€ NArd.............oooiiiiieeeeeeeeee e ettt ettt ae et et e aeeaeens 12
Trafficking routes and Critical NOTSPOLS .........c.oiiiiiee e s 13
Criminal actors involved in fuel SMUESEIING ..........c..ooiiiiii e 23
CONCIUSION.........oooo ettt st e ssse s s s ss e A ss eSS R eA Rt e bt st e0n 24




EXECUTIVE SUMMARY

uel smuggling is the illegal transport, sale or purchase of petroleum products such as crude oil,
petrol, diesel and other refined petroleum products. It has been a persistent illicit trade in the
Balkans for over three decades. In 2022, police and customs of the seven Balkan countries
seized more than 3 000 tonnes of illegal fuel, with a retail value of €4.3 million - almost four times
more than the value of fuel seized in all of 2021.1 Fuels are goods subject to high excise and customs
duties that smugglers try to avoid paying. Alternatively, smugglers seek to profit by evading embar-
goes on oil imports and exports. From this perspective, the Balkan countries’ public funds lost at least

€1.2 million in 2022 as a result of fuel smuggling.?

However, relying solely on seizure data to evaluate the illicit fuel market may lead to misleading
conclusions because of law enforcement’s inherent challenge in substantiating the unlawful
provenance of fuel.® This discrepancy becomes more apparent when considering the estimated scale of
theissue. In Bulgariaalone, forexample, the projected value of illegal fuel in 2019 reached approximately
€0.5 billion, resulting in significant budget losses of €250 million.*

In the wake of the Russian invasion of Ukraine and the Libyan electoral crisis, both of which involved
major oil-producing countries,” the UN extended measures to combat illicit petroleum exports from
Libya in July 2022.° The EU also imposed bans on Russian oil in December 2022 and again in February
2023, as part of its response to the war in Ukraine.” At the same time, the Balkans became the focus

for licit and illicit fuel manoeuvres.

Bulgaria and Croatia received a temporary exemption from the EU embargo in December 2022,
enabling these countries to import Russian crude oil. Romania’s Qil Terminal reportedly intermediates the
transfer of Russian fuels to Ukraine.” In September 2022, Albanian police arrested four Libyan nationals
over the smuggling of diesel;* in February 2023, they blocked a Liberian-flagged ship carrying 22 500
tonnes of suspected Russian oil.* And in March 2023, on the Danube River, at the Serbian-Romanian
border, customs seized 12 650 litres of illicit oil while checking an Austrian-registered ship with a

seven-member Ukrainian crew.'? As crises start, evading the legal trade in oil begins.



Bulgaria has begun work on a gas pipeline to neighbouring Serbia to reduce dependence on Russian flows.
© Oliver Bunic/Bloomberg via Getty Images

Embargos against Russia and Libya drew attention to illicit fuel flows in the 1990s, relating to
sanctions affecting the Federal Republic of Yugoslavia, consisting of Serbia and Montenegro.'® When
the UN embargo was in force between 1992 and 1995, Bulgaria, Romania and Albania were major
sources of illicit oil to the former Yugoslavia. After NATO began bombing the former Yugoslavia in
1999, a consequence of the new crisis in Kosovo, the US and EU again banned the export of oil to
the country. However, after being filled with oil in Ukrainian ports, barges were able to cross the
Black Sea, making their way through Bulgaria and Romania to the Danube River in Serbia. The ruling
power in Serbia used black funds in Cyprus bank accounts that had been held from the time of earlier

sanctions to pay for oil.*#

Parallels drawn between the conflicts in the former Yugoslavia and those currently playing out
in Ukraine and Libya provide valuable insights here, but caution must be exercised so as to avoid
perceived similarities where none exist. Despite the shared need for oil to sustain both the economy
and military efforts, resulting in price surges, it is important to recognize the different dynamics at
play given the specific contexts. The former Yugoslavia and Ukraine served as final destinations,
while Russia and Libya operate as exit points. Furthermore, smuggling in the former Yugoslavia and
in Ukraine was and is demand-driven, whereas the Russian and Libyan contexts are supply-driven.'®
Nonetheless, leveraging the lessons learned from familiar conflict backgrounds, such as the former

Yugoslavia, can aid in identifying strategies to prevent the repetition of past mistakes in new conflicts.



This report analyzes the mechanisms of fuel smuggling during times of crisis and instability in the
Balkans, considering both internal and external factors that contribute to the overall landscape. It
identifies lessons learned from fuel smuggling in the early 1990s and then moves to explain the
evolution of this activity with reference to trafficking methods, actors and routes through to 2022.
The report also identifies countries in the Balkans at particular risk from fuel smuggling, as well as
hotspots that allow illicit trade, particularly on rivers and seas. The report, furthermore, assesses the
typical profile of criminal actors active in fuel smuggling. The research is limited to cross-border fuel

smuggling operations rather than illegal distribution within a specific country.

Methodology

The data collection process for this analysis included desk research - a review of existing media
accounts, the literature and specific reports on fuel smuggling. It also involved collecting data from
police and customs authorities in the region about petroleum product seizures between 2019 and
2022. This data includes the type, amount and geographic location of seized fuel. Trade authorities

were also questioned about the import and export of petroleum products during the same period.

In the latter phase of data collection, the research team conducted 24 semi-structured interviews
based on a questionnaire with key stakeholders (members of law enforcement, the petroleum
industry, the media, the energy market expert community, civil society, water security authorities
and international organizations) in Albania, Bosnia and Herzegovina, Bulgaria, Kosovo, Montenegro,
North Macedonia and Serbia. A field visit to critical smuggling points on the Danube River in Serbia

was also carried out.



SHADOWS OF THE PAST

n November 1994, four young men wearing tracksuits, jackets and hats gathered on a cold street in
Belgrade, Serbia. Their cars carried plastic containers filled with pale yellow liquid - fuel mixed with
unknown substances, smuggled from Romania, Bulgaria and Albania. Amid rampant inflation, the
young men engaged in illicit trade, discussing transactions in Deutsche marks (DM) rather than their
devalued national currency. On nearby corners, older women sold illegal cigarettes. Meanwhile, the
police were notably scarce. This is a typical portrayal of Serbia during the economic crisis of the early
1990s that followed the breakdown of the Socialist Federal Republic of Yugoslavia.*® Fuel smuggling
during this time was not limited to Serbia, however, but rather a region-wide problem. This section
delves into fuel smuggling in the Balkans during the 1990s and highlights some of the lessons learned

from analyzing this illicit activity.

Diesel Boys and the freedom of smuggling

Instability and crises typically generate new illicit markets and are characterized by the emergence of
criminal actors. The illegal fuel trade was permitted without legal consequences given the economic
circumstances and turbulent socio-political environment of the early 1990s in the Balkans. This
situation was exacerbated by armed conflict in the region, however.’” The freedom to smuggle was
guaranteed by informality and endorsed by governments and political players. A youth subculture
- known as Dizelasi (‘Diesel Boys') - also emerged.’® This term is a slang expression that surfaced
during the economic turmoil of the period, with the establishment of gang traders who quickly became
extremely wealthy.'? Although their name derives from the brand Diesel, known for its denim clothing,

some Dizelasi were also involved in the smuggling of diesel fuel.

It is important to note that the fuel crises in the Balkans, especially in the former Yugoslavia, started
in the 1980s, before the wars. This framed fuel smuggling, which has persisted to varying degrees
since then. In one respect, the crisis began when the foreign exchange of Serbian dinars with other
countries collapsed; financial institutions were unable to meet their turnover in US dollars.?° As a
result, the Yugoslav population suffered fuel limitations of 40 litres per car per month, with car usage
restricted to every other day.?* In other words, fuel smuggling started in the 1980s and then flourished
during the wars of the 1990s.%?



Media reporting in Serbia has connected Marko Milosevic (seen here), the son of former president of
Serbia and Yugoslavia Slobodan Milosevi¢, to the illicit fuel trade. © Robin Utrecht/AFP via Getty Images

From 1992 to 1995, with the former Yugoslavia under UN embargo, fuel smugglers earned up to
US$725 daily by maintaining illicit flows from Romania to Serbia operating on the Danube River.2
Fuel trafficking from Albania to Serbia reached nearly 1 million litres a day.?* Macedonian companies
also smuggled fuel from Greece to Serbia.?® In all, thousands of local people were involved in the illicit

fuel business. During this period, Balkan criminals started to cooperate internationally.

During the 1990s, fuel smuggling heavily relied on corruption and the protection provided by
politically influential individuals.?® Notably, in 1998, there were accusations that the government
of former Romanian President lon Iliescu had been involved in smuggling fuel to Serbia through an
underground pipeline in 1992 and 1993.2” Paramilitary units also engaged in fuel smuggling, and their
success depended on the support and safeguarding they received from political connections.?® In 1999,
The New York Times referred to these fuel smugglers with government ties as the ‘Milosevic
generation’,?” making a reference to Slobodan MiloSevi¢, who served as the president of Serbia and
Yugoslavia from 1991 to 2000. Serbian media reporting has connected his son, Marko Milosevi¢,
with the illicit trade in fuel, among other things.®° Payments for oil derivatives were handled using
suitcases filled with cash, ensuring a secretive and hard-to-trace operation that made it difficult
to prove any political involvement. Access to the illicit fuel business was restricted to those with

political links, operating within a tightly knit circle of actors.®!

The lessons of history

Transnational organized crime: Framing the new criminal elite

The illicit trade in oil and other petroleum products during the 1990s in the Balkans was planned,
coordinated and executed by individuals, organized groups and networks operating across the national
borders of Serbia and Montenegro, and neighbouring countries, including North Macedonia, Romania,
Bulgaria and Albania. Criminals were primarily motivated by financial gain. They thrived on cross-border
networking and collaboration, forming alliances, partnerships and connections with other criminal
organizations and legitimate businesses to expand their operations, evade law enforcement and

maximize their reach.



An expert on fuel trade from the petroleum industry in Serbia, consulted for this report, explained that
material interest brought criminals from neighbouring countries together, creating a strong bond between
them, which had not been there previously. According to him, ‘When their [smugglers’] interest in profit
persisted over national tensions, all obstacles for illicit trade were easily overcome - and even disappeared
- since this was bad for business.”®? At the start of this illicit trade, in the early 1990s, fuel smuggling
attracted little attention as the actors were merely local fishermen from Romania and Serbia. Over time,
however, the number of smugglers and the amount of trafficked fuel increased, ranging from hundreds to

several thousands of litres per day.%®

In the 1990s, fuel smuggling deals were primarily, if not entirely, based on oral agreements between criminal
partners.® Cash was most frequently used for payments, to avoid smugglers’ transactions being traced
through banks.?> However, the exception here was the millions of dollars laundered through bank accounts and
companies based in Cyprus.®¢ Subsequently, the Central Bank of Cyprus has said that it would not have been
possible for the authorities to know this was taking place at the time.®” Secrecy, nevertheless, was a hallmark

of smugglers’ transactions, and they used various corrupt methods in the pursuit of their illegal business.%®

The result was illicit market diversification. Newly established criminals adapted and extended their activities
to exploit new opportunities and minimize risks. They were flexible and shifted focus between different illicit
markets, adapting to changes in demand, law enforcement efforts and economic conditions. As a senior
retired police officer from North Macedonia clarified in an interview for this report, fuel smuggling framed
a new criminal elite - the tycoons who privatized state-owned companies, maintaining close relationships
with political parties and entrepreneurs. These elites used illicit capital, facilities and networks already gained

and established in their local areas to start new businesses, with not all of these being necessarily illegal.®?

The case of Serbia’s ‘Oil Mafia’

The ‘Oil Mafia’ was a criminal organization operating in Serbia that was engaged in fuel smuggling between
2000 and 2007. Led by Misa Stojanovi¢, the owner of Protekta company, the group consisted of at least
16 members from various sectors. The tax police first filed complaints against Stojanovi¢ in 2003, but the
investigation into the case indicated he managed to avoid prosecution with assistance from Slavko Pavlovic,

an official from the tax administration.*®

During the investigation, it came to light that Pavlovi¢ had provided Stojanovi¢ with insider information
and advice on evading taxes. The organization smuggled low-octane oil derivatives from Greece, using
falsified documents and bribing customs officers. The fuel was then transported to Zemun, in Belgrade, for
processing and distribution to the private gas company Knez Petrol. The entire scheme involved fraudulent
reports, payments and money laundering through various companies, allowing Stojanovi¢ to accumulate

significant profits through tax evasion.*

In October 2016, following a nine-year trial, a Belgrade court collectively sentenced more than 10
members of the Serbian ‘Oil Mafia’ to a total of over 30 years in prison.*> Some of these individuals
had been involved in fuel smuggling during the 1990s and had continued their activities independently of
Stojanovi¢. Notably, the owner of one of the accused companies was also allegedly involved in exporting
large quantities of illicit oil and derivatives from Serbia to Kosovo in 2008, worth €22.4 million. By 2010,

the company'’s illicit turnover had increased to €31.7 million.*3 [ |




lllicit fuel flows enabled by corruption and political protection

Corruption was an enabler and push factor facilitating and perpetuating the illegal fuel trade in the
Balkans throughout the 1990s. It permeated government institutions, companies, state security, police
and customs. Fuel produced, for example, in the only refinery in North Macedonia was escorted to
Serbia under police protection.** And in Albania, between 1992 and 1995, the political party in power
created and managed a trading company that allegedly allowed fuel to be smuggled to Montenegro.*
The private sector then exploited these circumstances further, which led to fuel smuggling seemingly
taking place without punishment.*¢ Profits were enormous: a 210-litre barrel of oil could be bought for
DM160-DM190 in Albania and sold for DM300-DM340 in Montenegro, depending on the quality.*

During the sanctions era (1992-1995), fuel smuggling into the former Yugoslavia occurred through
three illicit flows facilitated by corruption and political protection. The first involved Montenegrin
criminals operating across Skadar Lake, transporting barrels of oil from Albania to Montenegro, with
fuel being distributed to Serbia, Bosnia and Herzegovina, and Croatia. The second flow relied on
partnerships between state security, criminal organizations and corrupt officials issuing licences for
oil imports. The third flow involved Serbian political elites exchanging Serbian grain for oil in Russia,

with transportation taking place using ships on the Danube River and across the Black Sea.*®
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FIGURE 1 Fuel smuggling flows in the Balkans in the 1990s.

SOURCE: Center for the Study of Democracy



The role of the private sector in fuel smuggling

A retired state security officer, interviewed for this report, explained that finding oil and
petroleum products in Serbia and Montenegro under sanctions was a priority for the
authorities. One of the largest companies dealing with export and import globally, with
thousands of employees and good connections with state security, became vital as an
intermediary in these transactions. At the same time, there was still room for several private firms
to be involved. However, obtaining fuel quickly exceeded the Yugoslavian Central Bank'’s legal and
payment thresholds. Namely, the company concerned imported oil from abroad for cash and sold it to
the largest distributor in Serbia and Montenegro at higher prices. These earnings were not recorded
but were shared by tycoons close to the then-ruling parties. The fuel payments were initially made
through a company in the UK, and then quickly transferred to Cyprus, where banks kept the money
until the start of the Kosovo War in 1999.

Another example concerns Bulgaria, which emerged during this period as a significant hub for
smuggled oil destined for the former Yugoslavia. Despite the embargo in place between 1992 and
1995, Bulgarian State Railways established a well-organized network of tanker wagons that were
used to transport large quantities of petroleum derivatives to Serbia. The fuel in question, intended
for fictitious companies in Bosnia and Herzegovina, and North Macedonia, ended up in Serbia.
Approximately 700 tanker wagons - equating to roughly 35 000 tonnes of petroleum derivatives -
passed through a single border railway station between June 1993 and February 1994. According to
a Bulgarian corruption reporting project, the Multigroup companies, including IPN Trade and Royals,
orchestrated these illicit deliveries. Active and former state security officials from both countries

played crucial roles in ensuring the smooth transit of such contraband shipments.*® ]

Porous borders and faster smuggling of fuel

Porous and yet-to-be-established borders in the Balkans in the early 1990s facilitated and significantly
encouraged the trafficking of fuel and other highly sought-after goods.”® Border controls were
insufficient, resulting from confused lines of authority and lack of accountability between the army,
police and customs. The army, for instance, physically protected the border while police were
responsible for inspecting people and goods at crossing points. The institutions of the army, police
and customs were uncoordinated.”® War-winning, instead of fighting crime, was the priority.>* ‘Even
if someone was caught committing a crime, it was difficult to sanction them,’ clarified a retired border
police officer from Serbia. The illicit trade at this time reveals the shortcomings of border control

standards and the inability to secure state lines.”®

Accessible routes and numerous unofficial or unmonitored entry points, such as in remote areas,
mountainous regions or on waterways, were created. Smugglers exploited these routes to transport
fuel. They used a variety of small boats, hidden trails and off-road vehicles to avoid detection by
the authorities.The route via Skadar Lake was one of the most infamous in the 1990s, with fuel
transported in makeshift boats and rafts overloaded with barrels, and even through underwater

pipelines. At the railway station near Skadar Lake, empty tanker cars were pushed through a tunnel across




the officially closed border between Albania and Montenegro. After a couple of hours, the smugglers
would return with fuel.>* A similar scenario played out at Silver Lake, between Serbia and Romania.>
Such illegal trades were often instrumental in financing armed groups, as well as in perpetuating other

types of criminal activity.>

Revenue loss and environmental pollution

Fuel smuggling represents a tripartite menace to the economy and environment - despite appearing,
to some, as one of the only ways to survive in times of crisis. From the immediate consequences arising
from the methods employed by illicit fuel traffickers to the far-reaching devastation that unfolds over
time, pernicious outcomes are that parts of governments with integrity grapple with substantial revenue
losses while others, less accountable, become incredibly wealthy. The resulting environmental degra-

dation is alarming, with market dynamics significantly distorted.

Serbia has not even recovered a fraction of the lost revenue that ‘disappeared’ to Cyprus during
the sanctions period. Despite the existence of media reporting, an investigation has yet to be
initiated. Instead, those involved in the nation’s largest theft have been allowed to launder their illegal
gains with impunity, further contributing to their burgeoning fortunes. Unofficial estimates suggest
that the total sum illicitly laundered and leaving the country between 1992 and 1995 ranges from
US$5 billion to US$11 billion.>”

Finally, smuggled fuel is often adulterated or of low quality, and may be mixed with hazardous substances
or diluted to increase profits. When this contaminated fuel is used, it can lead to increased emission of
pollutants, contributing to air pollution and otherwise deteriorating environmental quality. This, in turn,
can affect public health. Smuggling operations frequently involve the illegal tapping of pipelines, and the
unauthorized storage and transport of fuel. These activities create a significant risk of fuel spills, leakages
and accidents, leading to ecological damage and contamination of water bodies, soil and wildlife habitats.
The long-term consequences of such incidents can be severe. However, research on the environmental

impacts of fuel smuggling in the Balkans in the 1990s has not been conducted.

A familiar means of cargo transport, barges are used for fuel smuggling along the Danube River. Photo: GI-TOC
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DARKNESS OF THE PRESENT

[though the wars in the former Yugoslavia ended in 1999, fuel smuggling continued
to occur in the region on a smaller scale. During the period between 2000 and 2005,
smugglers installed a 5-kilometre pipeline to illegally transfer fuel in the security zone
between Kosovo and Montenegro. The zone was created in 1999 to prevent new hostilities between
the different parties in the area, but instead became renowned as a smugglers’ haven.>® In Kosovo, in
September 2010, five local people were arrested for fuel smuggling schemes involving NATO-led staff
from Ukraine.”” In March 2011, Albanian police arrested 11 officials connected to fuel smuggling.®°
And in the same vyear, in Serbia, customs seized over 60 tonnes of fuel and dismantled two larger

organized criminal groups.¢t

Different fuel prices across the Balkan countries have contributed to an increase in fuel smuggling
since 2010. In 2016, fuel in North Macedonia and Bosnia and Herzegovina was cheaper by up
to 40% per litre than in Serbia. This encouraged people from Serbia to tank fuel in neighbouring
countries and then sell it illegally at home. This illicit activity resulted in considerable reduc-
tions in trade at petrol stations in the border areas of the region - and lower revenues for the

country’s budget.®?

Fuel smuggling also became an illicit business with transnational crime ties beyond the Balkan
region. For example, the five-member crew of a Maltese tanker ship, including two Bulgarian
nationals, was arrested in Libya for the alleged smuggling of oil products.®® Similarly, criminals
from Albania and Montenegro have been found to be involved in fuel smuggling from Libya to
Malta through an Albanian company.®* And in July 2018, Serbian police apprehended Ukrainian

and Serbian citizens smuggling 575 tonnes of diesel from Croatia to Serbia.®>
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Smuggling and inter-ethnic cooperation

In 2011, investigators in Kosovo claimed that Serbs and Albanians in the north of the
country were working together to smuggle oil worth US$100 million a year. At the time, the total
volume of legal trade between Serbia and Kosovo was around €400 million.¢¢ In other words, the
fuel business was both lucrative and important for the country’s economy. Two people, in particu-
lar, were notorious in all of this: Serb Zvonko Veselinovi¢ and Albanian Mentor Beqiri, supposed
heads of the smuggling network concerned.®” Beqiri was arrested in 2006, 2007, 2009 and 2012
as a result of his involvement in the illicit oil trade.®® The US imposed sanctions against Veselinovié¢

in May 2021 in response to his dealings in illegal goods, money, drugs and weapons.*’ ]

Old habits die hard

Like the conflict in the former Yugoslavia, today’s crises have a significant bearing on the smuggling
of petroleum products in the Balkans. In February 2022, the war in Ukraine started. Meanwhile,
Libya has faced an uncertain electoral trajectory due to volatile political, economic and security
circumstances. Conflict in both countries has affected the wider embargo of oil derivates from
Russia and Libya.”® Disputes have resulted in the emergence of illegal exports as both Russia and
the conflicting parties in Libya actively seek means to generate revenue and fund their war aims.”* In
turn, the associated increased demand for fuel is contributing to the further development of illegal

markets for oil derivates, as well as providing opportunities for new speculative trading.

Although the regional fuel supply is relatively stable in the Balkans, the war in Ukraine has led to an
increase in fuel prices on the legal market. In response, governments in the region froze fuel prices.
Yet fuel smuggling is still taking place. In May 2022, for example, Serbian police arrested a ship
captain from Ukraine on the shore of the Danube River, seizing 12 tonnes of oil derivates.”> And in
September 2022, Albanian police in Durres arrested four Libyan nationals attempting to smuggle
2 275 tonnes of diesel.”® Overall, in 2022, police and customs authorities of the seven Balkan countries
seized more than 3 000 tonnes of illegal fuel, almost four times more than in 2021 (see Figure 2).
Nevertheless, when considering the overall legal fuel consumption across the Balkans, the quantities
of seized fuels remain relatively insignificant. For instance, in Serbia alone, the amount of seized fuels

in 2021 accounted for a mere fraction of the legal annual consumption of 2.6 million tonnes.”
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0% 50% 100%

Country

B Albania 0 2498
. Bosnia and Herzegovina 0 1.6
M Bulgaria 456 353
[T Kosovo 14.3 7.1
. Montenegro 0 3.1
. North Macedonia 24 18.8
B serbia 325 157

FIGURE 2 The minimum estimated amount of seized fuel, in tonnes, in the seven Balkan countries in 2021
and 2022.

SOURCE: Data received from police and customs authorities in the seven countries.”

Trafficking routes and critical hotspots

Danube flows

In June 2018, a ship that had been loaded with fuel at the Ukrainian port of Reni on the Danube River
headed to Serbia. After crossing the border between Serbia and Romania near Prahovo, the expected
route would take it northwards towards the town of Veliko Gradiste for the first border and customs
control point in Serbia.”® However, the ship deviated from this route, thus bypassing inspections.
With a distance of approximately 200 kilometres between Prahovo and Veliko Gradiste, this created
an opportunity for a potential smuggling operation to take place. A Serbian-flagged ship sailed to
meet the Ukrainian ship on the Danube River between Prahovo and Veliko Gradiste. Smugglers then
transferred oil from the one ship to the other before both vessels returned to their place of origin.”’
This illicit fuel cost less than €0.5 per litre and was to be sold without taxes, while the price for the
same fuel in Serbia was over €1 per litre. Profits are high given these transactions as the illicit flows

concerned are usually measured in tonnes.”®
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This is just one example of the kinds of smuggling flows that take place along the Danube, the
second largest river in Europe. Extending over 2 850 kilometres and connecting several countries in
Central and South Eastern Europe, the Danube lends itself to both licit and illicit fuel trade. In 2021,
1.7 million tonnes of petroleum products were transported along the Danube River between Hungary,
Slovakia, Croatia and Serbia.”” In addition, 26.1% of cargo loaded in the Austrian port of Vienna in
2021 comprised petroleum products;® this figure was 18.5% in Moldova,®! 13.4% in Serbia® and 6%
in Romania.?® In 2022, the Danube Commission, the body in charge of maintaining and improving
navigation on the river, concluded that the transportation of petroleum products on the Danube was

relatively stable, meaning that a consistent stream of fuel shipments were taking place along the river.8*

However, illegal flows are the counterpart to legal flows, with Bulgaria and Serbia being the two Balkan
countries most affected by fuel smuggling on the Danube River. In 2021 and 2022, customs in Ruse, a
Bulgarian city on the banks of the Danube, was responsible for the largest number of fuel seizures in
the country, compared to customs offices in other cities. Customs at Ruse undertook 35 fuel seizures
in 2021 and 39 in 2022, confiscating more than 74 tonnes of illicit petroleum products during that
period.®> At approximately the same time, Serbia’s three biggest fuel seizures since 2018 occurred on
ships that had sailed along the Danube River. In July 2018, Serbian police seized 575 tonnes of oil;
in August 2019, 200 tonnes of diesel; and in November 2021, 50 tonnes of petroleum products.8

Connectivity, transport mobility and the configuration of the riverbanks enable fuel smuggling on
the Danube River. Connected to an extensive network of canals, tributaries and other rivers, the
Danube allows for further navigation across the 19 countries that share the Danube River Basin.
With the Rhine-Main-Danube waterway axis of 3 505 kilometres, the Danube River connects the
port of Rotterdam in the North Sea with the port of Sulina in the Black Sea.?” The Danube River is
also crossed by 133 bridges,® enabling connectivity to a massive road infrastructure network. And
with many ferry crossings connecting to suitable access roads, the Danube’s catchment area provides

smugglers with a further means to pursue their illicit activities.®?

A river safety expert from Serbia with decades of working experience, interviewed during research
for this report, revealed how fuel smuggling on the Danube River in Serbia has been carried out
continuously for over 30 years. ‘Maybe it was more frequent in the 1990s, but it’s still done today,’
he remarked.”® Usually, smuggling is arranged in advance, in bulk and outside of Serbia - meaning
that the amount of fuel to be smuggled, meeting place, method of dispensing the fuel and the com-
munication between the smugglers and crew are all predetermined. Approximately 1-50 tonnes of

fuel are smuggled per trip, with the actual amount depending mainly on the size of the vessel used.

Serbiais a transit country as well as a destination country for illegal fuel. This is primarily due to higher
prices for fuel in Serbia than in other countries in the region. Fuel usually ends up with agricultural
manufacturers in Vojvodina in the Macva area and at petrol stations near the country’s borders.
Smuggled fuel usually originates from Moldova and Ukraine. It is transported via Romania and Hungary.
However, illegal traffic from Serbian sources has also been recorded. This is expected considering that
Serbia covers a fifth of its fuel needs from its own production, which is not an insignificant amount.”* In
most cases, Ukrainian, Romanian and Bulgarian ships are used for the smuggling of fuel, with Austrian
and Hungarian ships also having been noted as used in this illicit trade. The ships travel from Romania,

Ukraine, Croatia and Germany.”?

14



¥ U potand
GERMANY
\}‘Oe’ ) > ciECH REPUBLI? Ao, {/ UKRAINE
& /' HUNGARY 7 ooty T .
X P N »q”
Q ®subotica 1Sl S AUSTRIA 5 - ;"} 7
SWITZER: ) / N\I'QLDO{/A
(< Bezdan i B“/ 'Vs@,f,\,m ~/ ROMANIA J '_s‘”““i
2 ?CROATIA S
ITALY I T
BOSNIA /
2 AND HERZ. QSERBIA ( -
O=lisc Bogojevo Y S gucaria Black
L4 @ NG 2. KOSOVO Sea
: 3 (50
Cllliets \gajzka ’»?o N ’bb Zrenjanin @
odani @ & & QG @
@Plavna Q,'a& ‘Z%&S\Q;‘}i@\ >
CROATIA ‘ ; .. ‘Gardinovci
“hube ROMANIA
Belegis @)
Stari Banovci  \ Pancevo Stara Palanka -
2
Belgrade Lo B
[} D %, ,f:’e Drobeta-Turnu
4 ), e,
& 5 & & ;
4\0('@&‘ ’O Veliko 006@4;@9 . Severin
S E R B IA Ko @7% Gradiste L 2
Tuzla 3 L S, . Dobra ()
. e Z%.,¢ %
%/b % Donji @
% Milanovac
P\
T @
o
BOSNIA AND I\ Q@s&z@ °®
O
HERZEGOVINA 5 Kragujevac L Bregovo
0 70 km
' BULGARIA

FIGURE 3 Fuel smuggling hotspots along the Danube in Serbia.
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Areas noted for fuel smuggling are located along the Danube River on Serbia’s border with Romania

and Croatia. These are places where it is convenie

nt for ships to cross - in other words, where the

river is narrowest and calmest in its course. Other notable smuggling areas are located not that

far from settlements, and near border crossings w

here there are relatively good connecting roads,

including access roads to the border or river channels. Smuggling on the Danube River in Serbia is

also favoured as ships are only controlled in Novi Sad, after the border controls in Vukovar in Croatia

and Veliko Gradiste, when entering Serbia from Bulgaria and Romania. In total, there are almost 40

locations that are at risk regarding fuel smuggling a

passes through Serbia (see Figure 3).7°

long the 588 kilometres of the Danube River as it

Between 2018 and 2022, Serbian police seized 1 861 tonnes of petroleum products in 410 cases of fuel

smuggling (see Figure 4). In the biggest fuel seizure

- 575 tonnes of oil - in Serbia during this period,

police identified two Ukrainian and two Serbian citizens suspected of smuggling oil near Bogojevo on

board a ship from Croatia to Serbia.?* Customs offici

and the war in Ukraine have affected increased fuel

als in Serbia believe that the COVID-19 pandemic

smuggling on rivers, because fuel is lacking, prices

are rising and Ukrainian crews are on ships with smuggled 0il.”> An environment with an unstable fuel

market, when demand is usually higher, creates opportunities for smugglers to use the advantage that

the ship’s propellant is exempt from excise and thus
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fosters fuel smuggling and fraud.”
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Police officers
than large-sca
also transported on the Danube River.’” Typical smuggling methods recounted by the police involve
sailors selling small amounts of diesel to fishermen, who either use it themselves or resell it locally.
Fuel bought for €0.80 is later sold for €1.10-€1.40 per litre.”® Furthermore, according to customs

officers

for the divers

Over 90% of truck drivers se
This illegal trade occurs

in Ruse, cons

to in the case
given the huge number of trucks passing through the Ruse border point, the amounts of diverted fuel
are estimated to be substantial.*®® Truck drivers ordinarily know how much fuel they have left in their
vehicles having filled up their fuel tanks at duty-free petrol stations in Turkey. Then, prior to leaving

Bulgaria, they sell their surplus u
customs are consistently seizi

illicit trade

. For exa

in Ruse, Bulgaria, consu
le fuel smuggling cases,

Ited for this report, preferred to discuss small-scale rather
although they agreed that significant quantities of fuel are

iderable oil exports from Bulgaria to Ukraine have also created opportunities
ification of fuel smuggling, with tank truck drivers typically involved in this illicit trade.

Il on between 100 and 300 litres of the fuel they are carrying per trip.”?
in parking lots near the border point of Ruse. Prices are similar to those referred
of fishermen, above. The actors involved in this trade still need to be discovered, but

ntaxed fuel to trusted contacts in the country.’®* Consequently,

ng this fuel in the warehouses and yards of companies involved in this
mple, in July 2022, police confiscated 94 containers, filled with a combined total

1 800 litres of petroleum products, in a warehouse in Ruse. In another instance, 28 containers with
a combined total of 600 litres of fuel were seized in a forested area near the Danube riverbank.'¢?
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Fuel smuggling methods on the Danube

Based on interviews and media analysis conducted for this report, the primary method of fuel
smuggling on the Danube River involves transferring oil from foreign ships to barges and other
vessels. The process typically entails a foreign ship carrying fuel slowing down at a predetermined
location on the river, where a smuggler-operated barge approaches the ship. Fuel is then illegally
transferred from the ship to the barge, with the entire operation lasting approximately an hour.
Once the fuel is discharged, the ship resumes its journey while smaller boats transport the smuggled
fuel to a pre-arranged location on the Danube riverbank. Awaiting tank trucks then transport the
fuel to its final destination. The smuggled fuel is subsequently sold at small petrol stations in the
border areas, and to farmers. A less common method of smuggling involves oil theft accompanied

by intimidation, with these incidents displaying elements of piracy.

Another prevalent method is the smuggling of ‘surplus’ fuel, which involves concealing fuel in a ship’s
tanks - using structural cavities and purpose-built holding areas - without disclosing this fuel in
customs declarations or ship logs. Sophisticated technology may also be employed to manipulate
the recorded quantity of fuel during inspections. Typically, ships entering or leaving a country carry
significant amounts of fuel, with this fuel needing to be documented. The detection of surplus fuel
occurs through the meticulous comparison of all documentation. Marked fuel is generally of domestic
origin, while unmarked fuel is foreign. However, this method of identifying fuel is not entirely reliable
as markers can be illegally obtained.'°® River authorities can also accurately calculate a ship’s fuel

consumption for navigation by referring to the ship’s logs, enabling them to detect any surpluses.

Simulating actions with a ship along waterways to generate extra fuel for illegal sale is another
method observed. For instance, scenarios may be staged, such as pretending a ship is stranded or
breaching travel deadlines during a voyage. Manipulation also involves falsifying manoeuvres in the
ship’s logbook, such as claiming that the ship had to navigate through shallow areas, and then using
these fabricated manoeuvres as a pretext for fuel loss. Deliberate disabling of a ship'’s electronic
tracking system has also been noted in some instances, making a ship difficult to locate within
territorial waters, with only quantities of fuel not exceeding the transport consumption allowed by
a contract sold illegally. This method is more feasible when larger convoys of ships are involved, as

the greater number of ships makes it easier to mask driving manouevres.

Another method of smuggling employed on the Danube River involves imported oil derivatives of
low octane value, which are exempted from customs and excise duties. These products are often
enriched with additives to mimic regular motor vehicle fuels and are then sold on the illegal market.
Alternatively, documentation may be falsified to indicate the importation of higher-quality fuel,
even when the actual quality is poor. The documentation might state that the fuel is unmarked
and intended for foreign markets but the fuel is in fact later sold illegally on a domestic market.
Additionally, a method known as ‘ant smuggling’ (or incremental smuggling) is practised when
fuel prices are significantly lower in neighbouring countries. In this method, smugglers will cross
a border multiple times a day, purchasing fuel abroad and selling it upon their return. Vehicles and
vessels are also modified with hidden compartments so as to transport larger quantities of fuel

in a single trip. |
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Mediterranean flows warm up

In September 2022, Albanian police at the port of Durres intercepted a tanker, the Queen Majeda,
travelling from the port of Benghazi in Libya with a stop in the port of Romano, Albania. Authorities
arrested the ship’s captain together with the 10-member crew. Most of those apprehended were
Libyan, with nine of the detainees being nationals from the war-torn country, while one was of Syrian
descent. Their cargo hold contained 2 275 tonnes of diesel smuggled from Libya.’** An Albanian
company was reportedly responsible for importing the fuel.’®> This seizure occurred several days after
Albanian authorities confiscated 56 tonnes of illicit petroleum from another vessel - the Leon - also

at the port of Durres.'0¢

In Libya, a nation left fractured and depleted after the fall of Muammar al-Qaddafi in October
2011,%” powerful international criminal networks with ties to Europe thrive on the illicit trade in
fuel smuggling.’®® Petrol and diesel, the coveted commodities at the heart of Libya’s illicit trade,
significantly contribute to the thriving smuggling industry in the country. With most smuggled fuel
being imported rather than locally produced, enterprising smugglers capitalize on opportunities to
exploit the substantial difference between subsidized and lucrative black-market prices.’®? These
activities allow them to reap substantial profits while perpetuating the cycle of fuel smuggling in

the region.'® Nonetheless, Albania was not of concern to Libyan smugglers until 2020.

In August 2020, the US imposed sanctions on three individuals and a Malta-based company related
to their alleged participation in smuggling networks and their role in contributing to instability in
Libya.* It was suspected that criminals from Albania and Montenegro played a part in fuel and drug
smuggling operations associated with these sanctioned entities.*? According to the US Department of
the Treasury, Libyan smugglers collaborated with a network of contacts in North Africa and Southern
Europe to illicitly transport fuel and drugs from Libya to Malta.'*> Whether specific ports in the Balkans

were used for smuggling purposes, however, remains unknown.

Between August 2020 and March 2022, no data suggested the involvement of Balkan groups in
fuel smuggling operations conducted by Libyan criminals, nor were there any reported cases of fuel
smuggling at the port of Durres.’'* However, the confiscation of 80 tonnes of oil at the port in March
2022 led to a number of consequential discoveries of oil.'* Furthermore, in response to the March
2022 seizure and subsequent events, the police in Durres have intensified maritime border surveillance
and increased collaborative efforts to counteract fuel smuggling and associated illicit activities at sea.
The focal point of this fuel smuggling primarily concerns ships, especially fishing boats, suspected of
receiving illegal goods from Libyan tankers. It is supposed that foreign nationals are engaged in these

operations.'*®

Developments unfolded further following the fuel seizure from the Queen Majeda in September
2022. Three months later, an Albanian court classified the case as a criminal smuggling act involving
an organized group, with this violating the UN embargo through the use of forged documents.**
Then, in January 2023, the Vlora police intercepted a Libyan vessel supplying 50 00O litres of oil to
a fishing boat in Durres while it was in open waters. The authorities seized the ship and initiated an

investigation at the port of Durres.'*®

Another incident highlights the increasing activity of the Mediterranean fuel smuggling route, again
with the port of Durres emerging as a prominent hotspot. In February 2023, Albanian authorities
intercepted a Liberian-registered ship in Durres. It is believed that the ship was involved in the

transportation of Russian oil, loaded in Novorossiysk, through the waters off Kalamata, Greece.™?
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The port of Novorossiysk, a pivotal oil export hub in southern Russia, appears to serve not only as a crucial exit point for

legitimate trade but also as a gateway for illicit transactions involving Russian oil. © Leonid Eremeychuk/500 px via Getty Images

This area seems intended to serve as a hub for ship-to-ship transfers of Russian petroleum following
the imposition of sanctions on Russia throughout 2022 and in 2023.1?° The operation in Durres
resulted in the apprehension of the entire 22-member crew and the confiscation of a substantial

quantity of oil - 22 500 tonnes, with a value of more than €40 million.*?*

The Black Sea opportunity

In December 2022, a Bulgarian engineer in the largest oil refining enterprise on the Balkan peninsula,
wearing a helmet with a Lukoil badge, was waiting for a new tanker from Novorossiysk in southern
Russia. Despite the EU ban on Russian crude oil to Europe, 20 500 tonnes of Russian fuel arrives daily
in Burgas - 1 300 tonnes above the refinery’s capacity.’?? But the engineer was not concerned; the
refinery can operate up to 10% above its capacity.’?® But it will not be able to do so forever. The EU has

determined that importing Russian crude oil into Bulgaria must come to an end in 2024.7%*

In December 2022, Bulgaria replaced Turkey as the world’s third-largest buyer of Russian crude oil after
China and India.’?® The port of Burgas was the only one in Europe where Russian crude oil could still be
onboarded following the EU’s exemption of Bulgaria from the ban on Russian imports. Russian crude
oil deliveries to Bulgaria increased by 30% in mid-2022, remaining stable until December 2022,1%¢ when

they started to fall.*?” In May 2023, Bulgaria was the sixth-largest buyer of Russian crude oil globally.'?®

All of the Russian crude oil transported to Bulgaria ends up at the Neftohim refinery in the Black Sea
port of Burgas. The refinery is connected to Lukoil, Russia’s second-largest oil manufacturer. In 2022,
Lukoil processed more than 7 million tonnes of crude oil at the Neftohim refinery - nearly twice as
much as in 2021, when around 4.2 million tonnes were handled.*?? Bulgaria is heavily dependent on
the operations at the Neftohim refinery - and on Lukoil. At the same time, the media has reported that,
from January to November 2022, Bulgaria exported €700 million worth of Russian fuel to Ukraine.*3°

Lukoil has denied that oil was sent to Ukraine directly, claiming it deals with over 500 intermediaries.!3!
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FIGURE 5 The plots capture a stream of oil tankers leaving the Russian port of Novorossiysk on the Black Sea, 26 April 2023.
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In January 2023, along with the EU exemption, the Bulgarian parliament adopted a law that banned
the export of Lukoil-processed crude oil, except to Ukraine.’®? This means that Lukoil is limited to
selling fuel derived from Russian oil exclusively within Bulgaria and Ukraine. Should Lukoil intend to
export fuel beyond Ukraine, the oil used must not originate from Russia. As an alternative, Lukoll
allegedly imports oil from Kazakhstan using a pipeline route that traverses Russia. This arrangement,
nevertheless, presents various challenges. First, it is technically unfeasible to ascertain the origin of oil
used for fuel production at Lukoil in Bulgaria. Sophisticated chemical analysis purportedly capable of
determining the oil's source is reportedly only available in a laboratory in Western Europe. Second, the
question remains as to whether the oil received from Kazakhstan, for example, is mixed with Russian
oil, further complicating the situation.®® This opens the possibility of re-exporting Russian oil to the

EU through intermediaries and increases the risk of illicit financial flows.

At the same time, Bulgarian authorities are not eager to find new oil supply alternatives. Almost a year
after the war started in Ukraine, Bulgaria and Greece have signed an interim agreement to renew the

project of building the Burgas-Alexandroupoli oil pipeline.t3

So far, the fuel exported from Bulgaria to Ukraine has been licit. Bulgarian distributors sell to legitimate
Ukrainian companies that logistically organize fuel loading and unloading. There are some allegations,

however, that Ukrainian intermediaries do not allow tank trucks driven by foreign drivers into or through
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Ukraine. ‘When a tank truck with Bulgarian registration plates enters the country, Ukrainians provide
one of their drivers and take the truck, unload the fuel, and return the vehicle to the Bulgarian driver
to then take the truck back to Bulgaria.®*> Ultimately, numerous registered companies own tank trucks,
with most involved in fuel transportation to Ukraine. Even heavily amortized and worn-out vehicles are

put into service again, as the markups on fuel are very lucrative.'%¢

The Bulgarian petroleum industry expert interviewed for this report recounted that the war in Ukraine
has notably changed fuel distribution in the region. This echoes the situation in the early 1990s when
Yugoslavia’s embargo was imposed. ‘However, the big difference is that all exports are now legal,
according to the expert.**” In the 1990s, Bulgaria was not allowed to legally export fuel to Serbia and
Montenegro. As this is now the case with Russia, most distributors actively buy fuel from Lukoil and
ship it to Ukraine. They are in an excellent position to buy at competitive prices and make large profits
from the export.’®*® However, this does not guarantee that illicit flows will not emerge in 2025, when

the EU exemption for Bulgaria expires.

The Lukoil refinery exports at least half of its production to the Western Balkans, Georgia, Armenia and
Moldova. Supposedly, all export of Russian-source refined petrol products to other countries will stop
in 2024 because of sanctions. This, of course, is not in Lukoil’s interests, with the company reportedly
ready to sell its assets in Moldova and Romania.*®” Given such a context, the primary concern of Bulgarian
traders is that Lukoil might decide to close its refinery operations in the country. This could lead to a
sharp increase in prices and negatively impact sales. From another perspective, export ban controls will

also be challenging for the authorities as a result of limited resources.**°

Thus far, there are no identified cases of Bulgarian companies using the growing export trade to evade
taxes and excise duties in relation to the Bulgarian budget. ‘It is not worth the risk since you can harm-

lessly make enough money from the legal trade, according to a petrol industry expert from Bulgaria.'**

Bulgaria’s sole oil refinery, Russian-owned Lukoil Neftochim Burgas on the Black Sea coast. Bulgaria cannot
afford to back a ban on Russian oil and gas imports as part of sanctions against Russia over its invasion of
Ukraine. © Nikolay Doychinov/AFP via Getty Images
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Bulgarian customs has added that there have been no significant seizures of diverted untaxed fuel from
the enormous quantities exported to Ukraine. The explanation here being that customs noted the high
risk of such violations and has been regularly monitoring the routes concerned. Furthermore, they have

reported no cases relating to fuel fraud.*#?

A significant concern of customs, however, is to control whether the petrol products of Neftohim,
produced from Russian crude oil, remain only for the domestic market or are exported to Ukraine. Apparently,
customs presently have no good solution for how to enforce this. A Bulgarian customs intelligence
officer, interviewed during research for this report, explained that it is currently assumed that the
‘exporter will declare that the exported fuel is not produced from Russian oil. However, there is no way

to prove by laboratory analysis that the exported fuel is made from Russian or another source of oil. %43

Indeed, the risks are high. If fuel traders want to infringe, there is no sufficient way to control them. For
example, a trader who buys fuels for the Bulgarian market made from Russian crude oil may declare that
they export these fuels to other countries by simply substituting the declaration with one that states
the fuel is made from non-Russian oil."** On the positive side, the profitable export from Ukraine has
practically suppressed the black market in Bulgaria. According to the petrol industry expert: ‘Even the

riskiest players now have left these practices aside and are engaged with export to Ukraine.'*

Given this context, investigative journalists have identified suspicious oil movements that are likely to
be part of trade with Russia. This practice involves ship-to-ship transfers of Russian crude oil to vessels
that are at least 15 years old, surpassing the typical charter duration of most conventional oil companies’
vessels. Moreover, these transactions occur without customary financing arrangements, introducing
a distinctive aspect to the process.**¢ They also involve deceptive shipping practices, such as using
potential ID and location tampering, enabling vessels to obscure their locations.!*” Similar methods have
been identified on the Danube River, as explained in the previous section. The Black Sea could, thus,

provide new opportunities for fuel smuggling.

The role of intermediaries and new potential routes

In October 2022, Romania stopped importing Russian crude oil, as the government officially
announced that it had found alternative resources.'*® However, at the same time, it appears that
fuel for Ukraine is leaving Novorossiysk and is being shipped to Constanta on the Black Sea and
Giurgiulesti on the Danube River in Moldova. Financially, everything allegedly goes through an
intermediary, Swiss-registered Euronova Energies, which partners with Russian Gazprom Neft and

Romania’s Oil Terminal.}#°

If the war in Ukraine persists, the Danube River has the potential to become one of the main
flows for illicit fuels in the region. From Novorossiysk to Burgas and Constanta ports, fuel can
be transported to the nearest ports on the Danube River. From Burgas to Ruse, where Bulgarian
authorities seized the most illicit fuel in 2021 and 2022, is a distance of 240 kilometres. Another
possible route, between Constanta and Giurgiulesti, is 250 kilometres. But there are closer ports
on the Danube-Black Sea route, including Basarabi, Medgidia and Ovidiu in Romania, and Luminita
in Moldova. However, roads in the region have poor connectivity and insufficient infrastructure to

support heavy volumes of traffic. ]




Criminal actors involved in fuel smuggling

Criminal actors involved in fuel smuggling in the Balkans can be classified as one of four types, following
the categories provided by the Global Organized Crime Index 2021: mafia-style groups, criminal networks,

state-embedded actors and foreign actors.’®

The predominant criminal players involved in recent fuel smuggling in the Balkans are a mix of criminal
networks and foreign actors. These consist of interconnected individuals who engage in illicit activities
without having specific territorial control. These organized criminal networks operate across borders
and exploit various routes and channels for their illegal activities, especially within the Danube and
Mediterranean flows. Their operations often involve transportation and distribution of and illicit trade
in fuel. In most cases, law enforcement in the Balkans has apprehended the shippers - not the buyers

and sellers - of smuggled fuel.

In instances of large-scale fuel seizures in the Balkans, criminal networks comprise a mix of both domestic
and foreign individuals. In the case of the biggest fuel seizure in Serbia so far, involving 575 tonnes of
illicit fuel confiscated in 2018, the indictment revealed the involvement of individuals from Serbia and
Ukraine. These actors were engaged in the illegal transportation of oil across the customs line on the
Danube River, deliberately evading customs controls.*>! Fuel smuggling on the Danube often involves
citizens from Serbia and crews from Ukraine, Romania and Bulgaria. A similar type of criminal actor was

observed in Albania during two fuel seizures at the port of Durres in September 2022 and March 202312

Foreign criminal actors dominate large-scale fuel smuggling operations. In the seizure in Albania in
September 2022, which involved over 2 200 tonnes of illicit fuel, the main actors were individuals from
Libya, who already had a reputation for engaging in smuggling activities in the Sahel region and the
Mediterranean. These individuals belong to armed groups and cross-border criminal networks.**3 It is
worth noting that, although the fuel importers were Albanian companies, the extent of involvement
of Albanian nationals remains unclear. In the second seizure, in March 2023, the crew members were
Russian citizens. In this instance, 22 500 tonnes of fuel were confiscated.’>* Bulgarian nationals were

also involved in fuel smuggling schemes from Libya in 2015.7°

The participation of state-embedded actors in the illicit fuel market can be traced back to 2007, with
the involvement of the notorious Oil Mafia from Serbia. This criminal group imported oil derivatives
from Greece using forged documentation. Subsequently, the illegally obtained fuel was sold through
private petrol stations and on the Serbian black market. An investigation into this trade, which started
in 2007 and concluded with a final verdict in 2016, revealed that a central tax administration deputy
director held a high position in the criminal organization.** This high-ranking official, who had a history
of involvement in fuel smuggling during the 1990s,*>” played a pivotal role in helping the group’s leader
to evade substantial tax payments. The group comprised individuals from the market inspection sector

and from private companies involved in fuel distribution in Serbia.*>®

Mafia-style groups are distinguished by their distinctive names, clear leadership structure, territorial
control and identifiable members. There are a limited number of examples of such groups involved in
fuel smuggling following the cessation of the conflicts in the Balkan region in 1999. Most were active
between 2000 and 2010 and primarily engaged in fuel theft. These groups, which operated mainly in
the Vojvodina region of Serbia, may not have had specific names in this instance, but they did exhibit
well-defined leadership and a recognizable membership base.**” Qil theft predominantly occurred along

pipelines throughout Vojvodina, particularly surrounding the cities of Pancevo, Kikinda and Zrenjanin.
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CONCLUSION

uel smuggling has persisted as an illicit trade in the Balkans for the past three decades, with
its peak during the 1990s. This period was marked by conflicts, economic crises, embargoes,
weak governance, corruption, porous borders and fragmented authority, all contributing to
the thriving illicit trade. During this time, fuel smuggling served as a means for new tycoons and local
entrepreneurs to engage in both legal and illegal trade. State security, police and customs agencies
were plagued by corruption, allowing the illicit fuel business to flourish. The unregulated, porous and
contested Balkan borders provided opportunities and incentives for fuel trafficking. The prevalence of
fuel smuggling resulted in significant revenue losses for governments, while the trade’s environmental

impact was often overlooked or ignored.

Fuel smuggling in the Balkans has endured beyond the conflicts in the former Yugoslavia, although
it has diminished in scale compared to the 1990s because of market stabilization. In the initial years
of the 2000s, the post-conflict reconstruction process inadvertently facilitated the continuation of
smuggling practices. Since 2010, variations in fuel prices among Balkan countries have driven the illicit
trade. Moreover, new crises since 2022, such as those in Ukraine and Libya, have revived old smuggling
routes and created opportunities for new ones to emerge. With almost 40 known smuggling points
in Serbia alone, the Danube River remains a significant hotspot for fuel smuggling. Furthermore, the
Mediterranean route, particularly through the port of Durres, in Albania, has gained prominence since
2020 as a critical location for illicit activities. The ongoing war in Ukraine poses a potential risk for
Russian crude oil smuggling through the Black Sea. Albania, Bulgaria and Serbia are the three Balkan

countries most affected by illicit fuel smuggling in the region.

Before the advent of the war in Ukraine, three distinct groups of buyers for Russian crude oil existed,
two of which have consequences for the Balkans.'° The first of these consisted of refineries linked
to the Friendship - or Druzhba - pipeline, holding long-term contracts with Russian suppliers. The
emergence of illicit fuel activities becomes more of a possibility if the proposed pipeline agreement
between Serbia and Hungary, aimed at supplying Serbia with cheaper Russian crude oil, comes to
fruition.’* And there is a potential for flows of Russian crude oil to be covertly redirected from
Serbia to other countries in the Balkans, thereby concealing their origin and route. The fact that
Russian company Gazprom Neft already owns shares in major oil and gas companies in Serbia is to

Russia’s advantage.'¢?

The second group of buyers for Russian crude oil consists of refineries that own Rosneft and Lukaoil,

operating from Romania to the Netherlands. Their Russian owners directly supplied these refineries
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through European-registered trading arms, such as Litasco and Energopole. Lukoil also owns refineries
in Bulgaria and Romania. Considering the EU’s intention to strengthen the enforcement of sanctions
in the future, it is imperative to consider the potential implications of fuel smuggling, especially since
numerous reports have shed light on the strategies employed by Russia to circumvent oil sanctions,

using what are commonly referred to as ‘shadow fleets’.1¢

Beginning in 2025, it is likely that Bulgaria will be prohibited from importing crude oil from Russia, and
the EU expects Western Balkan countries to adhere strictly to these sanctions. This development
could redirect the illicit fuel trade toward the Balkans, with Bulgaria, Romania, Albania and Serbia
emerging as potential hubs. The Burgas, Constanta and Durres ports could serve as entry points for
illicit smuggling operations in the Balkans, connecting with existing smuggling routes along the Danube
River. Serbia is the only country in the region that has not introduced sanctions against Russia, possibly
making it an attractive destination for financial transactions concerning smuggling operations. The

port of Durres might also continue to serve fuel smuggling activities from Libya.

Although the scale of fuel smuggling has decreased since the 1990s due to market stabilization, the
illicit trade continues to occur. The Danube River and the Mediterranean route through Durres port
remain significant areas for fuel smuggling. The conflict in Ukraine poses a potential risk for Russian
crude oil smuggling through the Black Sea. Additionally, the proposed pipeline agreement between
Serbia and Hungary could create opportunities for concealing the origin and route of Russian crude
oil. As of 2025, Bulgaria is expected to be prohibited from importing crude oil from Russia, which may
redirect illicit fuel trade toward the Balkans. Vigilance and strong sanctions enforcement are essential

to address the negative impacts of fuel smuggling on the region’s economy and environment.

The port of Durres in Albania has, since 2022, become an exit point for illicitly smuggled fuel from Libya

and Russia. © Walter Bibikow via Getty Images
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1  The scope of this report encompasses Albania, Bosnia

and Herzegovina, Bulgaria, Kosovo, Montenegro, North
Macedonia and Serbia. Unless explicitly stated otherwise,
any data presented in this report pertain exclusively to these
seven countries, collectively referred to as the Balkan region.

2 The Balkan countries, on average, derive approximately
30% of the total price of 1 litre of fuel from excise, tax and
customs duties. This calculation was determined by taking
30% of the average fuel price in the Balkans for May 2022
and multiplying it by the total volume of seized fuel.

3 Interview with Atanas Rusev from the Center for the Study
of Democracy, Bulgaria, 29 May 2023.

4 Atanas Rusev et al, Bulgarian Organised Crime Threat
Assessment 2020, Center for the Study of Democracy,

11 October 2020, https://csd.bg/publications/publication/
bulgarian-organised-crime-threat-assessment-2020.

5 According to the US Energy Information Administration,
in 2021, Russia was the second-largest oil producer in the
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