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Foreword

Two and a half billion people in the world live on less than $2 a day, and
90 percent have no access to savings accounts and other financial services.
As a consequence, they tend to resort to risky, expensive, and inefficient
ways to conclude financial transactions. Formal financial inclusion has
a strong positive impact on development. Research suggests that poor
households with access to formal financial services are more likely to
invest in education, increase productivity and income, and reduce vulner-
ability to illness and other unexpected events.

Crown Princess Maxima of the Netherlands, a long-time advocate of
financial inclusion for the poor and the United Nations Secretary-
General’s Special Advocate for Inclusive Finance for Development,
recently underlined the potential of bringing people and businesses into
the formal financial system to help communities thrive: “Financial
inclusion is not an end in itself; it is a means to an end. Financial inclu-
sion helps the development of [the] private sector. It helps create
income. It generates jobs and . .. helps people manage cash flow and
build assets over time.”! Financial inclusion also contributes to financial
integrity because it helps regulators and supervisors monitor the move-
ment and sources of money and supports law enforcement by diminish-
ing the anonymity of informal transactions.
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xii  Foreword

Given this context, the G-20 has recently encouraged the develop-
ment of new modes of financial services delivery capable of reaching the
poor. Meanwhile, the Financial Action Task Force has made important
progress by advancing financial inclusion initiatives. Along the same lines,
the Basel Committee on Banking Supervision recently issued the final
version of its report, “Microfinance Activities and the Core Principles for
Effective Banking Supervision” (http://www.bis.org/publ/bcbs175.pdf),
which identifies areas where some degree of flexibility is appropriate in
implementing the core principles for microfinance supervision.

The Financial Services for the Poor initiative is working with a wide
range of public and private partners to harness technology and innova-
tion to bring quality, affordable savings accounts and other financial
services to the doorsteps of poor people in developing economies. The
foundation believes that setting aside small sums in a safe place allows
people to guard against risks, build assets, and provide opportunities for
the next generation.

In this regard, we welcome the timely publication of this book. With
more than 80 percent of the world’s population now within mobile
coverage, burgeoning efforts to enable people to send, receive, and
store money using their mobile phones have the potential to greatly
improve people’s lives and leapfrog more conventional banking mod-
els to safer, more affordable alternatives. Often called “mobile money,”
these services reduce the risks and costs of financial transactions, help
increase savings, and bring more people into the formal financial sector.
This timely publication investigates the current anti-money laundering/
combating the financing of terrorism (AML/CFT) regulatory environment
for mobile money and provides guidance on the design of a framework
for mobile money that adequately addresses ML/FT risks.

We hope that this work will help countries strike the right balance
between the risks associated with the use of mobile money and the objec-
tives of fostering greater financial inclusion and promoting economic
development within their countries.

Bob Christen
Director, Financial Services for the Poor
The Bill & Melinda Gates Foundation

Note

1. http://www.uncdf.org/english/about_uncf/docs/SPEECH_HRH_P-MAX-
IMA_MDG_SIDE-EVENT_22SEPT2010.pdf.



Preface

Financial inclusion is a key development objective for many developing
and emerging countries. It is essential to expand opportunities, particu-
larly for the poorest people. Extending the reach of the financial sector to
sections of the society and to geographic areas that were neglected in the
past, however, is a challenging objective. There are many barriers to
accessing financial services, ranging from limited literacy, to lack of aware-
ness about financial services and products, to high transaction costs and
inadequate infrastructure. All around the world, jurisdictions are strug-
gling to promote financial inclusion because it is a necessary condition for
sustaining equitable growth.

Financial inclusion is also a core goal of the World Bank Group. We
champion it at the international level, particularly in support of the
G-20, and we live it with our clients day to day. Lack of access to bank-
ing services is currently forcing many people in emerging markets to rely
on a cash-based economy that is often insecure. Bringing financial services
to unbanked or underserved people is a key element in improving living
conditions, and it is crucial for overall economic development.

The rapid development of mobile money is creating unprecedented
opportunities for poor people in developing countries to more actively
participate in the economy. For millions of underserved individuals around

xiii



xiv  Preface

the world, a mobile phone represents more than just a tool for commu-
nication; it has become a payment terminal in the pocket. Every day, the
number of mobile device—and mobile money—users grows and offers
hope to the billions of people without bank accounts.

In a recent survey, the consulting company McKinsey Group fore-
cast that the number of unbanked people with mobile phones will
increase from 1.0 billion in 2010 to 1.7 billion by 2012. By that time,
as many as 290 million previously unbanked people could be using
mobile-money services. In addition, mobile money has the potential
to deliver $5.0 billion in direct revenues and $2.5 billion in indirect rev-
enues to mobile operators annually. According to a report prepared for the
Groupe Speciale Mobile Association (GSMA) (2007), a 10 percent
increase in mobile phone penetration can boost gross domestic product
(GDP) growth by 0.6 percent. Moreover, mobile phones are the first con-
sumer technology to be more prevalent in developing countries than in
developed ones. According to the GSMA, these findings predict that the
growth in mobile money over the next three years will be rapid. In com-
parison, microfinance institutions currently serve 150 million people.

In this context, governments are increasingly challenged to support
the growth of these new services while mitigating the potential risks
(including fraud, money laundering, and financing terrorism). Concerns
have been raised about potential integrity issues that may stem from the
use of mobile money. We believe these concerns deserve our careful
attention—first, because we cannot afford to put this vulnerable group
of people at risk; and, second, because trust in those services is key to
their development. At the same time, it is important not to overestimate
these risks, particularly when the alternative is financial exclusion.

Responding to the global financial crisis at the Pittsburgh Summit
in September 2009, the G-20 gave additional impetus to this process
by committing to support the safe and sound spread of new modes of
financial service delivery capable of reaching the poor.! The World
Bank is highly supportive of this G-20 commitment. We are stepping
up our work on responsible finance, including consumer protection
regulations, industry codes of conduct for financial service providers,
and financial integrity.

Policy makers need to do more and to be more creative, flexible, and
agile while keeping in mind that pushing access to financial services
should not come at the cost of financial stability and integrity. Bad and
overly restrictive regulation is a major obstacle to the expansion of mobile
money services to the poor. We need (1) good regulation for nonbank
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financial services, such as electronic money or payment system regulation;
(2) smart and flexible oversight of retailers as agents for mobile money
services; and (3) proportionate, risk-based anti-money laundering and
combating the financing of terrorism (AML/CFT) rules.

The purposes of this book are to contribute to these debates and to
promote well-balanced regulatory approaches. Because international
standards are not always clearly understood, too many countries overreg-
ulate and, thus, create barriers to business, innovation, and inclusion. Ill-
designed and overly rigid AML/CFT regulatory frameworks create
conditions that favor informal financial channels, which undermine the
very objective of AML/CFT efforts.

It is our view that the approach to AML/CFT needs to reflect this real-
ity. As Paul Vlaanderen, former president of the Financial Action Task
Force (FATF) , noted in 2009, AML/CFT must drive financial inclusion;
otherwise, it will do little to reduce these crimes in a cash economy.? In
contrast to financial exclusion and cash, mobile money services bring
traceability, recordkeeping, and monitoring.

This analysis recommends a framework that strikes a balance between
developing access through innovation and mitigating abuse for money-
laundering and terrorist-financing purposes. The authors elaborate on
mechanisms through which AML/CFT requirements can be relaxed to
the fullest extent possible to facilitate access to financial services for
undocumented customers, particularly those in low-income jurisdictions
where identification infrastructure is underdeveloped.

FATF supports this idea. We welcome FATF’s support and will actively
support these efforts. National jurisdictions need further guidance on
how much they can relax their AML/CFT regimes while remaining com-
pliant with FATF standards.

Any improvements in these areas will have positive implications
for enabling poor people to access appropriate financial services in
the safest and most secure regulatory environment. Our expectation
is that this work will contribute to the accomplishment of that ulti-
mate goal.

Janamitra Devan
Vice President and Head of Network
World Bank
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Notes

1. The G-20 leaders’ statement from the September 24-25, 2009, Pittsburgh
Summit is available at http://www.pittsburghsummit.gov/mediacenter/
129639.htm.

2. http://www.fatf-gafi.org/document/39/0,3746,en_32250379_
32236879_43268455_1_1_1_1,00.html.

Reference

GSMA (Groupe Speciale Mobile Association). 2007. “Global Mobile Tax Review
2006-2007." London. http://www.gsmworld.com/documents/tax_review
_06_07.pdf.
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Account

AML
AMLC
AML/CFT

AP

Accounts linked to a mobile money program may be
one of three types: (1) A customer may have a bank
account directly linked to the formal financial system
and accessed via a mobile phone. (2) A customer may
have a virtual account in which the transactions can
occur only among users in this closed system. Money
cannot move to outside accounts. (3) A customer
may have a pooled bank account where all money in
a closed system is stored.

anti-money laundering

Anti-Money Laundering Council (The Philippines)
anti-money laundering/combating the financing of
terrorism

account provider; refers to the party who is ultimately
responsible for the delivery and management of the
financial services underlying a mobile money program.
The AP will typically be responsible for account
opening, transaction processing, and recordkeeping—
although some of its functions may be outsourced to
other parties, such as retail outlets. An AP could be a

XXV
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BSP

CDD

CFT
CGAP
DFID
EMI

e-money

EMV
EU

FATF
FFMS
FICA

FIU
GSMA
IMEI

Java

KYC

ML
ML/TF

mobile operator, a bank, a different payment services
provider, or a partnership or joint venture of such
entities.

Bangko Sentral ng Pillipinas (Central Bank of the
Philippines)

customer due diligence; often used synonymously with
KYC (know your customer), but generally refers more
broadly to a financial institution’s CDD policies, proce-
dures, and processes for obtaining customer informa-
tion and assessing the value of the information in
detecting, monitoring, and reporting suspicious activity.
combating the financing of terrorism

Consultative Group to Assist the Poor

UK. Department for International Development
e-money issuer

electronic money; refers to the electronic alterna-
tive to cash. It is a monetary value stored electroni-
cally on receipt of funds and used for making
payment transactions. E-money and m-money are
the same. See m-money.

Europay, MasterCard, and VISA

European Union

Financial Action Task Force

Federal Financial Monitoring Service (Russia)
Financial Intelligence Centre Act 38 of 2001

(South Africa)

financial intelligence unit

Groupe Speciale Mobile Association

International Mobile Equipment Identity; refers to
the unique identifier given to each mobile device.
software created by Sun Microsystems that permits
users to conduct various functions, including commu-
nicating with a transaction processor.

know your customer; refers to a set of due dili-
gence measures taken by a financial institution to
identify a customer and the motivations behind his
or her financial activity. It is a key component of
AML/CFT regimes.

money laundering

money laundering/terrorist financing



m-money

MMS
MNO
mobile banking

MORB
MTZL
NBFI
NBI
p2P

PII
RBA
retail outlet
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mobile money; refers to financial services in which
customers send and receive monetary value via a
mobile phone. This includes retail payments and
remittances from one person to another or between
businesses. Salary and benefit distributions into
mobile-linked accounts are also encountered in some
countries. M-money accounts can be provided by
many types of institutions, including banks and non-
banks, such as mobile network operators and pay-
ment system providers. The category of services
includes transaction-enabling services, such as
domestic or international person-to-person funds
transfers or mobile-based payment services. M-
money services are part of the retail payment indus-
try and are covered by the national payment system
oversight policy. It is worth noting, however, that
m-money is not a term usually adopted by the com-
munity of payment regulators.

multimedia messaging service

mobile network operator

a broad term for the use of a mobile phone to access
financial services and trigger a financial event; it does
not assume any specific deployment model or any par-
ticular transaction type. For the sake of simplicity, the
authors are placing mobile payments, mobile transfers,
and m-money in this category. Mobile banking covers
both transaction- and nontransaction-enabling services,
such as viewing financial and bank account informa-
tion on a customer’s mobile phone.

Manual of Regulation for Banks

Mobile Transactions Zambia Limited

nonbank financial institution

National Bureau of Investigation (The Philippines)
person to person; refers to the ability of users in a
mobile money system to send money to one another.
personally identifiable information

risk-based approach

generally small local businesses such as gas stations,
post offices, airtime sellers, convenience stores, and so
forth that are contracted to perform some functions
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RICA

SAR
SIM

SMS

STR

STK

telecom
TF

UDI
USSD

face-to-face with customers of an m-money
provider. These functions include account opening,
cash deposits, and withdrawals.

Regulation on Interception of Communications and
Provision of Communication-Related Information Act,
2002, (South Africa)

special administrative region

subscriber identity module; refers to the smart card
used in mobile phones. It carries the user’s identity for
accessing the network and receiving calls and stores
personal information, such as phone directory and
short-message service messages received.
short-message service; enables users to send text mes-
sages from mobile phones.

suspicious transaction report; refers to a report about
possibly criminal activity sent to authorities by finan-
cial and relevant nonfinancial institutions.

SIM Toolkit; refers to software placed on the SIM
card itself that can be used to hold an m-money
application.

telecommunications company

terrorist financing

inflation-indexed units

unstructured supplementary service data; refers to
software available on mobile phones that creates a
direct link to a central computer system. Unlike SMS,
USSD does not store data on the mobile phone itself;
when the session is closed, no data are left on the
mobile phone.

All amounts are presented in U.S. dollars, unless otherwise indicated.



Overview

Mobile money (m-money)—a term describing the use of a mobile phone
to conduct financial transactions—has the capacity and reach to be a
global game changer for financial inclusion. Almost 1 billion people with-
out access to formal financial services had a mobile phone in 2009. By
fully using the potential of mobile phone services, nearly half of the
world’s unbanked population can be offered formal financial services.

Addressing concerns about the integrity of m-money is essential to the
development of its full potential. These concerns have become particu-
larly acute as the total value of funds transferred through m-money
increases. In parallel, m-money programs are now offered in geographic
areas that are potentially more vulnerable to money laundering (ML) and
terrorist financing (TF).

Financial inclusion and financial integrity are complementary and
cross-reinforcing, policy objectives. Regulators, however, are still uncer-
tain about how best to regulate m-money for financial integrity. As more
countries draft m-money regulations, operational guidance on the optimal
means to develop effective anti-money laundering (AML) and combating
the financing of terrorism (CFT) regulatory framework for m-money is
proving to be insufficient and incomplete. One driving concern is that
regulatory initiatives would be assessed as noncompliant when subjected
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to an AML/CFT mutual evaluation or assessment—Ileading to excessive
rigidity and conservatism in regulations.!

Integrity of m-money goes beyond know-your-customer (KYC) obli-
gations. Customer due diligence (CDD) is a challenging aspect of finan-
cial integrity controls—and even more so for m-money. But it is crucial
that policy makers also balance other AML/CFT requirements with
financial inclusion objectives. The expansion of m-money is highly
dependent on the way ML/FT risk assessments are undertaken, the way
suspicious transactions are reported, the way recordkeeping requirements
are designed, and the way outsourcing and agency relationships are
defined and regulated.

Effective policy making on m-money calls for a broad and comprehen-
sive view of ML/TF risks. Too often the focus is solely on m-money prod-
ucts and business models, while the alternative for clients would be cash
in many cases. It is important, therefore, that policy makers compare the
risk profile of m-money with the risk profile of cash.

M-money is a powerful tool to reduce reliance on cash—a major
ML/TF risk. Unlike cash, m-money transactions are generally traceable.
M-money also easily lends itself to account monitoring and restrictions on
transactions, and restrictions are easier to enforce. For all these reasons,
m-money should be highly attractive to countries that wish to attract
users of high-risk, cash-based, and informal transactions to a more trans-
parent transactional environment, where consumer protection and
integrity can be promoted and ensured.

Efforts should be paid to better disseminate knowledge on the ML/TF
risk profile of m-money. In a 2008 report, Chatain and coauthors identi-
fied anonymity, elusiveness, rapidity, and poor oversight as the key risk
factors relating to m-money. The fieldwork done for this study confirmed
those factors’ continued relevance. In addition, publicly known cases
indicate so far that levels of financial crime abuse of m-money are very
low. A few minor cases related to fraud were identified, mainly where vic-
tims were required to make payment via m-money. The use of m-money
in these cases appears to be largely incidental, and the criminals’ recourse
to m-money proved to be helpful to law enforcement because the tech-
nology facilitated detection and investigation of the criminal schemes. No
cases of the abuse of m-money in ML/TF programs were identified.

The ML/TF risk and vulnerability of m-money can be well managed
through proportionate regulation and its enforcement. M-money has
intrinsic ML/TF risk mitigation features, such as value caps on accounts
and transactions. Although criminal abuse can and will occur, this study
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concluded that the risk of abuse may be kept low when appropriate controls
are implemented. Risk profiles may differ from model to model; and
appropriate, proportionate regulation is required to ensure the sustain-
ability of m-money.

M-money business models are quickly developing and diversifying.
Since 2008, the binary divide between bank-led and mobile network
operator (MNO)-led models no longer holds true. The variety and com-
plexity of new and emerging models signal the booming creativity of this
industry. One downside of this evolution, however, is the fragmentation
of services. It leads to a multiplication of different players, each responsi-
ble for some of the key elements of the m-money transaction. MNOs,
however, continue to be the backbone of all models because they provide
the mobile communications service or channel, whereas money deposited
to and withdrawn from the m-money system is stored in an account at a
bank or with a third party.

Regulation should ensure that the account provider (AP) is held
responsible and accountable for the m-money program as a whole. The
AP is the party who is ultimately responsible and ultimately accountable
for the delivery and management of the m-money services. The AP typi-
cally will be responsible for account opening, transaction processing, and
recordkeeping—although some of its functions may be outsourced to
other parties such as retail outlets. A regulator, therefore, may hold an AP
accountable for failure to take reasonable steps to ensure that retail out-
lets comply with their AML/CFT obligations. Such reasonable steps
would include know-your-agent processes, training and monitoring of
retail outlets, and timely intervention when required.

Integrating retail outlets in the regulatory framework is essential to
business development and to the management of integrity risks. M-money
programs depend on retail outlets to provide the customer interface,
including cash-in and cash-out abilities. They are instrumental in any
meaningful outreach to nonbanked or underserved customers. Retail out-
lets may act as agents of the AP or as independent third parties who pro-
vide services to the AP. These outlets are generally small businesses with
limited infrastructure and capacity. The Financial Action Task Force
(FATF) recommendations do not require them to be licensed and regu-
lated. Whether they should be licensed and regulated in a given country
context depends on their role in the m-money program and on the
country’s regulatory strategy. In this regard, policy makers should note
that effective regulation and supervision of a potentially large number
of small retail outlets will require significant capacity.
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In principle, retail outlets should be entrusted with AML/CFT
duties, given their unique access to and knowledge of customers. This
knowledge of the customer is a cornerstone of effective AML/CFT mit-
igation measures (CDD, monitoring of business relationships and detec-
tion of suspicious activity), and it should designate retail outlets as vital
actors in an m-money system. Conversely, in most m-money schemes,
retail outlets are also confronted with capacity and resource challenges
and typically are barely trained on AML/CFT requirements. As a result,
when determining whether an AP should be allowed to entrust certain
AML/CFT functions to its retail outlets, the regulator should balance all
these considerations and ensure that the outlets actually are equipped to
perform any delegated AML/CFT functions.

CDD is the backbone of any regime designed to counter ML/TF activ-
ities, and it proves to be challenging in all jurisdictions and for all indus-
tries. Some of these CDD challenges are even more acute for m-money
systems, particularly in low-capacity countries. Absence of reliable official
documentation, business relationships not conducted face to face, the
intervention of intermediaries—all these situations are well-known
ML/TF risks. Their almost systematic combined recurrence in m-money
in emerging markets and developing countries is a challenge for regula-
tors and supervisors, leading too often to regulatory overkill.

In such a context, a risk-based approach is the foundation for the
design of appropriate and proportionate regulations and controls. The
FATF allows countries to implement a risk-based approach. Although
the task force has issued several risk-based guidelines since 2007, these
are not well known and are insufficiently used. They also do not address
clearly enough the key elements of low-risk scenarios—especially how
far countries may go to simplify identification requirements. In that
regard, this study explores several options and tools that regulators may
wish to consider.

Mapping ML/TF risks is a prerequisite to any effective proportionate
approach to CDD. Customer identification and verification requirements
can be simplified in specific circumstances, including those in which there
is a low ML/TF risk. Everything begins, in theory, with a risk assessment—
either at the sector, model, or service provider level. Conducting an
ML/TF risk assessment is not a trivial endeavor, and any ML/TF risk
assessment first needs to be informed by an understanding of the perti-
nent risks facing the jurisdictions as a whole. The country profile, the m-
money business model, the types of products and services offered, the risk
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controls that apply to the products and services, and the profiles of likely
customers are examples of facts that should be considered in such an
assessment.

When ML/TF risks are low, KYC requirements can be simplified in a
variety of ways: (1) KYC particulars that are not vital may be reduced, for
instance, by dispensing with the need to ask for or verify customers’ resi-
dential addresses; (2) customers may be allowed to use nonstandard doc-
uments and means to verify their personal particulars, for instance, by
presenting documents that do not bear a photograph; (3) a tiered
approach may be followed, allowing customers to access a basic, low-
value product with minimum KYC requirements and requiring them to
undergo more extensive KYC checks if they wish to access enhanced
products or services; or (4) in low-value transactions with a very low risk
profile, institutions may be required to obtain client particulars but not
compelled to verify them.

This relaxation of obligations must be counterbalanced by enhanced
and ongoing monitoring of business relationships and transactions by
the AP as well as by regular reassessment of the risk profile. When
designing reduced KYC requirements, regulators should remember
that such reduced measures are exceptional and that full anonymity is
not acceptable.

Finally, authorities should ensure retail outlets’ cooperation in
AML/CFT supervision. Effective supervision of AML/CFT m-money com-
pliance requires good cooperation among competent agencies—for
instance, the central bank, the financial intelligence unit, and the telecom-
munications authority. Regulators are advised to ensure an appropriate and
clear delineation of duties to avoid any gaps in or duplications of effort.

The right balance of regulation and risk management will give policy
makers the required enabling environment for m-money that will provide
underserved communities access to modern financial services and that
ultimately will promote financial inclusion.

Note

1. The first draft of this report was circulated to peer reviewers and various
stakeholders in May 2010. It coincided with the drafting of, and informed the
World Bank’s input, the 2010 Financial Action Task Force (FATF) report on
new payment technologies as well as the FATF's preparatory work for the
fourth round of mutual evaluations.
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Introduction

Demand for Insight on the Connection of Mobile Money
with Anti-Money Laundering and Combating the
Financing of Terrorism

There has been significant discussion on the potential power of mobile-
based technologies to provide unbanked populations with access to finan-
cial instruments and channels. Through the specific use of mobile money
(m-money) services,! for example, customers have accessed informational
services, such as balance inquiries in their bank accounts, and transactional
services, such as sending remittances to other people or paying for goods
and services via their mobile phones. M-money has also been used by
national governments to pay employee salaries and benefits.

At the same time, however, concerns have been raised about potential
integrity issues that may stem from the use of m-money. These concerns
have become particularly relevant as increasing amounts of funds are being
transferred through m-money and as new m-money schemes develop
around the world—including in areas that could be more vulnerable to
money laundering (ML) and terrorist financing (TF). Further complicating
this concern is that national authorities may not be fully aware of how to
regulate and supervise such technological innovations most effectively to
minimize potential integrity risks without constraining the policy objectives

1



2 Protecting Mobile Money against Financial Crimes

of promoting greater financial access through these electronic channels. As
more countries are attempting to draft m-money-related regulations,
demand has increased for operational guidance on how best to develop an
effective anti-money laundering/combating the financing of terrorism
(AML/CFT) regulatory and supervisory framework for m-money.

This report follows an initial World Bank study titled Integrity in Mobile
Phone Financial Services: Measures for Mitigating Risks from Money
Laundering and Terrorist Financing (Chatain et al. 2008). The study dis-
cussed potential ML and TF risks stemming from different m-money serv-
ices and the way national jurisdictions may apply measures to potentially
mitigate such integrity risks. The study was presented to the Financial
Action Task Force (FATF) at its 2008 annual plenary in Rio de Janeiro, the
first time that integrity concerns related to m-money were comprehen-
sively raised among FATF’s constituents. The 2008 report prompted multi-
ple stakeholders, including the FATF, the GSMA (Groupe Speciale Mobile
Association), the U.S. Treasury, the UK. Financial Services Authority,
national governments, and others, to demand further research. That
demand provided strong motivation to expand research into this area and
to publish the findings through this report.

The M-Money Landscape: Potential and Challenges

M-money services hold great potential to expand financial access among
poor people.? More than 80 percent of the world’s population is now
within mobile coverage. In 2009, the GSMA’s Wireless Intelligence?
reported that there were more than 4 billion mobile subscriptions globally,
with 80 percent of new connections occurring in emerging markets, mostly
among lower-income consumers. The growth of global mobile coverage
continues exponentially as new mobile network infrastructure and com-
petition in the mobile markets increase worldwide.

At the same time, there are enormous discrepancies between mobile
coverage and access to formal financial services. An early-2009 study by
the Consultative Group to Assist the Poor, the GSMA, and McKinsey
shows that almost 4 billion people worldwide remain without access
to formal financial services. Of that amount, 1 billion do not have a bank
account, but do possess a mobile phone. By 2012, that number is expected
to grow to 1.7 billion, so mobile phones can be leveraged to provide for-
mal financial services to nearly half of the world’s unbanked population.

This great potential, however, should be put in context. Although
the total revenues generated for the m-money industry are estimated
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to be nearly $7.8 billion in 2012, this expected revenue would equal
only 4.6 percent of the m-money industry’s expected total income.
In addition, almost 120 m-money programs are expected by 2012,
although it is likely that only a few will succeed and remain sustain-
able in the long run (CGAP 2009). For the m-money programs that
remain viable, their potential impact in postconflict and fragile states
such as Liberia* may be significant; in such countries where financial
sector and landline infrastructure are inadequate, cell phone compa-
nies are among the first major enterprises to expand their businesses
into these areas.

The number of developed and developing countries in which a
domestic or international person-to-person (P2P) m-money transfer was
offered as of February 2010 is illustrated in map 1.1.> The authors have
used this map because, in defining an appropriate regulatory framework
for m-money, national regulators and supervisors should focus only on
the P2P transfer risks associated with m-money. Although m-money goes
beyond P2P transfer to include bill payments, these payments do not
pose integrity risks and are not reflected in the illustration.

Map 1.1 Jurisdictions Where Domestic or International Person-to-Person Transfer
via M-Money Is Available, February 2010

IBRD 38334
JANUARY 2011

T o s oy e op D i f T Word Bk
DOMESTIC OR INTERNATIONAL PERSON-TO-PERSON MONEY TRANSFER S oo
AVAILABLE VIA MOBILE MONEY.

Source: GSMA's Wireless Intelligence unit.

Note: According to the source, this list may not be comprehensive because data are still being collected

from additional countries. This map was produced by the Map Design Unit of the World Bank, January 2011.

The boundaries, colors, denominations and any other information shown on this map do not imply, on the part
of The World Bank Group, any judgment on the legal status of any territory, or any endorsement or acceptance of
such boundaries.
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Objectives of This Report

Although the general risk analysis and mitigation measures of the 2008
report remain relevant, this report aims to contribute to ongoing policy dis-
cussions by providing more targeted guidance on the evolving AML/CFT
regulatory and supervisory landscape for m-money.

The project team has developed a guide that gives national authorities
practical advice on how to draft AML/CFT regulations and policies that
adequately address risk, while permitting both m-money innovation and
financial access for unbanked populations. For national regulators, estab-
lishing a proportionate and not overly burdensome regulation is impor-
tant; otherwise, customers will have an incentive to increase their use of
informal transfer channels. Informal and formal transfer channels com-
pete with each other. In many countries, informal channels are extremely
cost efficient and fast in processing cash transactions, with little or no
process for verifying the identification of money senders or recipients.
These informal systems are outside the regulatory parameters, and the
opacity of these systems is a weak link in AML/CFT regimes focused on
financial transactions. The alternative to m-money is arguably pure cash
transfers and transactions through these informal channels, not bank-to-
bank transfers. The informal alternative would mean that transfers and
transactions are not recorded, cannot be traced, and pose higher risks.

Thus, a key objective of this report is to discourage use of informal sys-
tems through the creation of a proportionate and not overly burdensome
regulatory framework. Overly restrictive identification and verification
processes in know-your-customer (KYC) policies, for example, may push
users back to the informal financial system.

The more people are using the formal financial sector, the better it is for
achieving financial inclusion objectives. Greater financial inclusion will
also lead ultimately to strong AML/CFT regimes, as figure 1.1 illustrates.

In addition, this report proposes steps that can be taken at an interna-
tional level to ensure an appropriate AML/CFT framework for m-money.

Scope of This Report

Some governments have moved toward overly restrictive AML/CFT reg-
ulations, potentially hindering the m-money market’s enormous poten-
tial for bringing financial access to the poor. Although it is important that
m-money providers have regulatory certainty, it is also important that
regulations not be more burdensome than required, be responsive to a
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Figurel.1 How Financial Inclusion Leads to a Strong AML/CFT Regime

stronger AML/CFT regime

improved ability to trace and monitor
transactions and less use of cash transactions

smaller informal sector and expanded formal sector

less demand for informal financial services

improved financial inclusion

Source: Financial Market Integrity Unit, World Bank.

country’s local conditions, and be sufficiently flexible to adapt to the dif-
ferent contexts in which they are applied. Excessive regulatory rigidity
may stifle greater investment and innovation in m-money programs by
unnecessarily raising regulatory compliance costs,® increasing barriers to
entry, and jeopardizing providers’ and regulators’ shared goal of reaching
lower-income clients in a responsible manner.

The evolution of m-money in Africa and in non-African, low-income
countries means that low-income and low-capacity countries are grap-
pling with ways to ensure compliance with international AML/CFT
standards.” Thus, this report also provides some indications of how the
FATF standards® can be applied to low-income clients within an m-
money context.” It does this by presenting various country practices and
experiences to enable policy makers to identify the most appropriate
solutions for their countries’ individual circumstances.

Target Audience

Stakeholders may find helpful guidance on possible methods to best reg-
ulate and supervise the continually evolving m-money markets, keeping
in mind the objectives of both integrity and financial inclusion. These
stakeholders include policy makers from ministries of finance, science,
and technology; central banks; telecommunications and financial regula-
tory bodies; financial intelligence units; and international AML/CFT
standard-setting bodies.
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To a lesser extent, private sector banks and nonbank financial institu-
tions (microfinance institutions, mobile network operators [MNOs]) and
third-party providers (nonbank/non-MNOs) already operating or plan-
ning to operate m-money programs may find the report helpful, espe-
cially when national authorities are defining the appropriate regulatory
and supervisory frameworks to govern the service.

Methodology

This report is based on primary and secondary research and analysis.
Fieldwork included extensive interviews with relevant officials in the
public sector, including banking and telecommunications regulators,
financial intelligence units, central banks, and ministries of finance and
telecommunications. From the private sector, MNOs, financial institu-
tions, nongovernmental organizations, microfinance institutions, universi-
ties, and donor agencies were also interviewed.

For this report, the study team conducted primary fieldwork in
France, India, Kenya, Malaysia, Mexico, the Philippines, the Russian
Federation, the United Kingdom, and Zambia.! The study team
ensured that there was fair representation of input from both devel-
oped and developing countries and from both public and private

stakeholders.

Outline of the Book

This report is arranged in four chapters and four appendixes, in addition
to this introduction:

e Chapter 1 dissects the various business models of m-money programs
and outlines the role that each provider can play throughout the mobile
payment process. It also identifies the different market integrity
responsibilities assumed by each provider as the money flows through
the system.

e Chapter 2 provides an assessment of potential risks stemming from m-
money services and the mitigation tools that can be applied. It dis-
cusses whether there has been an emergence of any new ML/TF risks
or mitigation techniques, and reconciles with reality the current per-
ceptions of integrity risks.

¢ Chapter 3 inventories current regulations and legislation passed in
several countries to govern m-money. It assesses how ML/TF concerns
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have been addressed from a regulatory standpoint and describes
potential interactions or mismatches among the multiple regulations
that could govern m-money.

e Chapter 4 makes policy recommendations to the key stakeholders—
policy makers and legislators, financial intelligence units and law
enforcement agencies, sector regulators and supervisors, and banks
and nonfinancial m-money providers. It also proposes new ideas for
FATF consideration.

e Appendix A explores what type of guidance assessors may require to
integrate financial inclusion questions into the AML/CFT assessment
process. It identifies issues that assessors can consider within the broad
framework of the current FATF methodology. The discussion is not
intended to formally complement the FATF methodology or to be a
substitute for any part of it.

e Appendix B provides greater details on the currently evolving
m-money landscape, and it discusses general conditions that could
determine the success or failure of m-money programs globally.

e Appendix C elaborates on the challenges that m-money providers are
currently facing in complying with customer due diligence obligations. It
also lifts some misunderstanding or misperceptions of what is expected
from service providers, clarifies some concepts that are not always cor-
rectly understood by either authorities or the industry, and analyzes the
precise obligations under FATF Recommendation 5. Furthermore, this
appendix provides some guidance on how best to use the flexibility per-
mitted by the standards and to explore possible alternative options.

e Appendix D outlines the challenges posed by implementing reporting
obligations on providers of m-money. In particular, it discusses the dif-
ferent role players; the division of functions; incidental rights and
duties; and the information that should be provided in suspicious
transaction reports, which are vital to the AML/CFT system.

Notes

1. This new phenomenon should be considered a service rather than a kind of
money.

2. For more information on the current m-money landscape—its potential, chal-
lenges, and factors that can lead to the success of m-money deployment—see
appendix B.

3. Wireless Intelligence, GSMA’s marketing information unit, is available at
https://www.wirelessintelligence.com/.



8

10.

Protecting Mobile Money against Financial Crimes

. In Liberia, there is no landline service because it was destroyed in the war and

has not been rebuilt. Calls to anyone must be made through a cell phone.

. For a discussion of cross-border remittances through mobile phones and their

associated ML/TF risks, see chapter 3 and appendix A.

. According to MTN Group representatives operating in the area, m-money

providers in Ghana are actually driving to low-income subscribers’ houses
because they have no other way to verify their addresses, in compliance with
KYC requirements.

. In many regions, for example, the World Bank Financial Market Integrity Unit

has seen cases where AML/CFT policy and regulatory frameworks were ill
designed, partly because there was no clear understanding of the FATF rec-
ommendations and partly because there was an overly conservative policy
approach.

. The World Bank has been working closely with the FATF and FATF-style

regional bodies to address the issues of integrity and financial inclusion.

. In terms of potential flexibility provided by international standards as they

relate to AML/CEFT, this study places great importance on taking into account
a provider’s transaction monitoring and pattern systems because they could
be key elements in mitigating risks where customer due diligence measures
might be more compromised.

In complement, the 2008 study conducted fieldwork in Brazil; Hong Kong
SAR, China; the Republic of Korea; Macao SAR, China; Malaysia; the
Philippines; and South Africa.
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CHAPTER 1

Analysis of the Mobile Money
Transaction Flow

Summary

This chapter analyzes the mobile money (m-money) transaction structure. It identifies
the key steps or elements of a transaction and formulates the “rule of the account
provider” as a design principle for an appropriate regulatory framework.

Previous analysis differentiated models on the basis of the type of service provider
performing the key functions in a particular m-money business model. This led to a
binary approach that differentiated between “bank-led” and “mobile network opera-
tor (MNO)-led” models. Governments have increasingly found this approach inade-
quateto describe and categorize the plethora of models that have emerged. Alternative
players are entering the market at an increasing rate. For example, the authors found
several third-party m-money providers in the Democratic Republic of Congo, India,
Kenya, the Philippines, the United Kingdom, and Zambia—and more are emerging
worldwide. These new models cannot fit easily into the binary approach.

The study analyzed the different models and found that their m-money transac-
tions contain the same five elements or functions arranged stepwise:

1. mobile communications service,
2. customer interface,

(continued)
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Summary (continued)

3. transaction processing,
4. account provision, and
5. settlement.

In the models that were observed, the mobile telecommunications service is deliv-
ered by an MINO, and ultimate settlement is carried out by a bank. The responsibility for
the other functions, however, is not fixed on any specific provider type. The differences
among the various models generally stem from the different ways in which responsi-
bility for the remaining functions is assigned.

The authors believe that it is important to recognize that this great flexibility
concerning who can do what in the transaction is vital to understanding how best
to regulate. It reinforces the view that requlation must be service based, not provider
based.

The chapter is divided into six sections. It first charts the flow of money in an m-money
service. Then it outlines the roles that the many providers may play in each step of a
mobile payment. That framework is then used to identify the various market integrity
responsibilities assumed by the providers as the money flows through the system. The
chapter concludes with the rule of the account provider, which identifies the provider
of the account as the party best suited to verify the anti-money laundering and com-
bating the financing of terrorism (AML/CFT) practices applied at the other stages of
the money flow.

Key Points

M-money schemes are complex, with multiple provider types involved.

Business models should not be defined by provider type because all models inher-
ently include various providers.

Five stepwise functions can be identified in an m-money transaction: mobile
telecommunication service, customer interface, transaction processing, account
provision, and settlement.

Practices that are consistent with AML/CFT procedures are performed in all five func-
tions of the transaction.

Fieldwork indicates that the quality of AML/CFT practices does not vary by provider

type.
The provider of the account records is in the best position to oversee the integrity

practices conducted during the other stages of the transaction, and ideally should
be the party that carries the main responsibility for AML/CFT compliance.
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Introduction: Regulating by Provider Type Is Insufficient

Finding appropriate ways to regulate and supervise m-money requires a
close understanding of how m-money actually moves through the system.
The role of each participant—whether an MNO, a bank, or another
party—is key to determining an optimal AML/CFT regulatory framework.

Each role puts responsibilities on those participants who are best able
to accomplish them. For instance, a government may hold a mobile oper-
ator responsible for recordkeeping when the records already are being
held by a partner bank—a possible redundancy that results in increased
costs. In another case, regulations may require a bank staff member to ver-
ify a client’s identity documents when that verification has already been
done by a qualified MNO retail outlet. Again, this duplication of efforts
could be an unnecessary burden on the business and ultimately could hin-
der financial inclusion.

Previous efforts to map the money flows grouped business models into
two types: bank-based and MNO-based (later termed bank-led and
MNO-led models). But this approach has been insufficient in describing
the complex roles that multiple players have in the system. It is also mis-
leading, implying that an m-money provider is exclusively either an MNO
or a bank. That implication risks leaving crucial third parties—such as
mobile remittance providers or mobile payment system operators—out of
the picture. To effectively regulate the system and guard it against abuse,
regulators must consider what occurs at each step of the money flow.
What function does a provider serve at each stage, regardless of its type?

This analysis defines each stage of the money flow by the function it
serves in advancing the transaction toward completion. A transaction
could be likened to a relay race: the sender passes a baton to the athlete
who specializes in sprints, who then passes it to the athlete who special-
izes in jumping hurdles, who then passes it to another specialist and then
another until the baton is brought to the finish line. Each of the different
functions that the athletes perform is critical for the completion of the
race. In the same way, each of the different functions performed by the
various providers is critical to the completion of the transaction.

What provider performs each function? As will be illustrated in this
chapter, most major m-money models are distinct; so far, there is little sign
of a general movement toward any particular model as superior or pre-
ferred. Therefore, it is important to recognize that most functions of an m-
money transaction can be carried out by various types of providers, just as
different athletes specialize in different parts of a race. Money transfer
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orders, transaction processing, account recordkeeping, and so on can be
done by a bank, an MNO or remittance retail outlet, and others. Who
does what is often the result of market conditions (including the exist-
ing licensing requirements), so there is no inherent precondition on who
performs each function; rather, it is limited only by regulation.

Mapping the System: From Mobile Service to Settlement

M-money systems observed in fieldwork shared two common character-
istics. In the first stage, MNOs always facilitated the mobile service that
carried customers’ transaction instructions and receipts.! And, in the
last stage, the money deposited to and withdrawn from the m-money
system was always stored in an account of some kind based in a bank.?
That finding demonstrates how the system always has at least two
providers involved in a transaction at any one time. In effect, there is
never one single provider.

Figure 1.1 is a diagram of the various stages of a mobile transaction.
Note that aside from the beginning and end steps, all middle stages can
be performed by many kinds of providers and, therefore, do not inher-
ently necessitate either a bank or an MNO.

Mobile Service

Getting access to a mobile phone that is able to communicate is the first
step of an m-money transaction. This access is invariably provided by an
MNO. Although it is technically possible for the MNO to monitor activ-
ity on the phone, privacy and data protection rights usually make the
operator blind to the information communicated. Mobile service can
be both prepaid and postpaid, depending on the consumer and on the
services offered by the provider. Accounts that are prepaid usually have a
ceiling on the amount of credit that can be stored on them at one time.
Consumers of postpaid accounts often have to submit to a credit

Figure 1.1 General Anatomy of a Mobile Transaction

mobile customer transaction account

. . . . settlement
service interface processing provision

Source: Authors.
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check. Prepaid accounts do not pose a risk to MNOs’ business and,
therefore, are less scrutinized. The MNO faces no danger that the cus-
tomer will fail to pay his or her bill after he or she has made a pur-
chase because the transaction can be carried out only if the funds are
already in the user’s account.

Customer Interface

The customer interface is the method through which customers give
orders to the m-money system and receive information. It serves the same
purpose as a bank teller who answers a call from a customer: the inter-
face connects the customer to the payment system.

Mobile phone manufacturers do not generally put payment system
software onto their devices.3 This means that it is often necessary to put
the software on the phone when a customer signs up. Adding the soft-
ware may be done by downloading it onto the phone via a SIM (sub-
scriber identity module) card (the key that gives the phone access to the
mobile network). This is called STK (SIM Toolkit) technology, which is
used by Safaricom in Kenya. Alternatively, the consumer may be able to
access the network using a special code that prompts the phone to access
a menu provided by the transaction processor (this technology is known
as unstructured supplementary service data, or USSD).*

Retail outlets are also a form of customer interface, and they will be
discussed in the next section.

Transaction Processor

The doorway to any m-money program is the transaction processor.
Typically, this is a central computer that automatically handles transac-
tion instructions. It receives orders from the user (via the customer
interface) and then checks the feasibility of the transaction. For instance,
if a consumer requests money be sent to another user in the system, the
transaction processor reviews the accounts of each party to verify that
funds are available and, possibly, that no limits have been reached (such
as transaction amount or quantity limits). Should the request be deemed
satisfactory, the processor instructs the account records (discussed subse-
quently) to be updated with the new balances and sends confirmation
messages to the sender and recipient.

Occasionally, this is not conducted automatically through a computer.
Providers in parts of Africa have dedicated staff who act as transaction
processors, manually updating account records and sending confirmation
messages to users.
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Account Provision

Account balance information as well as transaction history are usually
kept electronically (sometimes with paper backups, depending on regula-
tory requirements). How long these data are kept and how extensive they
are varies from provider to provider and from jurisdiction to jurisdiction.
It is frequently, but not always, linked automatically to the transaction
processor so that money transfers can occur instantly.

Settlement

The settlement process may be simple—the money that the sender puts
into the system is delivered to the recipient, minus fees. Just as settlement
between two accounts in the same bank is much simpler than settlement
between accounts at different banks, so are m-money transactions. In cases
where money is moved within the same financial institution (regardless of
the type), settlement is as straightforward as reconciling the account
records to the transaction.

When settlement is between accounts at two different institutions, a
bank is needed to transfer money from one account to another. For instance,
money transferred from an account at a mobile operator in Malaysia (for
example, Maxis) to an account at a mobile operator in the Philippines (such
as Globe) must go through an intermediary bank. The intermediary credits
the bank account of the receiving mobile operator (which then credits the
virtual account of its customer) and debits the bank account of the remit-
ting mobile operator (which debits the virtual account of its customer).
Figure 1.2 illustrates the flow of money divided into the various functions
that must occur to move the money out of the sender’s virtual account and
to the Philippines where the recipient is located. Notice that the sender’s
account (that is, his or her virtual account) plays no further role in the trans-
action after it has been debited and its records are adjusted. The transaction
then moves to an actual physical cash settlement in a bank between the two
providers (here, Maxis and Globe—both mobile operators).

But the transaction is not done after the receiving provider obtains the
transferred funds. The recipient customer’s virtual account must still be
credited with the money. Figure 1.3 maps this process. Because the funds
are coming from outside, the transaction direction is reversed.

The Retail Outlet’s Role: Customer Interface and User

Retail outlets are a key component in most m-money systems. These out-
lets are generally used for opening an account and exchanging cash for
credit in the system, or vice versa. Some retail outlets may also keep
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Figure 1.2 Sample Transaction between M-Money Accounts in the Philippines
and Malaysia, Sending Side
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Figure 1.3 Sample Transaction between M-Money Accounts in the Philippines
and Malaysia, Receiving Side
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Philippines) bank account.

paper records (such as photocopies of identity documents, applications
for account creation, and receipts for cash-in and cash-out) that is not
always necessary because the records can be kept electronically with the
account provider (AP). From a customer’s view, the retail outlet is the
central mechanism through which he or she can make deposits® and
withdrawals® when the system is closed to outside transactions (that is,
when it is a system that does not give users the ability to transact with
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those who are not registered users). In cases where the system is open
(that is, when it is interoperable with those who are not registered users),
retail outlets may not be as important. See box 1.1 for descriptions of the
two system styles.

How does a retail outlet’s role factor into the five functions outlined
in the previous section? On the face of it, m-money systems handle retail
outlets in the same way they do customers. The retail outlet has a mobile
phone service through which it accesses the interface to give commands
to (and receive receipts from) the system. The outlet even has accounts,
just as other users. Transactions with retail outlets are much the same as
transactions with anyone else in the system. However, the outlets do act
as a type of customer interface for the system and, thus, are paid a fee for
transactions they facilitate.

Effectively, when a regular customer puts cash into the system,
he or she brings it to a retail outlet. The retail outlet takes the cash
and, in return, transfers money from its account to the customer’s
account. If the account provider (AP) is a bank, the customer receives
a deposit into his or her bank account from the bank account held by
the retail outlet.

Box 1.1
Defining Closed and Open M-Money Systems

New payment systems such as prepaid cards, Internet money transfer services,
and m-money may be categorized as closed or open.

Like a typical bank account, systems are considered open if they permit trans-
actions to and from accounts that are not part of the system. Just as someone
may send money from bank A to bank B, an open m-money system would allow
a user to move funds directly from his or her m-money account to an account in
another financial institution. This means that there are two APs involved—one to
send the funds and one to receive them.

Closed m-money systems are set up in a different manner. All transactions
occur within the same system, so only one AP is involved. For a customer to move
money to someone who does not have an m-money account, the sender must
withdraw cash from the system and then use another provider to transfer it to the
recipient’s account.

Source: Zerzan 2009.



Analysis of the Mobile Money Transaction Flow 17

From the AP’s point of view, the retail outlet is nearly the same as any
other customer. In many programs, a regular user could imitate the func-
tion of a retail outlet by taking cash and crediting accounts. However, the
different limits put on retail outlet accounts and customer accounts make
retail outlet imitation difficult.

Although retail outlet activity in the system is quite similar to that of
regular customers (albeit with more transaction frequency and greater
account balances), the way in which a retail outlet inputs or withdraws
funds from its m-money account can be very different from the way in
which customers do so. Retail outlets are almost always required to have
accounts in some traditional financial institution (that is, a bank). They
cannot exist in the system without such an account, no matter how the
program functions. This is because, at some point, retail outlets will want
to convert their credit in the system into cash, and vice versa. Customers
use retail outlets to do this, but what does the retail outlet do? The
amounts retail outlets deal with are much greater than those of regular
customers. So how does all the cash that retail outlets receive from cus-
tomers get deposited into the pooled account?

In closed systems, retail outlets typically will have a bank account in
the same settling bank as the AP. If the retail outlet has too much cash
on hand at the end of the week or month, it will deposit that cash into
this bank account and transfer some or all of it into the pooled account.
This transfer will credit the outlet’s virtual account. If the retail outlet
has too little cash on hand, it makes a cash-out request to the AP.
Cashing out moves money from the pooled account to the retail outlet’s
bank account.

The example of Mobile Transactions Zambia Limited (MTZL)’ illus-
trates the process (figure 1.4). Customers of MTZL must have their own
mobile phone access, but they need nothing more. When they have
opened an account, they may deposit money through a local retail outlet.
The retail outlet has its own account on the MTZL system—an account
that is essentially the same as the customer’s account, but with higher
amount and frequency limits. The customer gives his or her cash deposit
to the retail outlet, the outlet then transfers credit from its account to the
recipient customer’s account (minus a fee).

The customer side is complete; but if the retail outlet wishes to
recredit its own MTZL account with cash or other funds, it must deposit
the cash given by the sender to its (the retail outlet’'s) MTZL bank
account and then transfer it to an MTZL pooled account. The system
then credits that amount to the retail outlet’s MTZL account (figure 1.5).
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Figure 1.4
in Zambia

Example of a Customer Crediting Account through a Retail Outlet
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Figure 1.5 Example of a Retail Outlet Crediting Its Own Account in Zambia
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It is not necessary, however, for the retail outlet to recredit its account
because it already has the cash in hand.

Alternatively, there are systems in which all retail outlets and cus-
tomers have formal bank accounts. Such systems are open m-money
systems. M-money is simply an extension of this account and can be used
in the same way a debit card is used. For instance, the Kenyan MNO and
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m-money provider, Orange, does exactly that. Its retail outlets open
special bank accounts for customers and act as withdrawal and deposit
points—similar to human automated teller machines. Unlike MTZL,
Orange retail outlets do not need to keep an intermediary pooled
account. If money is in an Orange user’s bank account, it is already
transferable to other Orange m-money users (and to anybody else in
the country).

The lesson here is that although retail outlets may have some unique
abilities (such as account-opening rights), the system generally sees their
accounts in the same way it sees any other account. Their transactions go
through the same process as do customers’ transactions. The exception is
the way a retail outlet deposits or withdraws cash in a closed system.
Whereas customers in either system may deposit or withdraw cash to or
from retail outlets, closed system retail outlets have the unique ability to
bring new cash into the system, because it is ultimately the retail outlet
that will have interaction with the pooled bank account (see box 1.2).
Furthermore, only retail outlets receive cash transferred from the pool
bank account, as described in table 1.1.

Who Does What: Multiple Providers

Recall the discussion at the beginning of this chapter noting that three of
the five steps of an m-money transaction may be facilitated by various
types of providers. The exceptions are the mobile service function (the
first step to completing a transaction) and the settlement (the last step).
Mobile service is always provided by an MNO, and settlement is always
performed by a bank. However, the middle three functions—customer
interface, transaction processing, and account provision—may be facili-
tated by various provider types (figure 1.6). The next step in mapping the
anatomy of the business is determining who does what. The following
analysis examines the various types of providers, demonstrating their
increasing involvement in the transaction.

The MNO

MNO participation in the process is technically required only for com-
munications to and from a customer’s mobile phone. In instances where
the MNO does not have further involvement, the operator may be
unaware that m-money services are being provided through its network.
Privacy protections and communications security practices generally pre-
vent an MNO from “seeing” the content of communications. In other
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Box 1.2

A Hypothetical $10 Deposit and Its Movement
into a Closed System

To better visualize the movement of money from a customer to the retail outlet
and, ultimately, into the pooled account, we will follow the movement of a cus-
tomer's hypothetical deposit of $10 to a retail outlet in a closed m-money system.
The outlet’s assumed fee is $0.50.

NLGE
Customer System Retail outlet
deposits $10 at adjusts account deposits $9.50
a retail balances. Outlet’s cash into its
outlet. m-money account is own bank
debited $9.50 and account.
customer’s account
is credited $9.50.
$0.50 is the outlet’s

To recredit its m-money
assumed fee.

account, retail outlet
orders bank to transfer
$9.50 to the pooled
m-money account.

M-money provider
detects transfer
into pooled account
and credits outlet’s

m-money account
$9.50.
END

Source: Authors.

Table 1.1  Steps for a Retail Outlet Cash Withdrawal in Open and Closed M-Money
Systems

Open system Closed system

Because funds are already stored in the (1) Retail outlet makes a cash withdrawal
retail outlet’s bank account, the withdrawal request to the system.
process is the same as a regular bank (2) System removes funds from virtual
transaction. account.

(3) System debits its own pooled account
in a bank and transfers money to retail
outlet’s account in the same bank.

(4) Retail outlet withdraws funds from its
bank account.

Source: Authors.
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Figure 1.6 Providers in an M-Money Transaction
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words, m-money transactions would simply be charged as a text message
or a data download, and what was inside the message or data would be
unknown to the MNO.

In many instances, however, MNOs are involved in providing the cus-
tomer interface. This is certainly the case in the Republic of Korea where
SK Telecom provides the mobile service and customer interface for a
service called MBank. MBank gives users the ability to access their exist-
ing bank accounts through their mobile phones, but banks do not control
all the software. The customer interface is provided by the MNO through
a dual chip placed in each of its phones. The MNO's role in this is simple:
it develops the interface with the four other banks involved (Oh et al.
2005). Although it designed and distributes the platform through
which customers transact, the operator, again, cannot “see” individual
transactions because of legal restrictions and privacy protections. It is
likely, however, that such impediments could be lifted in the case of a
law enforcement investigation.

In fact, it is only at the stage of transaction processing that MNO
involvement in individual transactions becomes evident. This could be
considered the “meat” of the money flow. In fieldwork, it was found
that MNOs that performed the transaction-processing function always
performed the two preceding functions (mobile service and customer
interface). This finding has led some observers to identify the transaction
processor as the “leader” of the mobile program. However, the transaction
processor is not always a single party. For instance, consider an m-money
product marketed in Zambia. The bank that markets the product made
an agreement with an MNO. The MNO partially processes transactions
on its computers, sending the customers’ commands to the bank. The
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bank then manually approves those commands and adjusts the customers’
bank accounts accordingly.

The maximum involvement an MNO can have is covering every
function to the point of account record management (the account
provision step). In m-money programs that include that much network
operator involvement, MNOs generally use a bank solely to handle the
physical cash deposited into the system and for ultimate settlement with
retail outlets. MNOs observed in fieldwork performing this function
also performed all functions preceding it. The most prominent exam-
ple of this model is the Safaricom model in Kenya. The MNO
Safaricom manages the transaction to the point of settlement with
retail outlets (which it leaves to the partner banks).

The Bank

Bank involvement can be traced from the other side of the money flow
chart. Banks in fieldwork were always the entity providing the ultimate
physical cash settlement in an m-money program. At a minimum, they
were responsible for holding the funds. If their involvement ends there,
it is management of a pooled account under the name of the MNO (or
its designate). This is precisely the case of Safaricom in Kenya. Because
the MNO manages records, processes the transaction, and provides
both the interface and the mobile service, the bank has only to hold the
money in a trust account.® It does not “see” the day-to-day transactions
of customers, but merely the withdrawals from or deposits to the sys-
tem by retail outlets who have bank accounts at the same bank. In
some systems, including that of Safaricom, even the settlement func-
tion is carried out by multiple banks where there are several pooled
accounts.”

If a bank deals with account provision in addition to a settlement func-
tion, its participation in the program is greatly enhanced. Account record
management means the bank is involved in each transaction in the sys-
tem. Fieldwork found that when a bank managed this step of the process,
the accounts were invariably their own bank accounts as well. That is
important because bank accounts are open (except for their regulatory
restrictions'?) and, therefore, directly interoperable with the broader
financial system. They can be used to move money to or from nonusers
of the m-money system.

In most (but not all) cases in which banks manage account records,
banks are also central to the transaction-processing function.!! Banks that
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control the mobile transaction processor in an m-money program often
had to contract with one MNO or many MNOs to have them provide the
technology for the customer interface. Such programs are often the result
of the communications authority’s reluctance to permit banks to inde-
pendently set up the interface themselves, without a licensed MNO.!2
When the bank runs the transaction processing, any MNO or third-party
involvement in individual transactions is minimal. As mentioned previ-
ously, transaction details are usually apparent only to the facilitator(s) of
the transaction processing and the AP.

Finally, banks in some countries have gone so far in facilitating m-
money as to provide even the customer interface. As mentioned earlier,
the customer interface is the function that links the commands or receipts
of the customer to the transaction processor. In such cases, the MNO has
no more involvement than simply providing the communications plat-
form through which the transaction may occur. It is similar to traditional
telephone banking whereby the telecommunications corporation merely
provides the line on which the customer speaks to bank staff. Only the
bank knows the contents of the call, unless privacy protections are lifted
by a court order or other legal means.

Other Providers

As noted in the introductory summary of this chapter, previous analysis
and perceptions of m-money programs have often ignored the existence of
the plethora of provider types. An m-money service is never provided by
one single provider, nor is it limited to just MNOs and banks. Examples are
prevalent in the Democratic Republic of Congo (Celpay), India (Obopay),
and Zambia (MTZL and Celpay), with other countries considering other
providers at the time when fieldwork was being conducted.

Where do these businesses fit on the flow-of-money chart? The mobile
communications services are necessarily provided by an MNO, and banks
act as the ultimate settlement point in the models that were studied. The
remaining three functions (customer interface, transaction processing,
and account provision) are delivered by a range of providers, extending
from banks and MNOs to nonbank, non-MNO service providers.

Perhaps the most famous third-party provider is Celpay, which classi-
fies itself as a payment service. Celpay is a standalone provider that has
made agreements with MNOs and banks so that it can provide its service
(and functions in the intermediary three steps).

Figure 1.7 maps the money flow through an account at Celpay. A cus-
tomer of the Celpay payment service uses his or her existing mobile
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Figure 1.7 Alternative Provider Type: Celpay in the Democratic Republic of Congo
and Zambia
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service to access a special menu on the phone—a menu designed and
downloaded to the phone by Celpay.!®> This menu is the customer
interface. Transaction commands are sent and account information is
received through this portal. Transaction processing is done at Celpay’s
offices by its staff. Staff members then manually process the transac-
tion by verifying that available funds are sufficient and limits have not
been reached. Account records, also held at the Celpay offices, are
updated accordingly; and a confirmation message is sent to both sender
and recipient of the funds. Because the system is closed, bank settle-
ment is necessary only when money is withdrawn from or deposited
into the system.

Unlike MTZL (an alternative provider type operating in Zambia and
discussed earlier), Celpay has no retail outlets. Customers exchange cash
and credit at a bank that has an agreement with Celpay. Uniquely, this
model gives banks slightly more ability to “see” a customer’s activity, but
only in terms of his or her deposits and withdrawals. This vantage results
from Celpay’s lack of a retail outlet network other than bank branches.
Because all credit and cash exchanges occur through a bank, all customers
must have a bank account at the bank where they deposit and withdraw
money. The parallel nature of the two accounts (the customer’s Celpay
account and the customer’s existing bank account) gives users the ability
to transact between them. Celpay is blind to what occurs in the bank
account (except for deposits and withdrawals from the Celpay system),
and the bank is blind to what occurs in the Celpay system (again, except
for deposits and withdrawals).
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Market Integrity Roles Assumed by Providers

This chapter has outlined a basic framework through which any m-money
program can be analyzed. The flow of money is broken into five steps at
which a function is carried out to pass the “transaction baton” and advance
the transaction toward completion. Furthermore, this chapter has shown
that there are many types of business models and providers for m-money.

Now we will look at the relevant AML/CFT procedures carried out by
the providers at each step of the transaction.!* Through this breakdown,
we will be equipped to discuss the proper regulatory regime that affects
business minimally but leaves no gaps.

Mobile Service Provider

As noted previously, the mobile service is a function always provided by
an MNO. Mobile service generally requires an MNO to be supervised and
licensed by a jurisdiction’s communications authority. This government
agency is tasked with regulating the communications industry. Its mandate
is broad and rarely covers financial issues, such as AML/CFT. However, it
is relevant to ensure the soundness of a company so that it is not controlled
by criminals who could use it for illicit ends.

Discussions in the past have questioned whether the communications
authority would be equipped to oversee m-money and, in particular, the
AML/CFT practices. This concern stems from the case in some countries
where the authority is charged with licensing the individual services
provided by an MNO.!> However, the function of providing mobile
service is content neutral—that is, the MNO does not necessarily know
what is being communicated. It merely carries the message. This func-
tion is much the same as a postal worker delivering a water bill—he or
she delivers the envelope but is not aware of its contents. Therefore,
MNOs whose sole function is the mobile service in a payment program
have assumed no AML/CFT responsibilities.

In terms of other possible AML/CFT-consistent practices, some mobile
service providers keep basic information (name, address, and telephone
number) about their clients. Such information could be used as part of a
customer due diligence practice. However, it is mainly for postpaid
clients; in many economies, the majority of users are prepaid and little or
no information is kept on them. Anecdotal evidence collected in field-
work indicates that the number of anonymous prepaid clients may be
reduced as governments institute laws requiring MNOs to identify who
owns a particular mobile phone number—mandatory SIM registration.
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Perhaps unique to telephony, call records and data activity are stored
for billing purposes. Geographic data (that is, the location of the person
when he or she uses the mobile device or accesses a retail outlet) is also
possible to gather through MNO systems, but they are not always
recorded. Some observers in law enforcement have called for these data
to be captured and linked to that of the transaction, regardless of the
MNO'’s participation in the transaction beyond simply providing the
mobile service. Even if the customer’s name is unknown by the provider,
the phone number is used as a unique identifier for billing.

Customer Interface

The security of the transaction at this point is quite possibly at its great-
est risk. Customers usually log on to the software (whatever the type)
using a password. Fraud through password sharing and stealing has been
detected by various m-money providers. However, to date, no money
laundering or financing of terrorism has been detected through shared or
stolen passwords.

Fraud is a risk in any payment system. But it is fraud by retail outlets
that is one of the foremost concerns of providers—whether MNOs,
banks, or other m-money participants. Great efforts have been made to
mitigate this risk by all the providers studied in fieldwork, and many of
these efforts overlap completely with AML/CFT.!'® In Kenya, for instance,
the MNO Zain (now called Airtel Africa) undertakes enhanced due dili-
gence measures on all retail outlets. MNO staff verify the business permits
of retail outlets through notaries and perform onsite random visits,
including the use of “mystery shoppers.”!” Also in Kenya, retail outlets of
Safaricom are required to pass an AML test to ensure their familiarity
with integrity issues and procedures.

Furthermore, relevant to AML/CFT is that retail outlets are respon-
sible for verifying a customer’s identity (for instance, through identity
documents if the customer is unknown to the retail outlet) for cash
withdrawals (and for deposits in some programs). This due diligence
is meant to prevent fraud by customers and to fall in line with
integrity practices.

Transaction Processor

The transaction processor receives a command or instruction from the
user. In systems where a non-MNO is the processor, the encrypted com-
mand is wired through the MNQ's circuits and received by a computer
at the provider of this stage of the money flow. This step is not always as
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simple as it sounds. In some cases noted during fieldwork, the actual
transaction processing was manual. The non-MNO provider’s staff would
have to find the account linked to a particular phone number and enter
the data in its separate computer system. For AML/CFT purposes, this
manual process means slower internal controls. Some systems have to
manually check the names of users for matches on sanctions lists or, at
least, wait until the transaction data are entered in the system.

The authors found that when an MNO is the provider of this function,
the message is decoded and processed automatically. All MNOs claimed
to have the system linked to a screening system that would instantly block
flagged names or phone numbers.

Moreover, every provider type performing this function was observed
to have placed limits on balance/transaction amounts and frequencies.
Attempts to go over these limits were blocked and, in some cases, flagged
to the provider.

Account Provider

In all m-money programs studied, account records were a fundamental
part of the business. Records included more than just account balances.
For instance, there were no cases where money was transferred without a
record of the transaction being stored. As with the previous two func-
tions, there are many types of providers managing account records. The
period of time for which records were kept varies. They typically are kept
for five to seven years because of regulatory obligations; the business need
for records is much shorter. By comparison, MNOs keep communications
data records for less than two years in most countries. The exception to
this is, of course, data on the customer’s profile: name, phone number, and
other information that varies from plan to plan (for example, date of
birth, address, identity documents, and so on).

All of these provider types monitor account activity. But the degree to
which they do this varies (although not according to provider type).
Account-monitoring procedures vary from sophisticated automated sys-
tems that detect patterns to manual ones where the customer base and
retail outlet numbers are small.

In terms of reporting suspicious activity, the AP was observed in field-
work to be the entity that took this responsibility. The practice of filing a
suspicious transaction report with the government varied greatly by coun-
try, and it did not seem to be linked to the type of provider. The frequency
and quality of reporting were more reliant on established practices in the
country than on provider type.
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Settlement Institution

In all plans, including closed systems, banks involved in the settlement of
the transaction stated that they filed suspicious transaction reports with
authorities. Closed-system settlement banks that oversaw the pooled
accounts filed such documents only for questionable retail outlet activity,
however. This is because transactions that occur within the system—that
is, from virtual account to virtual account—do not require cash settle-
ment. Because there are no changes in the pooled account that the bank
holds, the bank is unable to see such transactions.

After examination of the relevant AML/CFT procedures carried out
by providers at each step of the transaction, it is important to emphasize
that the regulatory responsibility for each type of provider (MNO, bank,
or third-party provider) may vary, depending on the specific type of busi-
ness model at hand.

Summary and the Rule of the Account Provider

The newness of m-money has inspired many business models and a great
variance in the degrees of participation by numerous kinds of providers.
Because it is unclear where the market is headed (that is, “which model
is best?” if such a question can ever be answered definitively), a frame-
work for analysis should work in a provider-neutral way. The three central
functions of any m-money scheme (customer interface, transaction pro-
cessing, and account provision) have been observed to be provided by
MNOs, banks, and other kinds of entities.

Procedures relevant to market integrity—including customer due dili-
gence, internal controls, monitoring, reporting, training, and recordkeeping—
have all been identified in each of the five steps through which a
transaction passes. It seems that in each of these five steps, the provider
of the account records is the one that plays the greatest role in
AML/CFT obligations.

This finding can lead us to the rule of the account provider: the
provider who manages the account records is in the best position to super-
vise the AML/CFT procedures of the providers at the other stages, and it
may be advisable to place the legal burden for regulatory compliance on
that provider. This is because the account records function is where the
information about customers, retail outlets, and activity all comes together.
Whether this function is provided by an MNO, a bank, or another type of
entity, the rule holds true. It is important, however, to note that many
types of providers may hold the function of an AP. Therefore, regulators
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must understand that the account provision step may be outsourced to
multiple entities, and the regulators should clarify which specific entity
would ultimately be legally responsible for any breaches.

Notes

1.

This seems natural because only MNOs have the infrastructure available to
provide mobile network coverage.

. Placement in a bank account is not technically necessary because other

provider types could choose to store the cash themselves. However, keeping
it in a bank reduces the burden on the m-money provider to protect the cash
of the m-money system. No m-money provider stores the cash outside of a
bank because the cost of guarding cash is too great for nonbanks.

. Recently, however, Nokia announced plans to start including m-money soft-

ware in some of its mobile devices sold in developing countries.

. For further examples, see Mas (2009).

5. Note that to “deposit” is sometimes termed to “cash-in.” This report uses the

terms interchangeably. To “deposit” is usually the act of putting money into a
system that gives interest to a customer (like a bank). To “cash-in” is used in
the m-money industry to mean placing money in the system for transfer, usu-
ally without accruing interest (like a money transfer service or a remittance
provider).

. Note that to “withdraw” is sometimes called to “cash-out.”

7. MTZL is neither an MNO nor a bank. It is a payment provider that facilitates

10.

11.

12.

13.

the transaction in the functions of customer interface, transaction processing,
and account provision.

. The trust account in the bank is not in the name of Safaricom; rather, it is in

the trust itself, which is a separate legal entity that is affiliated with Safaricom.

. M-money providers sometimes store the physical cash of the system at mul-

tiple banks to mitigate insolvency risks.

In South Africa, for instance, m-money accounts are generally not able to
transact across borders even though they are bank accounts.

Fieldwork done in Zambia found cases where banks were account providers
and transaction processing was carried out partially at the MNO.

For example, USSD technology often requires licensing from the communi-
cations authority in a country. Typically, the authority only grants licenses to
MNOs (not to banks and other financial institutions). Non-MNOs then need
to pay licensed MNOs to carry their service.

Through an agreement with the MNO, Celpay is given the ability to down-
load the software onto a phone’s SIM card.
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14.

15.

16.

17.

Protecting Mobile Money against Financial Crimes

The AML/CFT procedures identified are those laid out in Chatain et al. (2008):
licensing and registration processes, customer identification, recordkeeping,
internal controls and monitoring, guidelines, reporting obligations, supervision
and oversight, cross-border transactions, and staff training.

Even this practice is diminishing around the world as MNOs are providing
an increasing array of services, making it difficult to license individual offer-
ings. Communications authorities are increasingly moving toward a “univer-
sal licensing” regime whereby companies are authorized to use a particular
channel, frequency, or other method for communications, regardless of the
content of the communications.

For agency-related fraud abuse that occurred in South Africa regarding low-
value products and for guidance on the management of retail outlet risk, see

de Koker (2009).

Mystery shoppers are staff who visit retail outlet locations and pretend to be
regular customers to test the outlet’s integrity and competence in carrying out
its roles.

References

Chatain, Pierre-Laurent, Ratl Hernindez-Coss, Kamil Borowik, and Andrew

Zerzan. 2008. Integrity in Mobile Phone Financial Services: Measures for
Mitigating Risks from Money Laundering and Terrorist Financing. Working Paper
146. Washington, DC: World Bank.

de Koker, Louis. 2009. “The Money Laundering Risk Posed by Low-Risk Financial

Products in South Africa: Findings and Guidelines” Journal of Money
Laundering Control 12 (4): 323-39.

Mas, Ignacio. 2009. “The Economics of Branchless Banking.” Innovations 4 (2):

57-75.

Oh, Sangio, Hee Jin Lee, Sherah Kurnia, and Robert Johnston. 2005.

“Competition and Collaboration in Mobile Banking: A Stakeholder Analysis.”
Paper presented at the Hong Kong Mobility Roundtable, Hong Kong SAR,
China, June 2-3.

Zerzan, Andrew. 2009. “New Technologies, New Risks? Innovation and Countering

the Financing of Terrorism.” Working Paper 174, World Bank, Washington, DC.



CHAPTER 2

Assessment of Potential
Money-Laundering and
Combating the Financing of
Terrorism Risks and Their Potential
Mitigation Techniques

Summary

The growing adoption of m-money (m-money) means that requlators are likely to see
new safety problems for consumers and for m-money providers as an increasingly
complex financial system gives rise to more sophisticated frauds and increased risks of
money laundering (ML) and terrorist financing (TF). AWorld Bank study in 2008 under-
took an evaluation of the ML and TF risk concerns arising from m-money and the
potential techniques for mitigating those risks. Given that the m-money market has
evolved over the years 2009 and 2010, this chapter determines whether any new
integrity risks have emerged and identifies the latest risk-mitigation approaches.

The chapter is divided into six sections. It first categorizes the perceived integrity
risks that could stem from m-money, and then shows how there may be elevated risk
perceptions among stakeholders of m-money in certain jurisdictions. Following that
discussion, the authors argue that a comparative risk-based assessment suggests

(continued)
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Summary (continued)

integrity risks stemming from m-money services are actually low if providers and
authorities take into account risk mitigation measures. Evidence from the field sup-
ports that argument. Discussion then turns to the innovative risk mitigation tools cur-
rently available to m-money providers and national authorities. The chapter then
separates TF from ML and assesses the specific risks and mitigation techniques relevant
to TF. It concludes by emphasizing that some countries have applied overly conservative
risk mitigation approaches, compromising policy makers’ objectives to efficiently and
rapidly expand financial access.

Key Points

If risks are defined on an absolute level rather than a comparative level, the abuse of
m-money could arise from four major risk categories—anonymity, elusiveness,
rapidity, and poor oversight.

Poor oversight is an external risk factor potentially creating conditions that increase the
likelihood of abuse stemming from the other three major risk categories. The quality of
oversight is largely under the capability and discretion of national authorities.

Recent incidents of consumer fraud abuse through m-money channels, anticom-
petitive business practices by providers, and a lack of formal regulations have height-
ened integrity perceptions among some m-money stakeholders.

Avariety of tools and techniques are available to mitigate integrity risks, and m-money
providers generally use most of these tools to avert any reputational risks.

Fieldwork revealed no new ML or TF risks since publication of a 2008 World Bank studly.
Low amounts of money, traceability, and the monitoring features of m-money pro-

grams could make m-money far less risky than other methods of payment, particu-
larly cash.
The risks of financing terrorism and approaches to mitigating those risks are differ-

ent from those relevant to money laundering, and the approaches have been
applied quite differently, depending on the specific circumstances.

Ariskanalysis of m-money can be accomplished through a more comparative perspec-
tive; and if that is done, integrity risks from m-money appear to be comparatively low.

M-money may help move consumers from cash-based transactions to electronic
transactions, thus reducing integrity risks on a systemic level through the ‘electronic”
paper trail.

Increasing evidence from fieldwork suggests that certain jurisdictions are imple-

menting overly stringent risk mitigation techniques for ML and TF, potentially
increasing regulatory compliance costs among m-money providers and constrain-
ing financial inclusion objectives.
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Integrity Risks in Theory: Placing Them into Four
Major Risk Categories

Although there is a substantial potential opportunity for m-money to
support financial inclusion, significant concerns have been raised regard-
ing the integrity of m-money.! Previous analysis, supported by current
research and data, suggests that the abuse of m-money could stem from
four major risk categories: anonymity, elusiveness, rapidity, and poor over-
sight. Whereas the first three risk categories may be inherent in the oper-
ation of the m-money business model, poor oversight could create
conditions that increase the likelihood of abuse emerging from the other
three risk factors. Therefore, it should be emphasized again that an enabling
environment for m-money must also entail effectively regulating and super-

vising any potential risk concerns that may arise from these services, includ-
ing those of ML/TF?

Anonymity
M-money may pose a risk of customer anonymity if proper systems are not
in place. Few, if any, m-money transactions can be classified as truly anony-
mous in the general sense of the word.? Many mobile telecommunications
and m-money relationships are subjected to identification processes and to
verification processes that resemble those applied by normal brick-and-
mortar banks to clients who have a similar risk profile. Hence, anonymity
in the context of m-money refers specifically to the risk that a criminal
may gain access to m-money using a false name or may be allowed to
access the services by not disclosing his identity to the MNO or banker.
If identification processes are absent, criminals are able to access
m-money with ease. If identification is undertaken, but verification
processes deliver weak authentication, it is easier to commit identity
fraud successfully. Regarding many of the current m-money programs,
there are two main reasons verification processes may not be robust:

1. Responding to the needs of the country, national regulations govern-
ing the m-money model allow non—face-to-face verification.

2. The country’s verification infrastructure (for example, availability of
reliable national identification documentation and electronic databases
with identification and profiling data on all residents) is weak.

Both reasons are present in most developing countries, and they may
compromise the quality of the verification processes for m-money pro-
grams more than for brick-and-mortar banks (de Koker 2009a).
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There are many ways these verification processes can be compromised.*
For example, in some countries, users of prepaid mobile devices are not
required to register their phones with the provider, so a user’s specific
identification data are unknown. As m-money becomes more prevalent,
there is concern that criminals could take advantage of this anonymity to
send money while masking its source.

Additionally, the use of false identification could present the same
problem. The nature of m-money is such that identity may only be veri-
fied in a face-to-face manner at the purchase of the phone, and subsequent
use will be remote and without the identification normally required for
traditional transactions done in person at a bank branch. The possibility
that a registered user would hand over his or her phone to criminals to use
for illicit activity or that the phone would be stolen for such use could
pose dangerous risks.®> In some countries, such abuse has already been seen
among criminal organizations for drug trafficking purposes.®

Elusiveness

It is very much in this context that the second risk factor, elusiveness, may
exist in the use of m-money to facilitate money movements. Certain cul-
tural practices could provide cover for the true initiator and recipient of
a transaction. Mobile phone “pooling,” which is used in poorer communi-
ties, and the delegation of use in wealthier circles are both examples of
exclusiveness. For example, phone pooling is a growing practice in rural
villages throughout Africa and Asia. The local community appoints a
responsible person to manage a mobile phone that is shared among those
in the village. If the phone is registered, it will be under the name of the
responsible carrier, not all of those people in the community who may
use it.

In wealthier communities that employ phone delegation, a wealthy
person authorizes another individual to act on his or her behalf in man-
aging the phone. The phone may be legally registered to the wealthy per-
son, but is never used directly by that person. This practice could be
abused for illicit financial activity if the delegated agent misuses the
phone to avoid customer profiling. In some countries, financial institu-
tions, law enforcement agencies, and financial intelligence units profile
customer activity. This is also true in some markets for m-money. A large
transaction may appear consistent with the profile of the wealthy individ-
ual to whom the phone is registered, even though that person is unaware
that the authorized agent is clandestinely working as an intermediary for
criminal activity. The transfer is unlikely to be flagged by authorities
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because its size is not inconsistent with the customer profile of the
wealthy individual registered as its owner.

Furthermore, to increase the difficulty of being detected if engaged in a
potentially illicit activity, one may use “smurfing.” Smurfing is the use of
small transactions to hide the greater sum that ultimately is being trans-
ferred. This activity tries to keep money-laundering transactions below the
general detection and reporting levels. With the increased detection of
smurfing activity, some criminal syndicates have responded by smurfing
increasingly smaller sums per transaction. Therefore, U.S. law enforcement
agencies have recently coined the phrase “microstructuring” to mean break-
ing up large sums of proceeds of crime into low-value transactions ranging
between $1,500 and $3,000.”

Finally, it has been argued that the ubiquity of mobile telephone cov-
erage may pose a heightened integrity concern because the use of cell
phones in illegal activities avoids the need to be in the same place all the
time; in other words, the nonsedentary nature of using cell phones would
likely make illicit activities through mobile-based services more difficult
for law enforcement agencies to detect.®

Rapidity

The convenience of m-money programs—the ability to use them quickly
and practically anywhere at any time—can aid efforts to “layer” a transac-
tion. In ML terminology, layering is the practice of obscuring the origin of
funds by complicating their path (for example, transferring them fre-
quently through different accounts within a jurisdiction, and even
between jurisdictions®). The high speed at which this can be done makes
layering much easier than in traditional transfer methods that can require
face-to-face interaction with bank personnel at each step. A criminal sit-
ting in one spot with several phones in hand could easily move funds
across multiple m-money accounts.

Some of the key risk indicators that have prompted m-money providers
and relevant national authorities (such as financial intelligence units [FIUs])
to flag particular m-money transactions as suspicious—based on the
perceived risk categories of anonymity, elusiveness, and rapidity—are

highlighted in box 2.1.

Poor Oversight

The risk of poor oversight has emerged because current and emerging
m-money programs may fall outside anti-money laundering/combating
the financing of terrorism (AML/CFT) regulations in some countries. The
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Box 2.1
ML/TF Threat and Risk Indicators

- One sender, multiple beneficiaries

+ One beneficiary, multiple senders

- High velocity or frequency of transactions

- Incomplete or fictitious information

- Customers whose explanation of the source of the funds is unclear and who
decline to provide a satisfactory explanation

- Lack of references or identification

- Structured or recurring, nonreportable transactions

+ Multiple third parties conducting separate but related nonreportable transactions

- Transactions structured to lose the paper trail

- Significant increases in the number or currency amount of transactions

- Transactions that are not consistent with the customer’s business or income
level

Source: The Philippines’ Anti-Money Laundering Council.

AML/CFT regulations in place for other financial institutions may not
legally apply to the new providers that facilitate m-money (such as
telecommunications companies [telecom]) because their primary busi-
ness is not the provision of financial services. Because the m-money mar-
ket is generally newer than the AML and CFT legislation in many
countries, governments did not consider m-money providers when draft-
ing those laws. Poor oversight may intensify the three inherent risks
described earlier because m-money providers will not be detected and
sanctioned for unsafe practices in the ways that traditional financial insti-
tutions typically are when noncompliant with AML/CFT procedures.
Further complicating the problem is determining the right government
authority to oversee m-money. Governments may choose to regulate
these businesses through their ministry of communication or technology,
but that ministry may not have the mandate or the tools to oversee the
industry. In m-money business models where a bank is more extensively
involved, there is often a measure of confusion regarding the division
of AML/CFT functions between the telecommunications provider and
the bank. Countries that have regulated m-money have divided these
functions in different ways. Some jurisdictions put the AML/CFT onus
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on the bank; others shift it to a greater degree to the MNO. Because
m-money programs have a variety of different business models (as elabo-
rated in chapter 1), it could be justifiable to regulate and supervise one
type of program differently from another. Thus, it is very difficult to
determine a consistent approach for all countries to follow in overseeing
these electronic channels.

A sample of potential vulnerabilities for each risk category described
earlier is provided in table 2.1. The vulnerabilities are presented for the
three stages of an m-money transaction—loading the funds, transferring
the funds, and withdrawing the funds.

Fieldwork Finding: Perceptions of Integrity Risks
May Be Higher Than Merited

A variety of factors might constrain the expansion of m-money programs
globally. One of the most significant factors appears to be fears among
consumers, service providers, and national authorities about the integrity

Table 2.1 Potential Vulnerabilities for Each Risk Category at Each Stage of an
M-Money Transaction

Sample exploitation of vulnerabilities at each stage

General

risk factor Loading Transferring Withdrawing

Anonymity Multiple accounts Suspicious names Cashing-out of illicit or
can be opened by cannot be flagged by terrorist-linked funds is
criminals to hide the the system, making it possible.
true value of deposits.  a safe zone for known

criminals and terrorists.

Elusiveness Criminals can smurf Criminals can perform  Smurfed funds from
proceeds of criminal multiple transactions multiple accounts can
activity into multiple to confuse the money  be withdrawn at the
accounts. trail and the true origin -~ same time.

of funds.

Rapidity lllegal monies can be Transactions occur in Criminal money can
quickly deposited and  real time, making little  be moved rapidly
transferred to another  time to stop them if through the system
account. there is suspicion of and withdrawn from

terrorist financing or another account.
money laundering.

Poor Without proper oversight, services can pose a systemic risk.

oversight

Source: GSMA risk assessment methodology (Solin and Zerzan 2010).
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risks associated with mobile technologies. These fears may not neces-
sarily be based on facts or even reasonable conjecture, but they are
understandable, given the novelty of m-money.

World Bank research and fieldwork interviews with authorities in sev-
eral jurisdictions have indicated that national regulators and supervisors
are struggling to understand and assess the actual risks (including those
from ML/TF) stemming from such technologies. Most take a conservative
position, assuming that these technologies pose a higher risk than they
actually do. This view has negatively affected the appetite for and ability
of countries to enact legislation permitting m-money and to effectively
regulate and supervise m-money services.!® At the same time, the lack of
formal legislation has been one reason that some m-money operators
have not ventured into new jurisdictions where there could be great
potential for growth in m-money programs.

Even in Kenya, where m-money programs arguably have had signifi-
cant success without any formal legislation, operators like Safaricom still
desire formal legislation that would regulate and supervise them so that
more consumers may feel confident in using their services. Although
one major reason for Safaricom’s success has been consumers’ greater
trust in MNOs than in commercial banks operating in Kenya (The
Economist 2009), there are still Kenyan consumers reluctant to use these
services because of concerns over the system’s integrity. As a result,
Safaricom has been working with Kenyan authorities on formal legisla-
tion that could have a positive impact on the continued growth of its
business, while mitigating perceptions of integrity risks among prospec-
tive customers.!!

Although the general lack of knowledge or the absence of formal leg-
islation in certain jurisdictions has created perceptions of elevated
integrity risks among consumers and authorities, banks and MNOs may
also have played a role. In some jurisdictions, it appears that banks have
blocked MNOs from entering the market for financial services by arguing
that MNOs will pose a heightened integrity risk and will threaten market
stability because they may not be subject to the same regulation and
supervision to which banks are subject. The MNOs, however, view this as
a way for banks to prohibit MNOs from engaging in the business for the
unbanked because they believe they are more competitive. In other
jurisdictions, there have been arguments that MNOs are attempting to
force banks out of the m-money business, hindering the potential
growth of banks. Banks have attempted to partner with MNOs, but the
MNOs have refused. What exacerbates the situation for banks is that



Potential Money-Laundering and Combating the Financing of Terrorism Risks 39

unstructured supplementary service data dial numbers (which would
allow a financial institution to operate in an MNO’s mobile network) are
given only to MNOs by the national communications authority of a juris-
diction; therefore, banks must pay MNOs for their use if the bank wants
to engage in m-money services.!? Hence, practices such as these among
MNOs and banks have provided both entities an incentive to accuse each
other of posing elevated integrity risks, and they may have prevented the
emergence of more m-money programs. On another note, the banks’ and
MNOs’ lobbying strength with national authorities in a specific jurisdic-
tion could play a significant role in determining the type of provider
allowed to operate m-money services.!3

There could also be integrity risks arising from the manner in which a
particular m-money business model is structured. For example, the m-
money operator in one country does not charge a fee to cash-in, but a fee
is charged when the consumer transfers the money. Thus, there are
reports of small groups of people having pooled their money to cash-in to
one specific account, thereby avoiding transfer fees that would have been
incurred if each person had done it through his or her separate account.
The recipient receives the pooled money and manually disburses it to
each respective remittance recipient.

Multiple vulnerabilities may arise from that situation. First, retail out-
lets may not be in a position to identify the origins of funds pooled into
one single account, thereby losing the paper trail. Second, the situation is
aggravated by the possibility that a retail outlet is not following proce-
dures and checking the identity and source of funds. And, third, the retail
outlets may be involved in the criminal syndicate.!*

It is difficult to draw any concrete conclusions from the small
handful of actual cases of integrity abuse that have surfaced. However,
it seems that m-money retail outlets and employees of the MNOs and
banking service providers may pose a distinct ML/TF risk. Employees
may have or gain access to client details, and they may know the sys-
tem and controls well enough to circumvent them. Retail outlets, how-
ever, can receive substantial volumes of payments and may extract
them as a legitimate product of business, perhaps by integrating the
funds into legitimate sources of business. Or retail outlets could be
fraudulent, defrauding their clients and the banking services provider.
Their businesses could also serve as fronts for ML/TF activity. For
instance, they may collude with coconspirators who pose as their cus-
tomers or assist in creating accounts for nonexistent or unwitting
clients.!> Hence, enhanced risk mitigation measures (enhanced due
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diligence, training, and monitoring'®) may be needed for retail outlets
relative to consumers.

Integrity Risks in Reality

In this section, the authors argue that a comparative and macro-based risk
assessment suggests integrity risks emanating from m-money services are
low if providers and authorities take into account risk mitigation meas-
ures. Evidence from the field supports this argument. Evidence from the
field also suggests that a distinction be made between ML/TF and con-
sumer fraud because there have been cases of m-money abuse for con-
sumer fraud, but none of those cases have evidence of ML/TF.

Transition from Cash Transactions to Electronic Transactions

In the previous sections, the AML/CFT risk analysis of m-money focused
on the aspects of risks posed individually by each product (absolute risks)
and normally relevant within the Financial Action Task Force (FATF)
framework. This section considers m-money risk from a broader and more
comparative perspective.

M-money is often the first noncash service that clients in developing
countries are able to access. Although m-money is not without ML/TF risk,
it poses less of a risk than does cash. ML/TF transactions are recorded and
traceable, especially if clients are identified. When clients have not been
identified, de Koker (2009a) argues that they often are still identifiable. If
law enforcement officials wish to identify a particular unidentified client,
the m-money framework generally provides them with a rich source of
identifying details—for instance, voice recordings, patterns of communica-
tion, and patterns of transactions.!” In addition, the mobile phone acts as a
tracking device that can lead investigators to the actual person. Individually
and collectively, these facts may render m-money unattractive for abuse,
thereby reducing the likelihood that the risk will eventuate.

Also, given that the m-money provider generally has limits on the
balance and frequency of m-money transactions, overall costs for ML or
TF through m-money relative to other channels may dissuade potential
criminals from exploiting the service (see box 2.2).

A risk assessment report undertaken by the GSMA (Solin and
Zerzan 2010) compared the risks posed by cash transactions with
those posed by m-money. According to this analysis, m-money poses
less of an ML/TF risk than do cash transactions, and these risks can be
lowered further by proper controls. In sum, because some risk factors
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Box 2.2

Cost and Time May Make M-Money Channels
Unappealing to Criminals

Depending on the transaction and value caps for m-money, a criminal may launder
$10 million in 10 transactions of $1 million each; 100 transactions of $100,000 each;
1,000 transactions of $10,000 each; 10,000 transactions of $1,000 each; or 100,000
transactions of $100 each. Cost- and timewise, it seems unlikely that a criminal
would prefer to engage in 100,000 or even 10,000 transactions. A terror financier
finds himself or herself in a similar predicament if he or she wishes to abuse capped
m-money services to move money.

Nevertheless, regulators should not be comforted only by transaction and
value caps imposed by the m-money providers. A comprehensive system of
controls and procedures is required to mitigate incentives for criminals to use
these services. It is commonly found (for example, with payment cards) that
higher security in one segment (such as point-of-sale terminals with EMV
[Europay, MasterCard, and VISA] authentication) has displaced criminal activity
to other segments (such as card-not-present transactions). The amount of crim-
inal activity in any segment is also a technology-dependent value.

Sources: World Savings Bank Institute; World Bank research.

(anonymity and elusiveness) are lower with m-money than with other
payment methods, and other factors (such as rapidity) can be brought
to the same level, m-money possesses lower integrity risks than do cash
transactions (see table 2.2)—provided that there are effective internal
controls and caps on the number of transactions and their values.

As far as the lack of oversight is concerned, each supervisory agency
may have varying capacities to understand and mitigate the risks; thus,
whereas the risks from m-money are lower after effective internal con-
trols are in place, the extent to which the risk is lowered can vary from
country to country. Nevertheless, in all situations, it is arguable that the
risks from m-money are lower than those of pure cash that is unrecorded
and untraceable.

Evidence regarding how the availability of electronic channels affects
the use of cash is emerging. For example, the Bank of Japan, the country’s
central bank, has already observed a correlation between the increased
use of electronic channels (including m-money) and an aggregate reduction
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Table 2.2 Comparative Risks of M-Money and Cash, Before and After Controls
Are Applied

General M-money
risk factor Cash Before Controls After
Anonymity HP SP Customer profile building to include LR

registration information (name, unique
phone number, and so forth)
Elusiveness HP SP Limits on amount, balance, frequency, and LR
number of transactions
Real-time monitoring
Rapidity LR HP  Real-time monitoring LR
Frequency restrictions on transactions
Restrictions on transaction amount and
total account turnover in a given period
Poor HP LR Controls that vary by country LR
oversight

Source: GSMA risk assessment methodology (Solin and Zerzan 2010).
Note: HP = highly prevalent risk; LR = low risk; SP = somewhat prevalent risk.

in the level of physical cash. Thus, the overall level of ML/TF risk involved
with having physical cash in Japan may also have declined. The advance
of electronic money systems in Japan has largely been the result of carry-
ing electronic purses on NFC-enabled!® mobile phones. A report pub-
lished by the Bank of Japan (2008) has documented this trend, showing
the rate of increase in the amount of large coins (¥500 and ¥100) and an
actual decrease in the amount of smaller coins (¥50, ¥10, ¥5, and ¥1) in
circulation!? (see figure 2.1).

M-money therefore can be used strategically to lower national ML/TF
risk by facilitating the move away from higher-risk cash transactions to
lower-risk m-money transactions.

Risk and Vulnerability Assessment

It is possible to argue that integrity risks arising from m-money are low
by determining m-money’s vulnerability to abuse and its threat of abuse
by prospective criminals (vulnerability + threat = risk).

“Vulnerability” can be defined as a weakness in a specific system or sec-
tor arising from weak control measures that are endogenous in nature.
Vulnerability also arises from the inherent nature or environment of the
particular sector as a result of the products and services offered.
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Figure 2.1 Volume of Coins in Circulation and Their Growth Rates, 2000-08
percent
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Source: Bank of Japan 2008.

“Threat” can be defined as the likelihood that ML may be attempted.
The level of ML threat is influenced by the overall ML environment and
attractiveness, which could include exogenous factors at both the national
and sector levels (Todoroki forthcoming).

“Risk” can be defined as a residual exposure to threats of ML after tak-
ing vulnerability into consideration. Thus, risk is a function of threat and
vulnerability. This risk is considered to be potentially inherent in any eco-
nomic sector; however, the degree of ML/TF risk faced by various sectors
may differ.

If this framework is applied to m-money, one can argue that vulnera-
bility is low because there are no novel weaknesses in m-money plat-
forms. Even where national regulatory and supervisory frameworks are
absent, m-money providers have internal controls and mechanisms in
place. The threat from m-money is also low because the likelihood that
ML may be attempted by alternative channels, such as cash, is always
likely to be greater than the likelihood that m-money will be used in the
attempt. In fact, as box 2.2 demonstrates, the total costs of ML or TF
through m-money;, relative to other channels, are likely still greater. Hence,
because risk is a function of threat and vulnerability, the risk emerging
from m-money should also be comparatively low.
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Evidence from Fieldwork

M-money poses ML/TF risks, but the study team’s fieldwork in a number
of jurisdictions where m-money providers have been operating has not
found actual evidence of ML/TF abuse through m-money channels.
However, the relatively few reports of consumer fraud abuse should pro-
vide only limited comfort. This absence of evidence could result from the
limited institutional capacity to detect cases of abuse in many developing
countries—or perhaps there really is limited risk arising from these serv-
ices. In this regard, regulators should undertake their own risk assessments
of m-money, based on local circumstances and conditions.

Research thus far suggests that the only cases of abuse arising from m-
money involve consumer fraud. Cases of consumer fraud have been identi-
fied, and suspicious transactions have been reported, but there has been no
evidence of ML/TF abuse. In one incident that directly related to the use of
a mobile person-to-person transfer, for example, a Safaricom employee was
among three suspects arrested in October 2009 over allegations of fraudu-
lent loss of funds through the Safaricom system. The arrests occurred after
numerous complaints were received from customers who had lost their
e-wallet funds. As a result, Safaricom stated in a press release that it would
enhance its current internal AML/CFT controls to mitigate instances of
such abuse in the future, particularly because there was no formal AML leg-
islation in Kenya at the time (Momanyi 2009).

Similar incidents of consumer fraud through m-money have been
reported in the Philippines. Recent evidence obtained from the
Philippines’ FIU, the Anti-Money Laundering Council (AMLC), shows
an increase in the number of suspicious transaction reports from the two
domestic m-money operators since it began recording reports in 2007
(table 2.3). This increase could mean that there is an increase in suspi-
cious activity detected by m-money providers, or it could mean that
providers have successful reporting mechanisms in place to ensure that any
integrity concerns have been minimized. Furthermore, independent survey
work and analysis from the AMLC suggest that the potential ML/TF
risks arising from m-money remain relatively low, compared with other
ML/TF channels. Two such cases initially flagged through suspicious
transaction reports were escalated to law enforcement authorities in the
Philippines because they related more closely to petty consumer fraud
through the use of these channels. The AMLC found no ML/TF arising
from these cases.

It is interesting to note, however, that some of the same processes used
to swindle consumers might also be used for TF (and less likely, ML) and
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Table 2.3 Number of Suspicious Transaction Reports by M-Money Providers
in the Philippines, 2007-09

Year Cumulative
Name 2007 2008 2009° increase (total)
M-money provider 1 25 104 152 281
M-money provider 2 0 0 2 2
Yearly (total) 25 104 154 283

Source: The Philippines’ Anti-Money Laundering Council.
a. Only data received on or before September 30, 2009 are included.

thus deserve mention. Of the two cases sent to law enforcement agencies,
for example, one fraud included swindlers acting as recruiters for overseas
positions in a fake recruitment company. The swindlers demanded pay-
ment through G-Cash, a mobile phone payment system operated by
Global Communications, as a recruitment fee. This fraud was flagged as
suspicious by G-Cash because it was tracked as a “many-to-one” suspi-
cious pattern (that is, multiple payments of similar amounts from many
different individuals going to the same person).

The other fraud related to the illegal proceeds earned from fraudu-
lently selling iPhones. This case was also flagged as suspicious because
most phones have a unique identity number known as an International
Mobile Equipment Identity (IMEI).?° The IMEI made it possible to track
the perpetrator because the perpetrator used multiple SIM cards (pur-
portedly of different registered individuals) on the same phone. Through
an IMEI, m-money providers can identify a pattern in which the same
phone is used to send money to many different individuals (by using dif-
ferent SIM cards on the same phone). That pattern prompts the provider
to flag the transactions as highly suspicious. See box 2.3 (which also
describes a case documented by the AMLC and not sent to law enforce-
ment agencies in the Philippines).

These cases of consumer fraud have shown that smurfing and lay-
ering patterns can be spotted in m-money abuse for the purposes of
consumer fraud, and that the internal control mechanisms put in
place by MNOs have proved effective in identifying small-value sus-
picious transactions (even though they are not related to ML or TF).
Furthermore, the sophisticated electronic trail, transactional limits, and
national regulatory and supervisory oversight of these channels in many
jurisdictions may compel criminals to use other means for ML or TF, such
as pure smuggling via cash.?!
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Box 2.3

Cases of Consumer Fraud through M-Money:
The Philippines Experience

Case 1

Mr. A ordered an iPhone from Mr. B through the eBay Web site. B informed A that
the iPhone would be delivered through a courier and instructed A to send the
purchase price to B's mobile phone through G-Cash. A cashed-in/sent the
amount to B's mobile phone number through G-Cash’s business center. However,
A never received the iPhone.

The amount sent to B's mobile phone number was transferred to the mobile
phone number of Mr. C, who transferred the said amount to the mobile phone
number of Mr. D. D then transferred the said amount to the mobile phone num-
ber of Mr. E, who went to G-Cash'’s business center and cashed-out the amount
using his mobile phone (see figure B.1).

Figure B.1 Case1
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Source: Authors.

(continued)
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Box 2.3 (continued)

How the Matter Was Managed by the Authorities

According to IMEI analysis by G-Cash of the mobile phone numbers (SIM card
numbers) used by B, C, D, and E, only one mobile phone unit was involved. G-Cash
reported the matter to the Philippine FIU. After investigation, the FIU concluded
that B, C, D, and E were the same person.

Case 2

In a second fraudulent eBay transaction involving the same perpetrator, Mr. E
tried to cash-out from G-Cash an amount cashed-in by an interested iPod buyer
who never received the iPod from E.

How the Matter Was Managed by the Authorities
E was not able to cash-out the said amount because the G-Cash company had
already blacklisted all the SIM card numbers used by E, given evidence received
from case 1.

In coordination with the Philippine FIU, the Anti-Money Laundering Council,
law enforcement authorities tried to entrap E, but E eventually realized he was
being monitored and never showed up to cash-out the amount.

Case 3

Mr. A, Mr. B, and some additional accomplices recruited several individuals for over-
seas employment to work as caregivers and nurses in countries such as Italy, the
United Kingdom, and the United States. A and B demanded and received from the
victims amounts ranging from # 3,000 to £45,000 ($65 to $975) for training fees and
processing fees. These fees were collected through G-Cash remittance. The latest vic-
tims responded to the Manila Bulletin classified ads for the purported available care-
giver/nurse positions at Portland Hospital in the United Kingdom, and were
informed that overseas travel and processing fees of at least #3,000 would have to
be paid through G-Cash. Despite the payment of training fees and processing fees
by the victims, the promised deployment abroad did not materialize (see figure B.2).

How the Matter Was Managed by the Authorities

When the scam was reported in the Manila Bulletin classified ads, the National
Bureau of Investigation (NBI) found that the so-called Review and Training Center,
represented by A, was not licensed by the Philippine Overseas Employment
Administration to recruit workers for overseas employment. In addition, G-Cash's
internal transaction monitoring and pattern systems found it suspicious that there
were multiple recruitment fees of approximately the same amount from many

(continued)
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Box 2.3 (continued)

FigureB.2 Case3
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different individuals going to the same person. G-Cash also discovered that on
several occasions Accused A and his cohorts were able to cash-out the funds
received from their victims. In an entrapment operation held sometime in April
2009, investigators from the Philippines'FIU and operatives of the NBI were able to
arrest A when he attempted to cash-out remittances received from various vic-
tims. The arrest warrant for fraud and illegal recruitment was issued by the Regional
Trial Court of Manila. The NBI subsequently filed charges of fraud against A and B.
Given the small values involved, both men were able to post bail.

Source: The Philippine Anti-Money Laundering Council.
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Hence, arguments for placing a more relaxed know-your-customer
(KYC)?? obligation on m-money coupled with strong internal monitoring
systems may warrant greater attention and consideration. This is discussed
in greater detail in later parts of this report.

Techniques Used to Effectively Mitigate M-Money Risks

As demonstrated earlier, m-money providers generally take steps to miti-
gate ML/TF risks.?3> Many providers take those steps even though they are
not required to do so by law. Interviews with m-money providers suggest
that they regard such practices as an important part of good business.?*
Although m-money is still at an incipient stage in most areas, various
jurisdictions have implemented regulatory and supervisory require-
ments to mitigate any potential risks emerging from this innovation.
These requirements include specially set KYC procedures, advanced
identification mechanisms, limits on transaction amounts, customer pro-
filing, monitoring and internal controls, centralized registries of account
holders, guidelines on AML/CFT, and licensing for m-money providers.

KYC Tailored to M-Money

As discussed earlier, verifying client identity is sometimes challenging
for the m-money framework. Some of the possible mitigating factors
will be discussed below. However, it is important to recognize that an
increasing number of countries now require registration of the SIM card
(the unique chip inside each phone). For instance, the telecommunica-
tions regulator in Cote d’Ivoire has set a deadline for mobile operators
to identify all users of their cellular networks.?> South Africa imple-
mented a mandatory SIM registration system in 2009, and Nigeria indi-
cated that it soon will follow suit. Mandatory telecommunications
registration reduces the risk of anonymity and aids in monitoring
accounts for criminal activity.

In response to operators’ need to acquire customers using procedures
that do not involve face-to-face contact, some jurisdictions have adopted
alternative verification measures. The main procedures implemented are
(1) legal exceptions to verifying customer’s residential address during ini-
tiation of the banking relationship (if transactions do not exceed pre-
scribed limits), (2) alternative verification procedures, and (3) restricted
functionality. Rather than in-person viewing of verification documenta-
tion, customer identity is established by cross-checking customer
information against third-party databases—for example, a national tax or
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social insurance database or other reliable sources such as a telecom’s
database of active customers. Telecoms enable customers to register for
m-money via a mobile phone or the Internet, but these customers are
restricted to basic transactions until they have a face-to-face screening.

Innovative Mechanisms for Identification

The security of the mobile telephone device, combined with personal
passwords, provides two deterrents that protect against unauthorized
third-party m-money use. Fieldwork has revealed use of more advanced
measures, such as biometric authentication and electronic signature, to
complete financial transactions. To ensure that the costs of such technol-
ogy are not borne by local retailers (which could impede its adoption in
poorer communities), biometric authentification mechanisms are some-
times applied in a centralized way. This means that the advanced biomet-
ric technology is based at the company’s headquarters rather than spread
over multiple retail outlets. MTN Banking, a division of the Standard
Bank of South Affica, for instance, has tested a biometric voice identifica-
tion system for m-money.

Innovative KYC does not always imply a technological solution, how-
ever. For instance, South Africa’s Wizzit has trained hundreds of local
retail outlets that verify customers’ identities at their homes and in their
communities. This can solve KYC challenges in places where potential
clients do not have identification cards or other documentary evidence of
their identities.

Transaction Amount Limits
Limited transaction amounts and imposed reporting thresholds are the
most popular control measures adopted by regulators and the private sec-
tor. The lack of data on m-money means that transaction limits have
rarely been set using the strength of a risk-based analysis.?® Instead, limits
for m-money transactions sometimes were set arbitrarily at levels similar
to those for other electronic channels, such as automated teller machines
or the Internet. The FATF, the international standard-setting body for
AML/CFT, nevertheless suggests that a risk-based approach be used
(including for new technologies facilitating remittance transfers like
m-money) and that the risk-based approach be founded on the local
situation and conditions in the country (see box 2.4). Later sections
of this report will provide more detail in this regard.

The Republic of Korea is an interesting exception to more arbitrary
approaches to limits set by other countries. Korea has set transactional
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Box 2.4

The FATF and the Risk-Based Approach to M-Money
and AML/CFT Compliance

The FATF recommendations provide countries with a number of criteria to take risk
into account when determining the extent of the AML/CFT compliance measures
that their financial institutions will apply. Thus, implementing AML/CFT compli-
ance measures, countries should assess the money-laundering risk that different
financial institutions and particular types of customers, products, or transactions
could present in their jurisdictions.

Although the risk assessment for m-money may vary, depending on jurisdic-
tion, several common elements can be identified. Some of the factors to be con-
sidered when assessing risks are (1) the effectiveness or existence of the regula-
tory regime; (2) the volume and destinations of criminal money flows; (3) the
number of alternative funds transfer operators, including both formal and infor-
mal entities; (4) the extent of law enforcement interdiction and the effectiveness
of the suspicious transaction reporting regime; and (5) the size, origins, and loca-
tions of migrant communities.

Source: World Bank research and fieldwork.

limits using a statistical analysis of the number and magnitude of transac-
tions (see box 2.5).

Customer Profiling

Customer profiles are usually built by the provider, using information
gathered at the time of customer acquisition, and they are subjected to
ongoing modification. Data collected by providers may include the cus-
tomer’s income level, transaction history, and type of services and chan-
nels frequently used. This information may be used by m-money
providers to identify any unusual transaction patterns.

Monitoring and Internal Controls

The information systems of m-money operators may also support sophis-
ticated monitoring and internal control systems. They normally have
automated controls embedded in information technology systems and
supported by some manual controls. This is particularly relevant to
AML/CFT risk mitigation because automated controls can quickly scan
the name, date of birth, and other relevant identification information and
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Box 2.5

Risk-Based Determination of Transaction Limits in the
Republic of Korea

Electronic funds transfer law and supervisory regulations have established limits
on transactions conducted using m-money in Korea. The limits are based on a
statistical analysis of the volume, frequency, and other data gathered by the
Financial Supervisory Service. Transaction amounts (in Korean won) are grouped
into three categories that fall under increasingly stringent security measures, rel-
ative to the transaction amount. Financial institutions may also apply greater
security controls, according to the profile of the customer.

Source: World Bank research and fieldwork.

compare the data with various United Nations terrorism lists and oth-
ers of its kind. The more information received by the m-money provider
during the initial customer profiling stage, the better a provider’s mon-
itoring and internal control systems can work to monitor customer
activities and transactions and to compare those transactions with the
initial customer profile.

Issuance of Guidelines

In one country, the government published AML/CFT guidelines for
companies entering the m-money market. This publication ensures that
providers know their responsibilities and it helps close any regulatory holes.

Supervision, Licensing, and Registration of M-Money Providers

FATF Recommendation 23 stresses the need for jurisdictions to have
proper licensing processes for financial institutions. It is amplified by
Special Recommendation VI: “Each country should take measures to
ensure that . . . legal entities, including agents, that provide a service for the
transmission of money or value, including transmission through an infor-
mal money or value transfer system or network should be licensed or reg-
istered and subject to all the FATF recommendations that apply to banks
and non-bank financial institutions.” Procedures to ensure that m-money
providers, including telecom companies, are acting properly in this regard
exist in some of the markets where m-money has taken off. Appropriate
licensing and registration of m-money providers will ensure that the
business is adequately applying AML/CFT controls. More details and
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guidance in reference to supervising, licensing, and registration of m-money
providers will be offered in later sections.

M-Money Risks and Mitigation Techniques Specific
to the Financing of Terrorism

Because the average amount of m-money transferred tends to be compar-
atively quite low in most jurisdictions and because there typically are lim-
its on the amount and frequency of m-money transactions, there are
arguments that the use of m-money channels may be more attractive for
TF purposes than for ML purposes.

These arguments generally support on the following aspects:

® TF can involve smaller amounts than does ML. For the 9/11 terrorist
attack preparations, for example, the funding provided to the perpe-
trators appears to have been sent in much smaller transfers than what
is normal for other crimes (such as laundering the profits from nar-
cotics trafficking).

® Mobile technology has been used by terrorists in the past to plan
attacks or communicate with members of the terror group.?’

e M-money is a quick, cheap, and anonymous method for moving and
storing money.

These concerns about TF have been particularly focused on specific
regions that are considered “originators” of “terrorist” activity because
m-money programs are in the process of developing in those same regions.?
In addition, m-money providers, such as those in the Philippines, are currently
developing cross-border mobile remittance schemes between the Philippines,
Saudi Arabia, and other countries of the Middle East, where many “terrorist”
activities are thought to originate.?

However, the following factors countering those arguments need to
be considered:

® Mobile technology is used for surveillance of terrorism and terror sus-
pects. It has assisted in identifying their locations and has been of help
in their arrests and successful prosecutions (for example, see de Koker
[2009a]).

e Unlike transactions involving cash, all m-money transactions are
recorded. These records may show patterns and may reveal the iden-
tities of the parties (de Koker 2009a).
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e Caps on m-money transactions force criminals and terrorists to engage
in a large number of transactions that increase the likelihood of their
being exposed to detection.

As with any other payment channel, it is important to determine if
m-money brings any new risk to the market. With a greater chance of
detection and more burdens for a terrorist financier to move money, it is
unlikely he or she would find m-money more attractive than cash or a
bank transfer. The 9/11 terrorists, for example, simply used banks. Like
most financial services, m-money is not without potential for abuse; but
with the correct controls—especially the capping of transactions—the
potential integrity risks arising from it can be kept low.

Balancing Risk Mitigation Techniques with Financial
Inclusion Objectives

Although integrity risks must be controlled by m-money providers and
national regulatory and supervisory authorities, it is also important that
regulatory compliance requirements are not unnecessarily conservative.
Overly conservative requirements constrain the market, its ability to
innovate, and, ultimately, its ability to bring unbanked clients into the net-
work of financial inclusion (de Koker 2004, 2006; Bester et al. 2008; Isern
and de Koker 2009).3° Risk mitigation techniques, therefore, should be
risk based and proportionate so that they can balance with policy makers’
objectives, such as those promoting financial access for the poor (Isern
and de Koker 2009).3! In this regard, a working relationship between
providers and their regulators is integral so that regulations may support
effective business practices (Bester et al. 2008). Providers have a unique
ability to understand the needs and requirements of their clients as well
as their own business objectives, and regulators are vested with the power
to establish and enforce the most effective policies possible, according to
the local conditions of the country.

Interviews with some MNOs engaging in m-money services found
that a key impediment to their expansion in Africa was the lack of
clarity and guidance from some national regulatory agencies concern-
ing the regulatory framework and the business models that they
would allow. They noted further that many of the regulatory systems
required stringent document-based client identification because the
national regulators are concerned about mitigating ML/TF risks (see

figure 2.2).
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Figure 2.2 Document Requirements in Developing Countries, Compared with
Those in Developed Countries
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However, the cost of excessive documentation requirements may dis-
suade potential m-money providers. It could also restrict the develop-
ment of a nonbank-led business model that may have positive effects on
financial inclusion in the country.

South Africa is one country that combines flexible, risk-based
AML/CFT identification and verification processes (including permitting
a non-face-to-face KYC process for mobile money) with a less flexible,
face-to-face, SIM card-related identification and verification process.
Mandatory registration of SIM cards was introduced in 2009 to support
the interception of mobile banking communications.3? The new SIM card
identification and verification requirements and the other preexisting
AML/CFT requirements are not well aligned. In other words, the new SIM
card processes introduced an additional set of customer due diligence
requirements to be met prior to opening an m-money account and offset
some of the AML/CFT-related financial inclusion flexibility of m-money,
as permitted in Guidance Note 6/2008 on mobile banking®? (see box 2.6).
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Box 2.6

South Africa’s RICA and Potential Implications for
Financial Access

On July 1,2009, a new amendment to the Regulation of Interception of Commu-
nications and Provision of Communication-Related Information Act (RICA), 2002,
came into effect. RICA is intended to assist law enforcement agencies in tracing
criminals when mobile phones are used to commit major crimes. The new RICA
provisions prohibit MNOs from activating a new SIM card unless they have cap-
tured the customer’s identity and other relevant data. This includes the person’s
cell phone number, full name and surname, device identity number, and an
address (preferably a residential address). The customer’s personal information
must also be verified by means of a current (green-barcoded) national identity
document, a temporary identity certificate, a valid passport, or a travel docu-
ment. Addresses must be verified with reference to any of a range of documents,
allowing also for informal documentation to verify nonformal residential
addresses. These processes must be completed face to face.

The RICA and the Financial Intelligence Centre Act (FICA) AML/CFT identifica-
tion and verification requirements are not well aligned. Clients who were sub-
jected to RICA processes may have to undergo similar (but slightly different)
processes for FICA if they wish to open an m-money account. The RICA processes
may also not be sufficiently robust to enhance the general m-money integrity.

MNOs such as CellC, MTN, and Vodacom have had to comply with these
provisions since July 1, 2009, whenever a new mobile phone number is activated.
However, the measures also extend to all existing customers. These customers
have 18 months from July 1,2009, to register both prepaid and contract SIM cards,
in accordance with the new provisions. SIM cards of subscribers who fail to com-
ply with RICA within the specified time period will be disconnected from their
networks until they are registered.

The new provisions have been controversial. Concerns have been raised in the
press regarding their efficacy in fighting crime, the levels of cooperation that
could be expected from customers, and the possible abuse of personal data in
identity fraud. The integrity of South Africa’s national identity documents has also
allegedly been undermined by corruption. Citizens have protested that these
measures inconvenience honest customers, but do not prevent criminals from
accessing the services under assumed names. There have also been cases in
which new users were able to obtain SIM cards and access to the networks
without complying with the new requirements.

(continued)
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Box 2.6 (continued)

The government, however, is adamant that the new provisions will assist in
combating crime and that the additional regulatory compliance burden among
MNOs is justifiable. In this regard, it is interesting to note that some mobile oper-
ators in South Africa reported a significant drop in their new customer registrations
since the launch of the new amendment of the RICA regulation, thus hindering
their ability to tap unbanked populations for financial inclusion. This pattern, how-
ever, may be temporary in nature or linked to other reasons, such as the current
economic downturn in South Africa.

Source: de Koker 2010.

Given that there have also been cases in which new users were able to
obtain SIM cards and access to the networks without complying with the
new requirements, these overly stringent requirements may have created
the additional risk that, in some cases, airtime dealers are simply register-
ing multiple SIMs in their own names on behalf of their customers to
eliminate the new and inconvenient process. It is likely, however, that
mobile operators will find ways to address this additional risk, and it ulti-
mately will be the responsibility of mobile operators to express their con-
cerns to the authorities if they deem the new documentation requirements
to be too stringent.

One large MNO operating in Africa* believes that the stringent doc-
umentation and KYC requirements for SIM card registration are not
specific to South Africa alone and that other African countries will fol-
low. Thus, they are developing technology to ensure that, at a certain
point in the near future, they will not be issuing cell phones and SIM
cards without taking additional identity data. These data will be main-
tained in a file linking a specific phone to a specific person. The data will
also include a photograph (taken with a cell phone when the cell or SIM
card is purchased), and this photograph will go into the MNQO's enhanced
electronic database. This MNO is in the process of testing these new pro-
cedures in certain countries. It will also set a future deadline by which no
new phones will be sold without minimum identification data and a cur-
rent photo. Another deadline will be set for canceling the mobile coverage
of consumers who have not submitted the required information.

The MNO also believes the additional compliance burden involved
with taking electronic photos and creating more sophisticated electronic
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databases will increase provider costs for m-money transactions, and this
will ultimately be translated into customer pricing. These additional
costs will have direct policy implications concerning the speed through
which financial inclusion in Africa may be efficiently and construc-
tively expanded.3®

Notes

1

. Information for this section is extracted from Chatain et al. (2008) and

Zerzan (2009).

. Because of the mandate and expertise of the World Bank division by which

this publication is produced, AML/CFT risk concerns and mitigation meas-
ures (which also incorporate and mitigate other types of risk) will be the main
topics of discussion. A detailed assessment of non-AML/CFT risks is beyond
the scope of this report.

. The mobile telecommunications relationship provides the mobile network

operator (MNO) with a number of sources to identify data relating to uniden-
tified clients, and it may even enable locating the client (de Koker 2009a).

. It must be emphasized that some of the instances discussed here may not be

specific to m-money services, but rather are part of more general risks also
associated with other new payment methods and even with traditional bank
services.

. In most instances, account operation is protected by a personal identification

number held by a specific user.

. In Brazil, for instance, drug dealers have impoverished people open mobile

payment accounts in their own names, thus hiding the dealer’s identity. These
accounts are called “orange accounts.”

. Isern and de Koker (2009) considered microstructuring and the size of trans-

actions in low-value financial inclusion products. Given the very low values of
these transactions, they recognize the theoretical possibility of their abuse for
what they call “nanostructuring.” They hold, however, that the coordination
and effort involved in laundering such small sums make the activity relatively
unattractive.

. These risk concerns also relate to other new payment methods, such as

Internet banking. Thus, the risks are not specific to the m-money channel.

9. Cross-border mobile remittance programs are expanding globally.

. Because there may be multiple types of providers engaged in m-money serv-

ices, it is perhaps most prudent for national authorities to regulate m-money
on the basis of the actual service offered rather than the provider.
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Findings are from World Bank research and fieldwork interviews with

Vodafone officials.

The impact of data-enabled phones may change this scenario in the future.
Phones that have Internet access would not be dependent on the MNOs,
freeing up the banks to do what they please. If there is rapid uptake of
data-enabled phones in the next 10 years, the MNO leveraging power may
be reduced in branchless banking.

World Bank fieldwork has found that, in certain countries, a banking license
is required to run an m-money business. It seems that this may be attributed
to the historically strong lobbying power of banks over MNOs in many of
these jurisdictions, potentially prompting the national authorities to be biased
and thus creating legislation that would allow only bank-led models to oper-
ate m-money programs.

In practice, however, retail outlets often have an incentive to mitigate the first
two risks described because they may receive commissions on the number of
times a consumer may cash-in. They may be held to strict retail outlet due
diligence standards. Also, the internal AML/CFT controls in place among
m-money operators generally limit the value and frequency of m-money
transactions (which also increases the amount of revenue the m-money
provider may receive from the transfer fees).

For an example of a retail outlet that opened low-value accounts for acquain-
tances without their knowledge or permission, see de Koker (2009b, p. 331).

These terms will be explained in more detail in later parts of this chapter.

. However, it should be noted that this information can be provided only if the

data are available. World Bank research and fieldwork suggests that MNOs
generally do not keep communications data for more than six months.

NFC-enabled mobile phones allow for payments and purchases through
one’s mobile phone as if the phone unit itself were actually another credit
or debit card, as long as participating merchants have provisions for this
technology.

Data were taken from informal remarks made to the study team by Dominic
Peachey, Financial Services Authority, UK.

For information on the IMEI, see http://en.wikipedia.org/wiki/International
_Mobile_Equipment_Identity.

. With transaction limits, account monitoring, and the transaction fees in place,

it would seem very burdensome and costly to launder money through mobile
devices.

. KYC is the due diligence that financial institutions and other regulated enti-

ties must perform to identify their clients and ascertain relevant information
pertinent to doing financial business with them.
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Information for this section comes from the 2009 GSMA risk assessment
methodology (Solin and Zerzan 2010), Chatain et al. (2008), and Zerzan
(2009).

M-money providers have an incentive to undertake proper risk mitigation
measures because they want to avert potential reputational risks that could
have severe implications for their business growth and sustainability. These
risk mitigation measures are not necessarily motivated only by ML or TF con-
cerns, but also by risks of petty consumer fraud.

This information comes from a discussion with Sarah Rotman, the
Consultative Group to Assist the Poor, about her spring 2009 fieldwork in the
region.

Another approach is a point-based KYC approach. This system presumes that
the more KYC evidence a customer is able to provide (national identification
card, driver’s license, passport, physical presence, and so forth), the more the
customer can be trusted. Services are offered to an extent proportional to the
identification provided.

Police investigations have concluded that mobile technology was used by
terrorists in their attacks in Madrid in 2005 and London in 2006.

We place “terrorist” in quotations here because the definition of what is and
what constitutes terrorism may vary greatly by ideology, jurisdiction, and
other factors.

This study does not delve deeper into assessing the comparative ML/TF risks
arising from mobile phones for international remittances versus the ML/TF
risks arising from the use of brick-and-mortar retail outlets for international
remittances. Such analysis is beyond the scope of this study. Credible sources
have reported that Saudi national Mohammed Jamal Khalifa has used
Overseas Filipinos, such as Abu Sayyaf Group founder Abdulrajak Janjalani,
to spread “extremism” and “violence” in the Philippines. The U.S. Department
of State considers Abu Sayyaf to be a local Philippine terrorist group (U.S.
Department of State 2010).

It is important to note that overly restrictive regulations may not necessarily
be driven by ML and TF risks, but rather by risks stemming from consumer

fraud.

. Later sections of this report will provide greater details and guidance concern-

ing the risk-based and proportionate approach to regulation and supervision
of financial institutions, including country practices.

Mandatory registration of SIM cards is now in place in many other African
countries, including Tanzania and Uganda.

In South Africa, Guidance Note 6/2008 on mobile banking, developed within
the framework of Financial Intelligence Centre Act 38 of 2001 Exemption 17,
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allows customers to register for mobile banking service by opening their bank
accounts remotely, using their mobile phones. This means that there is no need
to go to a bank branch initially, provided that a customer is a natural person who
is a citizen of or resident in South Africa and who has a valid South African
identity number, and provided that transaction and account limits are observed.

34. This mobile services provider operates m-money in Africa and plans to
expand its business coverage.

35. All information shared here regarding the MNO came from interviews with
the MNQO's representatives.
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CHAPTER 3

Overview of Anti-Money
Laundering and Combating the
Financing of Terrorism Regulatory
Practices and Risk Management
Frameworks for Mobile Money

Summary

This chapter considers aspects of the current anti money laundering (AML) regulatory
and supervisory practices and risk management frameworks in relation to mobile
money (m-money).

Although there is no one-size-fits-all solution to protect m-money services against
fraud and money laundering/terrorist financing (ML/TF), several countries have taken
steps to address ML/TF risks by passing laws and regulations. Fieldwork shows, how-
ever, that regulations were mainly developed piecemeal and in a fragmented manner.
The vast majority of countries have adopted anti-money laundering/combating
financing of terrorism (AML/CFT) rules, but uncertainty remains about their applica-
tion to m-money.'

Also considered here are key aspects of the m-money legislation and regulations
adopted in several countries. This chapter highlights different requlatory approaches

(continued)

63



64

Protecting Mobile Money against Financial Crimes

Summary (continued)

to ML/TF concerns and describes interactions or mismatches among multiple
m-money regulations. The main objectives of this discussion are to facilitate the devel-
opment of good practice standards, identify possible flaws and loopholes, and formu-
late some guidance and proposals for international and national policy makers.

The chapter is divided into four sections. The first section discusses the current
licensing regimes for m-money providers in various jurisdictions where service is
booming or being considered. The second section assesses the current supervision
approaches observed in these countries. The third section reviews the scope of the
AML/CFT burden imposed on these providers to assess whether it was calculated on
the basis of a risk analysis. Specifically, this section will look at customer identification,
recordkeeping and suspicious transactions reporting obligations. The final section
describes the role of retail outlets in m-money services and identifies trends related to
their licensing, responsibilities, and ultimate liability for their activities.

Key Points

There are several ways to license and requlate m-money issuers. It is possible to cate-
gorize the licenses into two broad categories: (1) provider-based licenses and
(2) service-based licenses.

The common practice s to vest the central bank with the power to oversee m-money
activities rather than to entrust the job to the communications authority. In rare
instances, supervision for AML/CFT compliance has been entrusted to a country’s
financial intelligence unit (FIU).

Lack of resources, limited experience with AML/CFT issues, and an unstable regula-
tory regime for m-money may seriously hamper effective supervision.

Most jurisdictions are not fully leveraging the flexibility allowed under the interna-
tional standards.

No clear and objective assessment of real risks versus perceived risks associated
with the various m-money services has been conducted prior to the issuance of
regulations.

Know-your-customer (KYC) and customer due diligence (CDD) requirements are
problematic, specifically in low-capacity countries that lack effective national iden-
tification systems.

Relevant guidelines are generally specified in AML laws and do not take into consid-

eration the special features of such new technologies as short-message service (SMS)
and the like.

(continued)
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Summary (continued)

« Mobile network operators (MNOs) are generally required to report suspicious trans-
actions and transactions exceeding a certain threshold to the FIU within several
days of the transaction date.

- Authorities appear to be unsure how to properly license, requlate, and supervise
retail outlets that are thought to pose a major (if not the largest) money-laundering
threat.

- There are no uniform and consistent cross-border standards that determine who
may become a retail outlet, the specific activities the outlet may conduct, and its ulti-
mate liability.

Licensing and Registration of M-Money Providers

The stability of the financial system will always be a primary concern for a
financial regulator. Ensuring such protection is a juggling act for regulators
because they want to balance open regulation and an open environment
with control of systemic risks—particularly ML/TF risks (MMT Global
Gateway 2009). Doing so requires regulators to have in place appropriate
procedures to ensure that providers, mainly MNOs, are acting with proper
authorization and are subject to prudent regulatory and supervisory
rules. According to Financial Action Task Force (FATF) Recommendation
23, jurisdictions should have proper licensing processes for financial institu-
tions—a recommendation that is consistent with the Basel Core Principles
(Basel Committee on Banking Supervision 1997). The point is amplified by
FATF Special Recommendation VI.

Countries should carefully consider licensing because the type of
license granted to mobile operators can influence the degree to which
they may participate in the m-money business. The type of license will
determine the extent of regulatory burden assumed by MNOs, including
AML/CFT obligations.

Fieldwork has shown that there are several ways to license and regu-
late MNOs that wish to provide financial services. These different types
of licenses may be grouped into two broad categories: (1) provider-based
licenses and (2) service-based licenses.

The provider-based licensing regime restricts issuance of electronic
money (e-money) to existing financial institutions only (that is, to the
type of provider). Under this category, MNOs and other nonbank insti-
tutions are not allowed to issue e-money on their own; rather, they have
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to partner with an existing bank. The bank will be the financial serv-
ice provider and the MNO will be the outsourcing partner. Typically
with this type of license, all or the major part of the burden of regu-
latory compliance (including AML/CFT laws) will be assumed by the
partnering bank. The provider-based approach seems to be the pre-
vailing approach among countries such as Brazil, India, Maldives, and
South Africa (box 3.1).

This approach is widespread in countries where authorities are risk
averse and prefer to entrust traditional financial institutions with the
issuance of m-money. They see those institutions as more experienced in
dealing with financial instruments and more equipped to monitor and
control the flow of m-money, and so they prefer to hold them responsi-
ble for AML/CFT compliance.

Box 3.1

Examples of Countries with a Provider-Based
Licensing Regime

In Mexico, at the moment, all m-money providers must hold a banking license
and comply with prudential standards applicable to full-fledged banks. In prac-
tice, this means that MNOs have to partner with a bank to get access to the
Mexican payment systems. For example, Telcel has partnered with the large
banks to provide mobile banking services to account holders (usually in high-
end segments). Telefonica, however, is getting ready to launch mobile banking
services to lower-income segments of the population by partnering with the
banks that focus on this market.?

In South Africa, all m-money providers must hold a banking license and, as
such, meet the central bank’s standards. These standards include financial back-
ground and strength, governance, customer protection, safety and soundness of
the system, background information on shareholders and managers, and business
model. In practice, this requirement has resulted in MNOs becoming partners with
financial institutions—for example, MTN Group and Standard Bank; Wizzit and
Bank of Athens.

Source: Authors'findings from fieldwork in 2009.

a. However, Mexico's National Banking and Securities Commission is preparing regulations for limited-
scope banks that would be able to issue e-money and offer a limited range of services, in exchange for
lighter prudential requirements and supervision.
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The provider-based approach carries some drawbacks to financial inclu-
sion and the ultimate goal of formalizing the financial sector. Without a
banking license, MNOs and other nonbanks are not permitted to access
the financial sector and issue m-money. This restriction is seen as stringent
and not proportionate to the lower risk inherent in m-money services,
compared with traditional banking services. Under this bank-based model,
the e-money issuers are the banks themselves, so the partnering MNO is
not directly regulated per se for the m-money service that is offered. The
ultimate liability for m-money lies with the bank.

The service-based licensing regime, however, looks at the service rather
than the provider. Under this approach, both financial and nonfinancial
institutions are allowed to issue m-money, as long as they get the appro-
priate license or authorization and follow the relevant regulations. This
approach is known as a technology-neutral approach because it does
not matter what type of provider or technology is used to make a
transaction. For example, the m-money issuer may be an MNO, a bank,
or a remittance retail outlet. All that matters is the financial service
provided (box 3.2).

The service-based licensing approach is seen as an emerging and
growing trend among countries that are shifting away from banking
licenses. Countries are increasingly aware that bank licenses are strin-
gent and burdensome and that m-money providers should be allowed
to issue m-money on their own, without the need to partner with an
existing bank.

This approach is gaining popularity because of its perceived positive
impact on growth and financial inclusion. The regulatory principle allow-
ing nonbanks to offer payment services is positive for the mobile industry
and for consumers. New services and business models become possible—
especially for consumers with no or limited access to the current banking
system. This is likely to increase competition in the payment services
market to extend the range of services offered (GSMA 2008).

Under this approach, the level of prudential regulation is generally
lower than that of banking regulation. Nevertheless, the compliance
rules still include several requirements as well as full compliance with
AML/CFT rules.

Under this service-based regime, all institutions, both financial and
nonfinancial, that are planning to become an m-money issuer are gener-
ally required to obtain a form of license or authorization prior to engag-
ing in m-money activities (usually in addition to any other license that
they may already hold, such as a banking license).
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Box 3.2

Examples of Countries with a Service-Based Licensing
Regime (E-Money and Payment Service Licenses)

In the European Union (EU), regulation for payment of goods and services in the
e-sector is contemplated in E-Money Directive 2009/110/EC of the EU. The direc-
tive addresses the taking up, pursuit, and prudential supervision of the business
of e-money institutions. Article 2 of the directive defines e-money issuers as fol-
lows: “Electronic money institution means a legal person that has been granted
authorization under Title Il to issue electronic money.”

Title Ilin the definition refers to the authorization described under EU Directive
2007/64/EC on payment services in the internal market. It is a special, less-
stringent authorization granted to all “payment institutions” before they may
provide payment services throughout the community. According to the direc-
tive's Article 10, Granting of Authorization: “Member States shall require under-
takings ... who intend to provide payment services, to obtain authorization as
a payment institution before commencing the provision of payment services.
An authorization shall only be granted to a legal person established in a Member
State.

In Malaysia, regulation for payment of goods and services in the e-sector is
included in Malaysia's Guideline on Electronic Money. Section 5 of this guideline
defines e-money issuers as follows: “Any person that is responsible for the pay-
ment obligation and assumes the liabilities for the e-money being used”

As for licensing, section 6 refers to the approval described under the Payment
Systems Act 2003. In particular, section 6 states: “Issuers of e-money are required
to obtain approval from Bank Negara Malaysia pursuant to Section 25(1) of the
Payment Systems Act 2003 According to Section 25(1): “No person shall issue a
designated payment instrument unless he has (a) submitted to the Bank the doc-
uments and information as may be prescribed by the Bank; (b) paid the fee pre-
scribed by the Bank; and (c) obtained a written approval from the Bank to issue a
designated payment instrument.”

In Zambia, regulation for m-money services is authorized under its National
Payment Systems Act of 2007. According to Article 3:" .. this Act shall apply to any
person engaged in operating or participating in a payment system or payment
system business.” According to Article 7: “Any person who intends to operate a
payment system shall apply to the Bank of Zambia, in the prescribed form, for des-
ignation of the system.”

(continued)
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Box 3.2 (continued)

In the Philippines, regulation for payment of goods and services in the
e-sector is featured in e-money issuer circular 649 of 2009, published by
Bangko Sentral ng Pilipinas (BSP; the central bank), governing the issuance of
e-money and the operation of e-money issuers (EMIs) in the Philippines.
According to this circular, different types of institutions are allowed to issue
e-money after getting a BSP approval. According to section 3 of the circular,
Prior BSP Approval:

Banks planning to be an EMI-Bank shall apply in accordance with Section X621 of
the Manual of Regulations for Banks (MORB) relating to the guidelines on electronic
banking services and with Section X169 of the MORB on outsourcing of banking
functions, when applicable.

Non-Bank Financial Institution® (NBFI) planning to be an EMI-NBFI shall likewise
comply with the requirements of Section X621 of the MORB which shall be made
applicable to them and with Section 4190Q/S/P/N of the MORNBFI [Manual of Regu-
lations for Non-Bank Financial Institutions] when applicable.

Non-bank institutions planning to be an EMI-Others shall register with the BSP as
a money transfer agent in accordance with the provisions of Section 4511 of the
MORNBFI. To qualify for registration, they have to comply with the requirements
detailed in Section 5 of this circular. In case the non-bank institution is already regis-
tered with the BSP as a money transfer agent, it is required to meet the additional
requirements mentioned under said section to qualify as EMI-Others.

a. EU Directive 2007/64/EC describes the rationale behind introducing a new category of payment service
providers as follows: “However, in order to remove legal barriers to market entry, it is necessary to estab-
lish a single license for all providers of payment services which are not connected to taking deposits. It is
appropriate, therefore, to introduce a new category of payment service providers, payment institutions,
by providing for the authorization, subject to a set of strict and comprehensive conditions, of legal per-
sons outside the existing categories to provide payment services throughout the community. Thus, the
same conditions would apply community-wide to such services. ... The conditions for granting and
maintaining authorization as payment institutions should include prudential requirements proportionate
to the operational and financial risks."

b. According to section 2 of circular 649, these are nonbank financial institutions that are supervised by
the BSP

These licenses are usually referred to as payment system licenses or
e-money issuer licenses,? and granted to institutions wishing to become
payment service providers and to engage in financial activities.

For payment systems licenses, existing laws and regulations that govern
payment systems providers (often known as national payment systems
laws) will then be applicable. This appears to be the case, for example, in
the European Union (EU), Malaysia, and Zambia.
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For e-money issuer licenses, other countries have created a specific
license for the broad category of e-money issuers, generally encompass-
ing m-money issuers (see box 3.3). This is the case in the Philippines,
for example.

Irrespective of whether a payment system license or e-money
license is issued, either may be effectively used to regulate m-money
services and, thus, the overall distinction between the two does not
appear to be so significant. In Zambia, the national payment system
law does not actually contain the word “e-money,” but it clearly incor-
porates the concept and is used to regulate different m-money schemes
in the country.

Finally, it should be noted that there remain situations in which
authorities have not made up their minds about the type of licensing to
be used.3 As far as our current research suggests, there is no real trend

Box 3.3
M-Money in a Technology-Neutral World

Fieldwork has shown that authorities are converging toward technology-neutral
laws and licenses regarding e-money providers. In other words, the authorities are
not issuing specific laws or licenses to control m-money providers because they
believe that those providers fall under the broad category of e-money providers.
The definitions of “e-money” and “e-money issuers” are drafted to create a broad
umbrella that covers all types of e-money issuers and all kinds of e-transactions,
including m-money services. For example, EU e-money regulations? define these
terms as follows:

Electronic money institution means a legal person that has been granted authoriza-
tion under Title Il of the e-money directive to issue electronic money.

Electronic money means electronically, including magnetically, stored monetary
value as represented by a claim on the issuer which is issued on receipt of funds for
the purpose of making payment, and which is accepted by a natural or legal person
other than the electronic money issuer.

Source: E-Money Directive 2009/110/EC, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri
=CELEX:32009L0110:EN:NOT.

a. The regulations are presented in E-Money Directive 2009/110/EC of the EU on the taking up, pursuit,
and prudential supervision of the business of e-money institutions.
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in terms of the licensing or registration of m-money providers (whether
under an e-money act, a payment systems act, or some other legisla-
tion). The only clear trend is that more countries are learning how to
regulate or are regulating the m-money service through the various
approaches available.

Supervision of M-Money Providers

Having effective regulation and supervision is pivotal to the success of
the AML/CFT system in general and to the stability and integrity of
the financial sector in particular. FATF Recommendation 23 and the
Basel Core Principles call on jurisdictions to have an effective supervi-
sory regime in place to oversee all types of risks, including ML/TF risks.
That recommendation stresses the need for all providers of financial
services to be subject to adequate regulation and supervision: “At a min-
imum, businesses providing a service of money or value transfer . . .
should be licensed or registered, and subject to effective systems of
monitoring and ensuring compliance with national requirements to
combat ML and TF.”

Countries often do not have a clear idea whether the communications
authority (for example, the Ministry of Telecommunications) or the cen-
tral bank (or financial supervisory agency that is separate from the central
bank) is most appropriate to regulate and supervise m-money issuers.
Moreover, fieldwork shows that both entities have serious reservations
about taking the lead on this matter—and that complicates the issue fur-
ther. In many markets, central banks believe they lack the necessary capac-
ity and the expertise to understand (let alone supervise) the technological
aspects associated with m-money services. Similarly, communication
authorities strongly believe that, besides having limited resources, they
have a limited grasp of the financial intricacies and are not equipped to do
the supervision.

At the same time, having more than one regulatory and supervisory
authority within one jurisdiction adds to the confusion. For example, three
agencies in Russia collectively regulate financial institutions, depending on
institution type: (1) the central bank, (2) the Ministry of Finance, and (3)
the Federal Financial Markets Service.

It is important to note that regardless of who is the primary super-
visor for AML/CFT compliance in the m-money industry, examiners
will have to be entrusted with the same responsibilities and allowed
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to carry the same tasks as they do for any type of financial institution.
They will be entitled to enter MNOs and other nonbank premises
to make on-site inspections. In effect, as contemplated in FATF
Recommendation 29, supervisors should have adequate powers to
monitor and ensure financial institutions’ compliance with require-
ments to combat ML/TF, including the authority to conduct inspec-
tions. As a result, jurisdictions should authorize supervisors to compel
production of any information from financial institutions (including
MNOs and other nonbanks) that is relevant to monitoring such
compliance.

Current Approaches for Supervising MNOs

Fieldwork has shown that several jurisdictions where mobile banking is
booming have set up mechanisms to supervise electronic financial serv-
ices. There is a common tendency to vest the central bank or the primary
supervisor for banks* and other financial institutions with the power to
oversee m-money activities, rather than to trust the telecommunications
authority to monitor and enforce AML/CFT compliance.

The authors agree that there are several benefits to designating the
central bank—or the competent financial supervisory agency—as the
primary regulator and supervisor for m-money activities, and they con-
sider this approach to be the most effective and practical of all. First,
supervisory bodies are usually highly skilled and knowledgeable about
assessing risks in financial institutions and about the policies and proce-
dures for managing those risks. Second, ML/TF risks typically warrant
attention equivalent to that for other types of compliance risks. Third,
supervisors are knowledgeable about how financial institutions operate
and about the products and services they offer. For m-money, the fact
that these financial services are carried out by telecommunications
companies (telecoms) or MNOs makes no difference. Hence, even if the
account provider (AP) is a telecom or another third-party provider in
an m-money business model, it may make sense to regulate it through
the central bank.

It is important to note that, in some countries (such as Spain), super-
vision for AML/CFT compliance is legally entrusted to the FIU, not to the
primary financial supervisor. As a result, telecoms and other MNOs fall
under the supervisory umbrella of the FIU. This model presents some
drawbacks. If the FIU is the primary supervisor, it may well be inexperi-
enced both in financial inspections and in supervisory matters. And the
FIU is not likely to be sufficiently equipped to undertake AML/CFT
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supervision of a new category of reporting entities, such as MNOs.
However, if a body other than the FIU is the supervisor, that body may
not have access to information supplied through suspicious transaction
reports because of legal restrictions imposed on it. Examinations are likely
to become more limited in scope and expertise, and multiple regulators
and different approaches to compliance supervision for m-money may
generate some confusion.

In addition, the FIU may not give AML/CFT compliance the same pri-
ority as does a traditional financial supervisor (such as the central bank),
and it may not have enough resources to do so. Besides, supervisors have
to consider the cost-benefit ratio when imposing high compliance costs
on an industry, unless there is credible evidence that the system used
involves a high ML risk. Concentrating scarce regulatory or supervisory
resources on very low levels of transactions might not be an efficient or
effective use of those resources.

Observed Mechanisms for Improving Supervision
To improve supervision, some countries opt to create a separate depart-
ment within the central bank to supervise and oversee nonbank financial
providers (see figure 3.1 and box 3.4).

Along the same lines, and to avoid any potential overlap between
financial and telecommunications supervisory authorities, many countries

Figure 3.1 Example of a Supervision Framework

clear division of supervision duties

central bank

communications authority nonbanks’ banks’
supervision supervision
department department

seamless coordination
of supervision of
m-money services

m-money issuer

tele- .
- financial
communications e <
entity

Source: Authors.
Note: Arrows indicate supervision and oversight.
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Box 3.4

Examples of Central Banks with a Separate Department
for Nonbank Supervision

In Kenya, the nonbank providers are monitored, albeit informally, by the recently
created National Payment Systems Department within the central bank.

In Nigeria, the central bank has set up a mobile payment policy and oversight
unit with the mandate to ensure compliance.

In Zambia, a separate division within the central bank is in charge of over-
seeing nonbank payment systems, which are defined as nondeposit-taking
institutions.

Source: Authors.

now require telecommunications providers to have a separate entity
responsible for the financial side of the business (see figure 3.1 and
box 3.5).

The authors agree that, when applicable, those mechanisms present
several benefits for improving supervision and dividing duties among
SUpervisors.

Supervision Implementation Status

With very few exceptions, supervision of m-money has not really been
implemented. The level of acquaintance that supervisors have with these
new topics is really uneven; until recently, they were not well versed on
the implications of innovative branchless banking and other e-money
concepts. Lack of resources, limited experience on AML/CFT issues, and
an unstable regulatory regime for m-money may seriously hamper effec-
tive supervision.

Even though MNOs should be treated like any other financial
provider, it remains unclear whether financial examiners will have
access to sensitive information like SMS and other text messages related
to m-money transactions. Regulators will have to clarify the perimeter
of data that are accessible to financial examiners in the particular con-
text of m-money. Some communications data (like the content of calls)
may not be accessible because of privacy laws.

The situation becomes even more complex in the case of cross-border
mobile remittances, in which the delineation between home and host
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Box 3.5
Examples of MNOs with a Separate Financial Entity

In Kenya, the Communications Commission has advised MNOs interested in
providing financial services to create a quasi-independent entity for financial
services.

In the Philippines, the e-money circular requires nonbank entities engaged
in activities not related to the business of e-money but interested in providing
e-money services to do so through a separate entity that is duly incorporated
exclusively for that purpose.

In Zambia, the central bank requires MNOs to create a separate financial serv-
ice team, which serves as a“Chinese wall"between the telecommunications com-
pany and the m-money service. This strategy is intended to ensure that there is
no conflict of interest between the two product lines (for example, the telecom
should not borrow funds from its customers using its m-money arm to build its
business). It is also key to avoiding gaps or overlap in supervisory oversight
between the communications and financial authorities.

Source: Authors.

supervision is blurred. In effect, these services involve three regulatory
spaces: (1) that of the sender, (2) that of the receiver, and (3) that of the
international regulations that apply to international remittances.

Stocktaking of Current Preventive AML/CFT Obligations

This section considers the various internal controls that m-money providers
should implement to mitigate ML/TF risks. It will discuss successively the
issues of customer identification, recordkeeping, and suspicious transac-
tion reporting.

Identifying Customers

Recommendation 5 is probably one of the most important recommenda-
tions among the 40+9 FATTF standards. It aims to detect possible criminal
customers at the conclusion of the relationship between a service
provider and a customer. If identification and verification processes are
not performed correctly, the integrity of the financial system is at risk
because significant amounts of dirty money will continue making the
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rounds. The damage from money laundering and the financing of terror-
ism reverberates for years and takes an enduring toll on everything—
from the market to the investors and consumers.

However, the recommendation is a particularly challenging obligation,
given its potential impact on financial inclusion and integrity. Strict identi-
fication and especially verification requirements form barriers that prevent
people without the required documentation or data—mainly the low-
income and socially marginalized populations—from accessing m-money
services (see Isern and de Koker [2009]). Less-stringent provisions, how-
ever, may encourage significant integrity abuse.

Indeed, implementing identification and verification requirements has
proved quite problematic in low-capacity settings. Many writers have
expressed concern that the low-income populations will never be in a
position to provide the same type of supporting documents as those
sought in developed countries. As a result, the documentation required
would prohibit this group from accessing the financial system, especially
in remote areas. For example, it is practically impossible in certain coun-
tries to require customers to prove a physical address by presenting a util-
ity bill or the like. In South Africa, for example, an estimated one third of
households (mostly low income) do not have formal addresses (see
CGAP [2009, p. 19]). Also, fieldwork has shown multiple situations in
which there are either a poor identification traditions or identity docu-
ments that do not carry pictures.

In addition, face-to-face registration is often acquired. This means that
the customer has to go to a retail outlet in person and present the
required verification documentation. This face-to-face registration can
have a negative impact on the speed of enrollment and, by extension, the
cost and customer experience.

A recent survey among World Savings Bank Institute (WSBI) members
highlighted a number of practical problems regarding identification and
verification requirements:

e Obligation to get information on the occupation of the clients and on
the use of the funds, which leads to a burdensome procedure for each
of the transactions

e Lack of proper identification documents (identity card, passport)

e Lack of official proof of income and residence address

¢ Lack of understanding by the unbanked population that they need to
supply the compliance information (WSBI 2009).
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Possible routes for relaxing KYC requirements for low-risk m-money
services. The words “identification” and “verification” are generally used in
the same sentence of FATF Recommendation 5, one after another. The
fact that the FATF standard uses two different words indicates a clear
intention to distinguish two different points of the KYC process.
Identification is the point at which the customer provides information on
his or her identity. The customer may give this information verbally or by
filling out a form. Verification is the process followed to establish the
veracity of the identifying particulars that were given or obtained.’

There seem to be three acceptable routes for relaxing KYC in the par-
ticular context of low-risk m-money services. The first route is that of
requiring m-money providers to identify the applicant, but not verify the
identity. The authors believe that the identification phase is always useful
and a low burden to providers, whereas the verification phase is generally
costly and may not always be necessary in cases of low risk. This first
route could also mean verifying the identity through alternative means
that are not discussed by the Basel Committee.®

The second route, following the example of the third EU directive
(Directive 2005/60/EC), would apply full KYC exemptions for micro
m-money transactions, provided that transactions are subject to close
scrutiny to detect abuse. However, the question remains whether this
approach would be acceptable from an FATF standpoint.’

As a third route, countries may consider applying the so-called pro-
gressive KYC/CDD approach whereby payment limits vary, based on the
identification check: the better the identification process, the higher the
limits. For people without adequate documents, this may imply access to
very limited functionalities; and access to broader services (such as higher
limits, and transfers, including cross-border) would be allowed only if the
customer provides proof of identity and address (see figure 3.2).8

It remains clear, however, that appropriate regulation and internal
control measures can be determined only in the context of the risk-
based approach when a comprehensive risk assessment has been per-
formed. A risk assessment determines whether there are higher or
lower risks, and provides grounds for an evidence-based shaping of the
regulatory and risk-management regimes to identify those circum-
stances that will justify reduced KYC measures, as recommended by
the FATF. As of today, almost none of the visited countries has adjusted
its AML requirements for m-money on the basis of an assessment of
risks (see chapter 4).
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Figure 3.2 Gradual KYC Program Adopted by Moneybookers Ltd., an Internet
Payment Provider in the United Kingdom

£13,041

payment limit (£)

no verification credit card or bank account
postal address

client authentification method
Source: Adapted from Zerzan (2009).
Note: Moneybookers Ltd. increases its 90-day transaction limit, depending on how the user verifies his or her

name. If it is confirmed via a credit card, the limit is raised significantly, but not as much as if verified through a
bank account.

While customers must be identified to a reasonable standard at the point
of entering a business relationship, due diligence should not end at that
point. KYC safeguards go beyond simple account opening. They require
financial institutions and other nonbank financial providers to formulate a
customer acceptance policy and a tiered customer identification program
that involves more extensive due diligence for higherrisk accounts and
includes proactive account monitoring for suspicious activities.

Observed methods of relaxing the KYC obligation. Fieldwork has shown
that MNOs are generally required to identify and verify the identities of
prospective customers, for AML/CFT purposes. However, most of these
countries have applied their identification and verification requirements
across the board, with little regard for risk. Few countries have applied a
risk-based approach when determining the AML/CFT requirements.
Among those countries that have applied a risk-based approach, the
most common approach has been to relax the verification controls on
low-value transactions or products (box 3.6). These approaches have sig-
nificantly limited the impact of AML on access to financial services.
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Box 3.6

Examples of Relaxed KYC Obligations for Lower-Risk
Transactions

In the European Union, the third EU AML directive?® allows for simplified CDD for
e-money institutions, under certain circumstances.

According to Article 11:" .. Member States may allow the institutions and per-
sons covered by this Directive not to apply customer due diligence in respect of: . ...
(d) electronic money, . .. where, if the device cannot be recharged, the maximum
amount stored in the device is no more than EUR 150, or where, if the device can
be recharged, a limit of EUR 2,500 is imposed on the total amount transacted in a
calendar year, except when an amount of EUR 1,000 or more is redeemed in that
same calendar year by the bearer .. ., or in respect of any other product or transac-
tion representing a low risk of money laundering or terrorist financing which meets
the technical criteria established in accordance with the Article 40(1)(b).

In Germany, under the Federal Institute for Financial Services Supervision
e-money rules, anonymously registered customers may have a total credit of
€150 on their mobile phones. Transactions for anonymous customers will be lim-
ited to €30 per transaction and €150 per week. According to the rules, this makes
simple and anonymous payments with a mobile phone possible without the risk
of malfeasance.©

In Mexico, the new AML/CFT legal framework recognizes three categories of
accounts that allow different levels of KYC and CDD requirements.® Mobile
accounts may fall into either of these categories:

- "low-transaction accounts” (Mex$8,720 or 2,000 UDI [inflation-indexed units] in
monthly deposits): under this category, clients’files should contain the full
name, birth date, and address and be integrated and saved.

« "low-risk accounts” (MexS 174,400 or 40,000 UDI in monthly deposits and with-
drawals): under this category, clients'files contain complete data related to
the client and must be integrated and saved.

- “unlimited accounts”: under this category, clients'files contain complete data
related to the client and copies of the documentation to be integrated and
saved.

In the Philippines, the Anti-Money Laundering Act of 2001 applies only to
transactions in excess of £500,000 within one banking day.

(continued)
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Box 3.6 (continued)

In South Africa, Guidance Note 6/2008 on mobile banking, developed
within the framework of the Financial Intelligence Centre Act (38/2001) Exemp-
tion 17,2 allows customers to register for mobile banking service by opening their
bank accounts remotely, using their mobile phones. This means that there is no
need to go to a bank branch initially, provided that a customer is a natural person
who is a citizen of or resident in South Africa and who has a valid South African
identity number; and provided that transaction and account limits are observed.
The client is identified, and reasonable steps are taken to verify the person’s iden-
tification details (especially comparing the client’s personal data to a third-party
database with official data). The client, therefore, may start using the mobile bank-
ing service by transacting small amounts without going to a bank branch to pro-
vide an address. Clients who wish to exceed the strict transaction limits that are
imposed under Guidance Note 6/2008 (see below), can submit themselves to the
more comprehensive identification and verification requirements of Exemption 17.
In this case, the client must normally provide documentary proof of identity in
the form of an identification card or number; residential address particulars do
not need to be obtained or verified. Clients may migrate from the Exemption
17 products to standard products that are not subject to account and transaction
limits by undergoing face-to-face identification and verification processes and
providing documentary proof such as their identification cards or numbers and
proof of address (de Koker 2009; Solin 2009). This approach, therefore, is propor-
tionate to risk because the identification requirements become more onerous as
the transaction sizes—and the related risk—increase.

Financial Intelligence Centre Act (38/2001) Exemption 17

- If an account is opened, maximum balance limit of RF 25,000 ($3,300)

- Transaction restrictions of RF 5,000 ($660) per day and RF 25,000 ($3,300)
per month

- No international transactions (except for cash withdrawal in common monetary
area)

- One account per person per bank

+ Only available to individuals who are citizens or residents of South Africa

Guidance Note 6/2006
- In addition to the Exemption 17 limits, a lower daily transaction limit of RF 1,000
($130)

(continued)
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Box 3.6 (continued)

Non-face-to-face account origination, but the bank must cross-reference the

client’s national identity number against an acceptable third-party database

and must apply enhanced measures to monitor the account for suspicious

activity

a. This is EU Directive 2005/60/EC of October 26, 2005, on the prevention of the use of the financial
system for the purpose of money laundering and financing of terrorism.

b. This is as specified according to Article 40(1)(b) of the directive.

c. See http//www.newratings.com/en/main/company_headline.m?&id=501499.

d. CGAP country diagnostic for Mexico.

e. The current text of the exemption was the result of market research and an analysis of the needs

and reality of the financially excluded population. See Bester et al. (2008) for the development of
the exemption.

The flexibility should also extend to the type of documents accepted
as proof of identity. As observed in jurisdictions visited, clients were
typically required to prove their identities by means of birth certifi-
cates, national identity cards, drivers’ licenses, or passports. Few coun-
tries have gone beyond these standard items to ensure that access to
financial services is not impeded by unduly strict or inappropriate ver-
ification requirements. Similarly, few banks and financial institutions
have implemented innovative mitigation for identification challenges
(see box 3.7 and table 3.1).

South Africa is one country that appears to require excessive docu-
mentation, claiming it will be more effective in mitigating ML/TF con-
cerns. The country now requires registration of all SIM cards. The
government believes this will help meet South Africa’s AML/CFT
CDD requirements. However, there are counterarguments (and the
authors agree) that South Africa’s SIM registration requirements are
overly stringent and will offset some of the financial inclusion measures
introduced through the Financial Intelligence Centre Act (38/2001)
(see box 2.6).

Recordkeeping: To Avoid Going beyond the Standards

Recordkeeping systems provide the second plank to an effective
AML/CFT system. According to FATF Recommendation 10, financial
institutions should maintain all necessary records on transactions
(including the amounts and types of currency involved, if any), both
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Box 3.7

Examples of National Regulators’ Mitigation Responses
to the Identification Challenge

In the Philippines, the central bankissued Circular 564 of 2007,2 which broadens
the list of valid identification documents acceptable by both financial and nonfi-
nancial institutions. According to this circular,

the following guidelines governing the acceptance of valid identification cards are
issued for all types of financial transactions by banks and non-bank financial institu-
tions, including financial transactions involving overseas Filipino workers (OFWs), in
order to promote access of Filipinos to services offered by formal financial institu-
tions, particularly those residing in the remote areas, as well as to encourage and
facilitate remittances of OFWs through the banking system.

As for the list of valid identification documents, the circular states the
following:

Clients who engage in a financial transaction with the covered institutions for the
first time shall be required to present the original and submit a copy of at least two
valid photo-bearing identification documents issued and signed by an official
authority. Valid IDs include the following: Passport; Driver's license; Professional Reg-
ulations Commission (PRC) ID; National Bureau of Investigation (NBI) clearance;
Police clearance; Postal ID; Voter's ID; Barangay certification; Government Service
and Insurance System (GSIS) e-Card; Social Security System (SSS) card; Philhealth
card; Senior Citizen Card; Overseas Workers Welfare Administration (OWWA) ID; OFW
ID; Seaman’s Book; Alien Certification of Registration/Immigrant Certificate of Regis-
tration; Government office ID (e.g., Armed Forces of the Philippines [AFP], Home
Development Mutual Fund [HDMF] IDs); Certification from the National Council for
the Welfare of Disabled Persons (NCWDP); Department of Social Welfare and Devel-
opment (DSWD) Certification; and Other valid IDs issued by the Government and its
instrumentalities.

In Malawi, when a potential customer does not have the requisite docu-
mentation, a close relative (brother or sister) can submit his or her reference
(passport details) in support of an application by the person who does not have
the necessary documentation. Also, the use of biometrics in the CDD process
helped tackle identification challenges and reach more than 200,000 customers
in six years.

(continued)
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Box 3.7 (continued)

In Mexico, although not mandated by Mexican authorities, it is possible for
undocumented Mexican migrants in the United States to use their Matricula
Consular card as an identity document. The card is accepted by American banks
as a proof of identity for the opening of a bank account and for remittances pur-
poses. This acceptance has facilitated larger remittance flows through formal
channels—especially because banks accepting the card as an identity docu-
ment were offered the incentive of opening bank counters in Mexican consular
offices in the United States (WSBI 2009).

In Tanzania, banks are allowed to accept letters from village chairpersons and
employee identification cards as proof of identity.

Sources: CGAP, “Bilateral Remittance Corridor Analysis,and World Bank research and fieldwork.
a. http//www.cgap.org/gm/documents-1.9.44822/circular%20564.pdf.

domestic or international, for at least five years to enable them to com-
ply swiftly with information requests from the competent authorities.
The rationale is to facilitate reconstruction of individual transactions and
to provide evidence for the prosecution of criminal activity, if necessary.

As for the types of targeted information, FATF Recommendation
10 states that financial institutions should keep records on the identifica-
tion data obtained through the CDD process (for example, copies or
records of official identification documents such as passports, identity
cards, driver’s licenses, or similar documents), account files, and business
correspondence for at least five years after the business relationship ends.
However, questions have been raised about exactly what should be
retained when it comes to customer identity. Some writers hold the view
that financial providers should systematically keep hard copies of sup-
porting documents provided by customers for verification purposes
because the identification data and transaction records should be avail-
able to domestic competent authorities, as required by international stan-
dards (FATF 2009, Recommendation 10, para. 3).

In South Africa, for example, the Financial Intelligence Centre Act
38 of 2001 requires financial institutions “to keep record of any doc-
ument or copy of a document obtained” by the regulated institution to
verify a person’s identity.? In a 2009 press statement (FIC/OBS 2009),
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Table 3.1 Examples of M-Money Providers’ Mitigation Responses to the Identification Challenge

Country Provider Response

Ghana HFC Bank v The bank accepts utility bills, tenancy agreements, and house numbers as evidence of the residence or address of
(Ghana) Ltd. prospective clients.

Lesotho PostBank v Village chiefs are proposed as points of verification for people in rural areas who wish to open accounts at PostBank.

Initially, the chiefs used their resources (stationery and stamps) to authenticate prospective customers. Subsequently,
PostBank designed a form that customers complete and take to their village chiefs for date-stamping, in compliance
with regulatory requirements.

v Various radio stations have been used by PostBank to communicate the requirements for opening accounts so that
people going to the nearest village or town to open a bank account can take with them whatever documentation or
certification is needed.

Malaysia Bank Simpanan v The bank accepts birth certificates and passports as means of identification for Malaysian citizens; and refugees’ cards,
National student cards, work permits, and letters from colleges and universities for noncitizens.

v Employee address or any other address is accepted to justify a residential address. As for rural areas that do not have
any information of residency or address, the bank requires a postal address that is either a communal post box or a
neighbor’s address.

v Large-scale initiatives are taken to inform the population about the requirements for opening accounts: communica-
tion (circulation of pamphlets, or information notice at branch) or campaigns (visits to villages, rural schools).
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Philippines  Postal Savings

Bank

South Africa  Postbank

Uganda Post Bank
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Barangay certification, a certificate issued by the village master, is accepted as a proof of identification and residence.
The bank accepts also as identity documents passports, driver’s licenses, student identification cards, and
employment identification. These documents are accepted if issued by official authorities of the Philippines
government, its subdivisions, and instrumentalities; government-owned and controlled bodies; and private entities
registered and supervised by the BSP, the Securities and Exchange Commission, and the Insurance Commission.
Postbank accepts any valid documents reflecting the customer’s address to identify clients regulated outside the scope
of the entry-level Mzansi accounts. These documents include utility bills, bank statements from another bank, recent
leases or rental agreements, invoices for municipal rates and taxes. retail account statements, telephone or cellular
telephone accounts, valid television licenses, home loan statements from another financial institution, long- or
short-term insurance policy documents, motor vehicle registration documents, municipal council letters, corporate or
governing body letters or statements, official employer letters for employees residing on company or institution
premises, official university or university of technology registration letters, tribal authority letters, and affidavits or
declarations.

PostBank accepts voter cards that have a photograph, utility bills, references from known customers, and local council
letters as alternatives to official proofs of identification.

The bank has also categorized clients into groups, such as sole proprietors, partnerships, individuals, limited liability
companies, government departments, associations, clubs, and trustees; and CDD requirements have been cus-
tomized for each group.

Source: WSBI 2009.
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the Financial Intelligence Centre and the Ombudsman for Banking
Services stated, “As much as the [Financial Intelligence Centre] Act does
not clearly state that a copy of the Identity Document must be made
by an accountable institution, the most prudent and practical manner
to comply with this obligation would indeed be to make and keep a
copy of the identity of the client, in the form of an Identity Document.”
Therefore, it is not a legal obligation to make a copy of such documents,
but the authorities regard it as a prudent and practical way to meet the
recordkeeping requirements.

The recordkeeping requirement under the FATF standards does not
mandate the retention of a photocopy of the identification documents
presented for verification purposes, but it does necessitate storing the
information on the documents for five years. A number of other countries
(such as Australia, Canada, and the United States) have considered impos-
ing photocopying obligations on their regulated institutions, but they
decided against it for a number of reasons—for instance, photocopies
could be used to commit identity fraud, may breach privacy laws, and may
reveal information about the client that could form the basis of discrimi-
natory practices such as refusal of credit facilities.

Recommendation 10 refers to copies or records of official identification
documents, which means that forms of retention other than copies are
admissible. M-money providers and their retail outlets in low-capacity
countries cannot reasonably be expected to have a copy machine always
at their disposal. A mere written annotation or record of the CDD details
seen in the materials submitted would suffice, as long as the data are avail-
able for at least five years.

Depending on the size and sophistication of a mobile provider’s record
storage, the following record retention techniques are also acceptable and
can constitute a valid alternative to hard copies:

e Scanning the verification material and holding it electronically

e Keeping electronic copies of the results of any electronic verification
checks

e Recording reference details (particularly useful in the context of
mobile banking where m-money retail outlets are often simple corner
shops), including
© any reference numbers on documents or letters,

any relevant dates, such as dates of issue, expiration, or writing,

details of the issuer or writer,

all identity details recorded on the document.

o O O
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It is noteworthy that FATF Recommendation 10 goes beyond the iden-
tification retention obligation. It also includes other aspects, especially the
obligation to keep data on the financial transactions performed by the
customer. This requirement is not as simple as it appears, and it raises sev-
eral questions in practice. Basically, the main issues revolve around (1)
what data should be kept and (2) who holds the primary responsibility to
retain the information in the particular context of m-money.

As for the type of data, the recommendation states that financial institu-
tions (including m-money providers, whether banks or nonbanks) should
retain all necessary records on domestic and international transactions,
including the nature and date of the transaction, any amounts and types of
currency involved, and the type and identifying number of any account
involved in the transaction (see FATF 2009).

Neither Recommendation 10 nor its interpretative note specifies
any threshold below which retention of data would not be necessary.
This obligation seems to be applied without regard to the amounts of
the transactions involved, even in the case of micro or nano payments
and transfers.

If something wrong happens with a particular customer, mobile
providers should be in a position to assist law enforcement authorities
in collecting all evidence for prosecution of any criminal activity.
Without a minimum record retention of data, a criminal inquiry would
be impossible.

Fieldwork has shown that m-money providers keep customer activity
records. Telecoms call these records “customer detail records.” They con-
tain data related to a mobile operator’s system usage, and they include the
identity of the originating and receiving phones for each mobile call, its
duration, and other data. In this particular context of m-money, it is not
clear whether Recommendation 10 also applies to data that are not
exactly “transactional.”!? Is a phone call between the sender and the recip-
ient of m-money operations considered part of the data to be kept under
Recommendation 10? What about the SMS that is used by SMS-based
mobile banking services to send money from person A to person B?!!
Similarly, should MNOs and banks that provide mobile Internet banking
through cell phones!? retain e-mails that are linked to a particular trans-
action? Although Recommendation 10 does not provide clear guidance
on whether this information should be kept, the authors believe that
the rule of the account provider applies. This means that all records that
the AP has on a client’s financial activity should be kept. The authors sug-
gest that countries determine what data are “financial” and what data are
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“communications” because the latter would be under the privacy protec-
tions discussed below.

Equally important is the issue of possible conflict between data reten-
tion under the privacy law and under the AML/CFT law. In most coun-
tries, communications data like phone calls and SMS are governed by
privacy laws mandating that information be archived for a very limited
period of time!3; AML/CFT laws, however, require providers (including
MNO:s) to retain data for at least five years. Further clarification is
needed on what telephone companies (as financial providers) are com-
pelled to keep when it comes to nonvoice traffic (details of all SMS, MMS,
and other similar telecommunications services such as e-mails), and for
what period of time the material must be retained. This clarification is
of particular importance for mobile banking because supporting materi-
als on the identity of the end user might not be available (see “Adopting
Regulation That Balances Financial Inclusion with Financial Integrity” in
chapter 4). Policy makers should discuss the framework on data protec-
tion, with the aim of balancing the increased exchange of personal data
in the particular context of m-money and the fight against the financing
of terrorism and organized crime.

Last, regarding the responsibility for keeping records, m-money
involves multiple stakeholders, a bank, an MNO, and multiple retail out-
lets. Recommendation 10 refers to financial institutions, so all parties
have to perform their obligations, including delegates such as retail out-
lets. Retention for at least five years will apply not only to records of
identity data, but also to all records of transactions. Because retail outlets
have recordkeeping obligations, it is recommended that data to be kept
by the retail outlets and data to be sent to the AP for retention be spec-
ified clearly.

For more information about the recordkeeping obligations and reten-
tion periods in jurisdictions visited, see boxes 3.8 and 3.9.

Monitoring and Reporting Suspicious Transactions
Like all financial institutions, MNOs should have appropriate systems
and controls to monitor the transactions of each client in terms of both
volume and velocity, and to report to the FIU any transaction or activ-
ity that they suspect to be related to money-laundering or terrorist-
financing crimes.

According to FATF Recommendation 15, financial institutions must
develop programs against money laundering and terrorist financing.
These programs should include, among other things, the development
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Box 3.8

Examples of Recordkeeping Requirements Observed
in the Visited Jurisdictions

In Kenya, under the new AML law, a reporting institution must establish and
maintain a record that indicates the nature of the evidence obtained (of a per-
son’s identity) and that includes either a copy of the evidence or such information
as would enable a copy to be obtained.

In Mexico, the new AML/CFT legal framework for banks recognizes three cat-
egories of accounts that permit different levels of recordkeeping policies for the
implementation of mobile banking services:

- Lower obligations: For mobile accounts for natural persons whose monthly
deposit transactions are below 2,000 inflation-indexed units (UDIs) (approxi-
mately $675), the client file may be integrated with only the client’s basic data
(name, address, and birth date); it is not necessary to maintain a copy of the
documentation.

- Medium obligations: For mobile accounts for natural and legal persons whose
monthly accumulated transactions (deposits and withdrawals) do not exceed
40,000 UDIs (approximately $13,500), the file must be integrated with the
client’s whole list of required data; however, it is not necessary to maintain a
copy of the documentation.

- Higher obligations: for mobile accounts for natural and legal persons with
unlimited transactions, the file must be integrated with the client’s whole list
of required data, and the banking institution must maintain a copy of the
documentation.

Source: Information on Mexico taken from CGAP, http://www.cgap.org/gm/document-1.9.42401/Updated
_Notes_On_Regulating_Branchless_Banking_Mexico.pdf.

of internal policies, procedures, and controls (including appropriate com-
pliance management arrangements) and an audit function to test the sys-
tem. Recommendation 13 stipulates that if a financial institution suspects
or has reasonable grounds to suspect that funds are the proceeds of a
criminal activity or are related to terrorist financing, it should be required
to report the incident promptly to the country’s FIU.

Offering large-volume transaction opportunities to customers will
require more control. Where suspicious transactions are detected, APs
should have the ability to block further use until the user has provided
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Box 3.9

Examples of Recordkeeping Periods, Usually Exceeding
the Five Years Recommended by the FATF

In Kenya, the new law on proceeds of crime and AML requires that records be
kept for a period of at least seven years.

In Malaysia, the Anti-Money Laundering Act, 2001, requires financial records
be maintained for at least six years from the date an account or a transaction is
terminated.

In the Philippines, the anti-money laundering act (Revised Rules and Regula-
tions Implementing Republic Act No. 9160, as Amended by Republic Act No.
9194) states that all records of financial institutions must be maintained and safely
stored for five years from the date of transaction.

In Zambia, the Prohibition and Prevention of Money Laundering Bill, 2001,
requires that a business transaction record be kept for a period of 10 years after
termination of the business.

Source: Information is taken from legislation. For Kenya:
http//wwwkenyalaw.org/Downloads/Bills/2008/The_Proceeds_of_Crime_and_Anti_Money_Laundering_
Bill_2008.pdf, for Malaysia: http://www.bnm.gov.my/index.php?ch=14&pg=17&ac=739&full=1, for the
Philippines: http://www.amlc.gov.ph/archive.html, for Zambia: http://www.deczambia.gov.zm/docs/The%
20Money%20Laundering%20Act.pdf.

additional verification and adequately accounted for the patterns that
have given rise to the blockage.

Detecting patterns of suspicious activity among thousands of low-value
transactions will not be easy, given the current approaches to detecting
suspicious transactions. In practice, suspicions are often triggered by “large
and complex” transactions, not by micro or nano operations. Conversely,
one could say that limits on transactions restrict the usefulness of the
product for either ML or TF and make unusual transactions more
detectable. Mobile providers will have to put in place internal monitoring
systems to increase the likelihood of spotting any deviant account behav-
ior. Fieldwork in many countries has shown that mobile operators are
equipped with internal systems and have adopted risk management pro-
cedures, as recommended by the FATF standards (including measures such
as a limitation of the number, type, and amount of transactions that can be
performed). That fieldwork also has shown that many countries have
imposed AML/CFT reporting requirements on m-money issuers. They are
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generally required to report suspicious transactions to the FIU within sev-
eral days of the transaction date. In addition, some countries require all
transactions exceeding a certain amount to be reported, whether suspi-
cious or not (see box 3.10).

It is noteworthy that authorities are grappling with specific guide-
lines regarding the information that m-money issuers must report. For
example, should regulators require that all or a portion of the content

Box 3.10

Examples of Suspicious Transaction and Threshold
Reporting Observed during Fieldwork

In Kenya, the AML law requires covered institutions to report to the FIU in the
prescribed form immediately and, in any event, within seven days of the date the
suspicious transaction or activity occurs. A reporting institution must file reports
of all cash transactions exceeding $10,000 or its equivalent in any other currency.

In Mexico, the new AML/CFT legal framework for banks recognizes different
categories of accounts, allowing different levels of applicable reporting policies
for the implementation of the mobile banking model:

- Lower level of monitoring and reporting: For mobile accounts for natural per-
sons whose monthly deposit transactions are below 2,000 UDIs (approximately
$675), the banking institution is exempt from monitoring and submitting sus-
picious transaction reports, as long as the transaction level does not exceed
2,000 UDls.

- Higher level of monitoring and reporting: For all other instances, the banking
institution is obligated to monitor the operations and the transaction profiles of
its clients. If there is a suspicious case, they must present a suspicious transac-
tion report and particularly report whenever a single transaction exceeds the
threshold limit of $10,000.

In the Philippines, the AML law requires covered institutions to report to the
FIU all covered transactions and suspicious transactions within five working days
of the occurrence, unless the supervising authority prescribes a longer period
(not exceeding 10 working days). Threshold reporting is for all transactions above
#£500,000.

Source: For the Philippines, information is taken from the Anti-Money Laundering Act of 2001,
http://www.amlc.gov.ph/archive.html.
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of SMS messages exchanged between the issuer and the receiver, and
the call logs between them, be reported when a suspicious transaction
report is filed? Would such a requirement violate customer privacy
rights and possibly result in a flurry of lawsuits? Would MNOs be reluc-
tant to file reports for fear of losing business? Refer to appendix D for
further guidance on these issues.

The Role of Retail Outlets

In many countries, APs do not provide their banking and payment serv-
ices primarily through branches, but through small retail outlets such as
groceries, bakeries, convenience stores, pharmacies, and gas stations. Such
retail shops form a crucial part of many mobile banking business models
because these shops provide broader and cheaper coverage than does a
branch-based model. Although the precise role of such a retailer may dif-
fer from model to model, it generally involves providing cash-in and cash-
out services and may extend to other customer interface functions, such
as account opening and customer care.

Fieldwork has shown that authorities and providers alike are grappling
with questions regarding the regulation, supervision, and licensing of
these retail outlets for AML/CFT purposes. Questions arise regarding the
most appropriate way to ensure integrity and compliance with the law. In
particular, the issues of liability and responsibility for AML/CFT are not
clearly understood.

The following section addresses successively the issue of status,
registration, oversight, and AML duties and responsibilities of such
retail outlets.

Licensing of Retail Outlets

In practice, some confusion has been observed as to whether retail shops
providing such services should be considered intermediaries, third-party
service providers, or retail outlets of the main m-money provider.'* Some
developing countries adopt a fairly strict approach in this regard and treat
all such retail outlets as third party service providers, especially in relation
to CDD functions.!?

Determining the correct legal role and status of such retail shops is
of paramount importance because it determines their status from a reg-
ulatory/supervisory standpoint and defines the scope and nature of
their AML/CFT obligations. Therefore, it is important that the legal rela-
tionship among the retail shop, the AP (whether a bank or a telecom), and
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the customer be analyzed to determine the status of the retail shop. It
is possible that such a shop can act as an independent third-party serv-
ice provider, or that the shop may act as such a provider in respect to
certain services and as a retail outlet in respect to other services.
However, in the models reviewed during the fieldwork, this was not
the case.

In the models that were witnessed, the retailers generally acted as the
agents of the AP, providing the m-money services in the name of and on
behalf of the AP. The agency relationship was established contractually
between the AP and the retailer. Customers of the AP would interact
with the AP via these retail outlets. Therefore, retailers merely act as out-
sources of the bank or the telecom. The customers view the retailer as a
point of access and as a representative of the AP, rather than as the main
counterparty with whom they contract. The authors are of the view that
retailers such as these do not deliver the m-money services and, as a
result, cannot be compared with an independent intermediary or third-
party service provider.'® Nor would these retailers fall within the category
of “introducers” (as contemplated in FATF Recommendation 9), who are
generally counterparts (such as lawyers or independent brokers) who do
not provide the financial service as such, but do introduce the applicant
customer to the bank.

The issue of whether such retail outlets should be licensed and reg-
ulated for the m-money service they deliver is debatable. It is not nec-
essary to extend licensing or registration requirements to such retail
outlets, provided that the AP is held accountable and responsible for the
retail outlet’s compliance and noncompliance. In practice, countries
have adopted different approaches in this regard (see box 3.11). In the
Philippines, for example, each remittance retail outlet must be licensed
separately, thereby causing burdensome delays and paperwork.
Furthermore, all retail outlets have to undergo AML/CFT training
sessions that are available only in Manila. As a result, the Central Bank
of the Philippines (Bangko Sentral ng Pilipinas [BSP]) is in the final
phase of approving a mechanism by which retail outlets can be “net-
work licensed” or “mass licensed.” G-Cash, one of the major m-money
providers in the country, is hoping to enlist 15,000 new retail outlets in
one step.!’

Supervision and Oversight of Retail Outlets
Because retail outlets are seen as synonymous with the AP, it is appro-
priate for supervision and oversight to focus on the AP. Monitoring
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Box 3.11

Examples of Countries Where Providers Assume Liability
for Retail Outlets

In Brazil, the principal is fully responsible for the services rendered by its retail
outlets. The central bank requires the principal (1) to control the activities of each
of its retail outlets by setting transaction limits and implementing mechanisms to
block transactions remotely when necessary; and (2) to ensure compliance with
all applicable legal and regulatory provisions, such as AML/CFT, customer protec-
tion, and data privacy. A retail outlet must post a notice in its establishment that
it acts on behalf of the bank.

In Colombia, in the contract between the financial institution and the retail
outlet, there is a clear reference to the financial institution’s liability for its retail
outlets'actions.

In Mexico, under current regulations for any type of m-money business
model, the liability for regulatory compliance with AML/CFT must fall ultimately
on the bank (not telecoms or third-party providers). Thus, a bank-based model has
been established. M-money services can be used only if one has a formal bank
account with the m-money provider. (Legally speaking, the authorities recognize
only the bank as the ultimate provider)

In Peru, final liability rests with the AP, not the retail outlets.

In the Philippines, the e-money circular explicitly states that it is the respon-
sibility of the institutions to ensure that their retail outlets comply with all AML
laws, rules, and regulations. Section 4 (e) states, “it is the responsibility of the elec-
tronic money issuers to ensure that their distributors/e-money agents comply
with all applicable requirements of the Anti-Money Laundering laws, rules and
regulations.”

Source: Authors.

and supervising thousands of retail outlets in accordance with FATF
Recommendations 23, 24, and 29 would be impractical and almost
impossible, especially in poor countries where supervisory resources
are already scarce. However, this does not mean that retail outlets are
free of any scrutiny. In fact, scrutiny should be performed by the AP,
which should be held accountable and responsible for compliance by
the retail outlets. APs’ policies, procedures, training, and monitoring
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of retail outlets should be scrutinized by the supervisor. Where
appropriate, the supervisor should visit a representative sample of
retail outlets to determine if the AP is performing its required func-
tions correctly.

AML Duties of Retail Outlets

The fact that retail outlets act as an extension of an AP means that the
processes and documentation (notably for AML/CFT purposes) are those
of the AP (as indicated in the footnote to FATF recommendation 9).
Although a general AML/CFT law may extend obligations (such as a duty
to report suspicious transactions) to retail outlets, those outlets’ main
roles and duties and the way they are expected to perform those duties
will be determined by the AP.

It is crucial that these duties be clearly specified in the agency agree-
ment whereby the retailer is appointed as a retail outlet of the AP.18 In
practice, the contracts between APs and their retail outlets vary consider-
ably across markets that were studied; but common clauses generally
include the duty to perform specified AML/CFT checks, recordkeeping,
and reporting obligations.

There are, of course, practical and potential legal limits to the duties
that the AP may reasonably delegate to the retail outlet. The authors
believe that the retail outlet should have a duty to report a customer’s sus-
picious conduct to the AP, but the retail outlet cannot carry the full bur-
den of conducting on-going due diligence on the business relationship and
scrutinizing all transactions undertaken throughout the course of that
relationship. Many retail outlets will be modest shops that are not equipped
to perform extensive monitoring functions, and they may not have access to
the customer profile that the AP holds. This would make it impossible to
consider whether a customer’s transactions are consistent with the institu-
tion’s knowledge of that customer. Furthermore, a retail outlet will view
only those transactions that are conducted via its shop. The AP, on the
other hand, will have a comprehensive record of the transactions con-
ducted by the particular customer.

In conclusion, a comprehensive monitoring regime will combine the
strengths of the AP and the retail outlet, instead of relying only on one of
the parties. From a policy perspective, however, it is strongly suggested
that the main monitoring obligation remains that of the AP because the
AP is in the best position to oversee customers’ activities. The AP should
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ensure that the retail outlets provide appropriate support to guarantee
that it can meet its obligations in this regard.

Ultimate Liability of Retail Outlets

In the legal relationship between the AP and the retail outlet, the AP is
the principal. As the principal in the relationship, it is appropriate that
responsibility for AML/CFT compliance (including compliance by the
retail outlet), ultimately rests with the AP. This is the case in most of
the countries that were visited. This approach means that the AP has
strong incentives to ensure that retail outlets comply with their obliga-
tions. It must be noted that the only exception in this regard seems to
be Safaricom in Kenya, which expressly disavows any liability for its
retail outlets’ activities—and it is worth noting that, to date, it has not
been decided whether that regime is in line with the FATF standards
(see box 3.12).

Box 3.12

A Country Where Providers Do Not Assume Liability
for Retail Outlets: Kenya

Safaricom describes the relationship with its retail outlets as a de facto (rather
than strictly legal) principal-agent relationship. According to Safaricom, the com-
pany invests heavily in AML training and supervision for outlets and their person-
nel to equip them to confront AML situations that might arise. Safaricom is able
to exert a lot of control over its outlets, just as in any legal principal-agent relation-
ship. The controls are not optional measures, but mandatory enforcement tools
with which the outlets must contractually commit to comply at all times. Because
the reputation of the operator is at stake, control over outlets’ activities is critical.
If an outlet that has the benefit of AML training acts negligently, or willfully per-
mits a money-laundering act to be committed at its outlet, then Safaricom
requires the outlet to take responsibility. As such, the outlet agrees to indemnify
Safaricom for losses incurred as a result of any wrongful or negligent act or failure
to act in relation to the Safaricom service. The individual involved at the outlet
also may be liable for breach of the law. The company believes that this is not dis-
similar to a legal principal-agent relationship.

Source: Authors.
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Internal Scrutiny and Risk Management of Retail Outlets

Because the AP ultimately will bear responsibility in the case of noncom-
pliance (whether by itself or by any of its retail outlets), APs take steps to
mitigate their compliance risks. Fieldwork has shown, for example, that
they have established due diligence processes before engaging a retail
outlet. In practice, small retailers often struggle to produce the required
supporting documentation to complete an application to become an
authorized retail outlet. Operators like Safaricom, for example, require
such documents as certificates of incorporation, bank statements for the
past six months, copies of the identification papers for key staff, a list of
outlets, and so forth (Davidson and Leishman 2010).

Due diligence measures should be consistent with the risks posed by
the agency relationship. When the retail outlet is entrusted with
account-opening functions, higher due diligence standards are appropri-
ate. Retail outlets know the AP’s system better than the customers know
it, so the outlets may be able to abuse their positions within the frame-
work to launder funds and perpetrate other offenses. Generally, they are
able to ignore suspicious activities that should be reported to the
AP. Depending on the design of the particular m-money model, they
may be in positions to falsify records. Even honest retail outlets may ren-
der the system vulnerable to abuse by failing to perform their functions
diligently.

For that reason, APs must scrutinize their retail outlets closely and
manage the attendant ML risk by performing appropriate due diligence
measures when engaging retail outlets. When an agency relationship is
established, appropriate training and support must be provided. In addi-
tion, retail outlets must be monitored for compliance with their
AML/CEFT duties. This may include on-site visits by compliance represen-
tatives of the AP.

Nevertheless, regulators should be informed that although
AML/CFT risks arising from retail outlets are greater than risks aris-
ing from customers, risk management frameworks for retail outlets are
already in place for some providers. For example, Safaricom has built
a specific program that incentivizes retail outlets to invest their own
funds in the e-money float. In addition, all m-money transactions con-
ducted by the retail outlets are electronic and on a real-time basis,
ensuring that the transactions have an electronic trail and reducing
the associated integrity risks. (For additional information, see box 3.13

and table 3.2.)
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Box 3.13
Examples of APs Managing Retail Outlet Risks

In Kenya, Safaricom requires retail outlets to pass an AML test to ensure their
familiarity with integrity issues and procedures. Zain verifies the business permits
of retail outlets through lawyers and notaries, and it performs random on-site vis-
its by “mystery shoppers"?

In Peru, financial institutions are obligated to train their retail outlets on KYC
and other CDD obligations.

In the Philippines, Globe Telecom requires all retail outlets to undergo an
accreditation process led by a committee comprising representatives from its
finance, legal, business operations, and information technology departments.

In the Russian Federation, payment agents are required to register with the
Federal Financial Monitoring Service (FFMS) for AML purposes and to have their
internal control rules approved by FFMS before accepting payments. In addition,
all transactions processed by retail outlets go through the operator’s information
technology system and will be subject to AML/CFT rules.

In Zambia, the central bank reviews applications to ensure that retail outlet
personnel are adequately trained in front-end procedures (including KYC) and
allows the provider to monitor its retail outlets.

Source: World Bank research.
a. Mystery shoppers are Safaricom employees who visit retail outlets for monitoring purposes,
pretending to be customers.

Table 3.2 Example of the Evolution of Retail Outlets’ Regulation in Brazil,
Various Years

Year Resolution and description

Before 1999  Only banks can have retail outlets and only in places where there are no bank

branches. Services allowed:
— loan applications
— credit and personal data analysis
Subagents are not allowed.

1999 Resolution CMN 2640/99

Additional services allowed:
- receipt of account-opening applications (original documents should be
analyzed by bank staff)
— deposits and withdrawals (subject to CBB's authorization)
- bill payments

(continued)
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Table 3.2 Example of the Evolution of Retail Outlets’ Regulation in Brazil,
Various Years (continued)

Year Resolution and description

2000 Resolution CMN 2707/00
Limitation on location is lifted. Retail outlets may be located anywhere,
regardless of the presence of a bank branch.
2002 Resolution CMN 2953/02
— Retail outlets are permitted to analyze identification documents for
account opening.
- In addition to banks, consumer credit companies are allowed to hire
retail outlets.
2003 Resolution CMN 3110/03
— All financial institutions are allowed to hire retail outlets.
- Subagents are allowed.

2003 Resolution CMN 3156/03
- All other CBB-licensed entities are allowed to hire retail outlets.
2008 Resolution CMN 3568/2008

- Retail outlets are permitted to offer international transfers on behalf of a
financial institution (limited to $3,000 per transaction),? subject to a simple
online CBB registration process.

2008 Resolution CMN 3654/2008

- The need for previous authorization by CBB for banks wishing to hire retail
outlets was lifted.

- Afinancial institution willing to deliver services through retail outlets is
required only to register each outlet in CBB's online system.

Source: CGAP, http://www.cgap.org/gm/document-1.9.42396/Updated_Notes_On_Regulating_Branchless_
Banking_Brazil.pdf.

Note: In 2006 in Brazil, 95,000 retail outlets, equipped with point-of-sale and bar-code readers, processed 1.53
billion transactions, valued at $ 104 billion. Seventy-eight percent of those transactions were bill payments and
deliveries of government benefits. The remainder included deposits, withdrawals, and loan repayments and dis-
bursements. Six million new accounts were opened in 2006. In Brazil, virtually any entity can be engaged as a
retail outlet. The most common types are lottery kiosks, post offices, grocery stores, and other merchants. Banco
Central do Brasil has issued comprehensive regulations governing other aspects of the business (particularly to
protect consumers), but the lack of prohibitions on who may act as a retail outlet seems to have opened up the
field for innovation and allowed rapid growth (GSMA 2008).

a. It should be noted that person-to-person services are not available, so this transaction limit relates to mobile-
based payments for goods.

Notes

1. As stated by CGAP (Rosenberg 2009), “challenges are intensified by the fact
that many services have been widely available for only a short while. As a
result, there are no ‘off-the-shelf’ regulatory frameworks that can successfully
mitigate risks and address problems in complex and far-reaching branchless
banking systems. Nor is there a rich trove of historical data to use in shaping
policies.”
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It appears that many licenses for m-money are issued as a payment systems
license, but contain provisions that directly address e-money services.

. This indecision is true in Cambodia and Russia, for example. In Cambodia,

there is currently no specific regulatory and licensing regime for m-money.
M-money services operate on the basis of a mutual understanding between
the central bank and the operator. The operator must be guaranteed by a reli-
able banking institution; the central bank requires the operator to provide
monthly reports containing all information necessary for supervisory pur-
poses. Any update to the business operations should be requested from the
central bank (see Vada [2009]). In Russia, the country has no specific provi-
sion regulating online payments, but a working group on regulating online
payments and e-money was established in September 2009. Currently, serv-
ice providers are registered, but have no AML obligations.

For example, the Financial Services Authority in the United Kingdom,
Japan'’s Financial Supervisory Agency, and the Republic of Korea’s Financial
Supervisory Commission all separated from their central banks.

. Examples of the types of customer information that banks could obtain, and

the identification data that they could use to verify that information, are in the
Basel Committee on Banking Supervision’s (BCBS) paper on “Customer Due
Diligence for Banks” (2001) and subsequently reinforced by a general guide to
account opening and customer identification (CDD) in February 2003.

. Of course, the provider will have to perform full KYC/CDD every time situ-

ations arise as defined by the FATF: for example, when there is a suspicion of
money laundering or terrorist financing; when the m-money provider has
doubts about the veracity or adequacy of previously obtained customer iden-
tification data.

. As already observed in this book, full exemption of CDD is not permitted

when an activity is subject to AML/CFT obligations; only reduced measures
are acceptable.

. The quid pro quo for this is that all issuers should have in place the systems

and controls to monitor what is going through their systems and the ability to
block accounts that exhibit suspicious patterns of activity—unusually high
volumes or velocities of circulation.

. It was debated amongst the regulated institutions for a number of years

whether this article required the obligation to photocopy identity documents.

Depending on the service provider and the business model, transactions may
be initiated by an SMS, a multimedia messaging service (MMS), Java applica-
tion, or mobile Web session.

SMS-based banking systems use plain-text messages for carrying out transactions.
For example, the customer needs to send the following SMS message: “PAY[one
space][merchant code][one space][amount][one space][debit card number]

»
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In Japan, for example, customers of DOCOMO’s i-mode mobile Internet
service on the 3G FOMA network are able to remit up to ¥20,000 (about
$208) per transfer by inputting the payee’s mobile phone number. The payee
receives an e-mail notification via his or her DOCOMO mobile phone and is
given the option of depositing the money in a domestic bank account or
having the amount credited to his or her monthly DOCOMO phone bill.

In Europe, for example, Directive 2006/24/EC requires member states to
ensure that communications providers retain necessary data as specified in the
directive for a period of six months to two years. In the United States, most
cell carriers seem to retain content data for three to seven days. In the United
Kingdom, SMS, enhanced messaging service, and MMS messages are archived
for six months. In the Philippines, a 2008 National Telecommunications
Commission circular stipulates that records of traffic data on the origin, des-
tination, date, time, and duration of communications must be retained for a
period of two to four months. In Malaysia, Bank Simpanan National (which
provides SMS mobile banking) seems to keep data on mobile transactions for
only three months.

For example, BSP is unclear whether account opening (with actual deposit
taking) and KYC can be undertaken by retail outlets that belong to a covered
financial institution of the BSP and are compliant with FATF standards, even
if the primary financial institution is legally responsible for its retail outlets.

This approach has prompted telecom companies to use more complicated
business models than may be necessary to be “safe.” For instance, a well-known
European telecom has felt compelled by regulatory fears to approach local
banks in Africa to let it provide mobile financial services. Instead of just being
“itself” the company has had to include a local bank to back it up. This action
was completely unnecessary for the business model to function, but the com-
pany included the bank (and therefore increased its costs) because of liability
fears related to CDD.

Such a party would often have an independent legal relationship with the
customer and would facilitate the provision of the services in a tripartite
legal arrangement among the customer, the retail outlet, and the m-money
provider.

Although it ultimately is left to the authorities to choose the approaches
taken, it might be good to consider that, at the international level, the same
principle be applied as the one required in FATF Special Regulation VI on
retail outlets. In other words, at the minimum, the principal needs to keep the
list of its retail outlets, and this list could be submitted to the central bank for
its records. One caveat: although remittance retail outlets and m-money retail
outlets can be very similar in terms of who they are and what they do for their
principals, m-money retail outlets usually do one or more functions (includ-
ing account opening for customers). The authors are not clear about whether
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this function has such an impact that it would require different treatment of
retail outlets for m-money than is required for remittances.

18. Regulators also may impose obligations on the retail outlets, beyond those set
by the AP.
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CHAPTER 4

Anti-Money Laundering and
Combating the Financing of
Terrorism Policy Guidance for
Countries Regulating Their
Mobile Money Markets

Summary

This chapter provides guidance to relevant stakeholders on how best to design an effec-
tive regulatory regime for mobile money (m-money) from an anti-money laundering
and combating the financing of terrorism (AML/CFT) perspective. Countries must create
a proper enabling environment if m-money is to flourish. An enabling AML/CFT legal
and regulatory environment will be sound, clear, nondiscriminatory, and proportionate.

Policy makers, m-money providers, and international standard-setting bodies are
all addressing aspects of an appropriate regulatory environment. National policy
makers, however, have been grappling with ways to ensure appropriate regulation of
m-money providers and their retail outlets, and trying to determine whether their
approaches are consistent with the Financial Action Task Force (FATF) standards. In
other jurisdictions, m-money providers have difficulty complying with the national

(continued)

105



106  Protecting Mobile Money against Financial Crimes

Summary (continued)

regulations governing m-money, especially in cases in which they were not sufficiently
consulted before the regulations were designed and enacted. In addition, interna-
tional standard-setting bodies—such as the FATF—are working to understand the
complexities of the different business models and to formulate appropriate responses
to more detailed questions regarding the application of the standards to low-value,
low-risk m-money transactions.

This chapter discusses how these stakeholders can address the key issues that face
them in relation to m-money. It begins by offering targeted guidance first to national
policy makers and then to m-money providers, and it concludes by identifying the key
areas that the FATF can consider and toward which it can take action. The chapter’s
overall findings are highlighted below.

Key Points
Policy guidance in AML/CFT for policy makers:

- Adopt a more comprehensive approach to AML/CFT.

« Conduct an assessment of the m-money ecosystem.

Impose AML/CFT obligations on nonbank providers of financial services.
Adopt technology-neutral regulations.

Promote regulations that balance financial inclusion with financial integrity.
Issue clear and well-articulated AML/CFT guidelines for m-money services.
Impose AML/CFT obligations on retail outlets.

Determine a clear delineation of responsibilities between account providers (APs)
and retail outlets.

Implement interagency coordination.

Promote a clear and effective supervisory regime for m-money providers.

Grant relevant authorities the power to make binding rules.

Define an enforceable sanctioning regime for m-money.

Provide AML/CFT training to supervisors.
Guidelines for m-money providers:

« Develop AML/CFT internal policies.

- Support m-money services with appropriate governance and risk management
practices.

- Develop internal solutions for money-laundering/terrorist-financing (ML/TF) trans-
action monitoring.

(continued)
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Summary (continued)

« Require retail outlets to report their suspicions to the AP,

« Ensure appropriate information-sharing arrangements among parties, where
required.

« Ensure that appropriate rules are followed regarding information to be reported.

« See that clear internal reporting mechanisms are set by each m-money provider.

« Provide staff with ongoing AML/CFT training.

Recommendations for the FATF:

« Provide further guidance to identify low-risk transactions and customers.

- Identify conditions under which m-money can be supported as a tool to mitigate
overall ML/TF risk.

- Clarify appropriate customer due diligence (CDD) measures within the low-risk
context.

- Issue a risk-based guidance report on m-money.

Implementing AML/CFT standards for m-money services can be dis-
cussed at two levels: macro and micro. This chapter provides policy guid-
ance at both levels, targeting both policy makers and m-money providers.
Furthermore, this chapter proposes some considerations for the FATF so
that financial inclusion is given more attention going forward.

AML/CFT Guidance for Policy Makers

Policy makers can take a number of steps to ensure a more effective facil-
itative and collaborative approach to regulation.

Designing the Broad Regulatory Framework and Approach
There are a number of facilitative approaches and policy principles that
can be adopted by national governments.

Adopt a more comprehensive approach to AML/CFT. In some cases, mul-
tiple stakeholders in the m-money community have a narrow AML/CFT
approach to m-money that focuses exclusively on customer due diligence
(CDD) and FATF Recommendation 5. Although CDD is an essential
component of AML/CFT, policy makers should pay equal attention to the
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other elements of effective AML/CFT regulation. AML/CFT obligations
cover a wide spectrum of issues, ranging from CDD to reporting obliga-
tions, internal controls and mechanisms, training, dissemination, national
and international cooperation, and outreach, among others.! Compliance
with these other facets of AML/CFT standards? is as important as com-
pliance with CDD requirements when a country strives to comply fully
with the international standards.

Conduct an assessment of the m-money ecosystem. In an ideal situation,
countries should survey the m-money ecosystem and its overall level of
integrity risks prior to drafting AML/CFT regulation for m-money activi-
ties. The survey should aim to identify all role players in the jurisdiction,
understand the products that are offered and are likely to be offered, and
potential future patterns and trends. A risk assessment should also be per-
formed to determine the nature, types, and levels of ML/TF risk. Countries
will need to identify the main vulnerabilities that are specific to m-money
and address them accordingly. Mobile network operators (MNOs) will
need to contribute to this process by sharing information about their
systems and by identifying higher- and lower-risk customers, products,
and services. These assessments are not static; they have to be repeated
to identify changes that occur over time, as circumstances develop and
threats evolve.

Under ideal conditions, the appropriate regulatory and supervisory
approach for m-money should also support the financial system’s longer-
term systemic stability, rather than merely its current flows. This will be
of increasing importance when m-money begins to substitute more fully
for the other financial channels and services. In this regard, any reluctance
by policy makers to contemplate preventive measures because of their
potential costs should be balanced by a consideration of the cost of restor-
ing public confidence if there were any wide-scale incidents involving the
m-money channel.

Apply AML/CFT obligations to nonbanks offering m-money. As a gen-
eral principle, all financial institutions should be subject to AML/CFT
obligations.> National laws generally require that banks, microfinance
institutions, postal services, exchange bureaus, money transfer service
providers, and all other types of financial institutions have in place an
AML/CFT policy, specialized and trained personnel, reporting systems,
and internal controls. Countries should also ensure, however, that non-
banks that offer m-money (for example, MNOs) are explicitly subject to
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AML/CFT obligations. The type of license that is granted to a nonbank
will normally determine its status with regard to AML/CFT. If the
m-money provider is issued a banking license to deliver m-money serv-
ices, it will automatically be classified as a “financial institution” in rela-
tion to such services and, as such, will be subject to the AML/CFT law. If
it obtains an electronic money (e-money) issuer license, it might not be
subject to that law in some countries. In this regard, authorities should
ensure an equitable regulatory environment that treats providers of sim-
ilar products similarly.* When nonbank m-money providers are subjected
to AML/CFT obligations, it does not necessarily mean that the full range
of requirements should be imposed; flexibility in the way those obliga-
tions are applied to m-money services should be considered, particularly
in the context of low-capacity countries.

Adopt technology-neutral regulations. Policy makers should avoid
adopting AML/CFT regulations that specifically target m-money. What
is required is an approach that encompasses the challenges raised by
m-money, yet is neither m-money—centric nor m-money-specific. A uni-
form approach for all new payment technologies and m-money providers
(banks, MNOs, and third-party providers) is important because m-money
is simply an alternative means of performing financial transactions.
Generally, therefore, there is no justifiable reason m-money should be
subjected to a regulatory scheme that differs from the one that applies to
other new payment technologies. Ideally, a regulatory framework that bal-
ances regulation with the need for market access and innovation is indis-
pensable, provided that conditions for an equitable regulatory
environment are maintained at all times.

Focus on risks that the product and clients represent. When the regula-
tor considers appropriate CDD controls for m-money, it should focus on
the risks that the product and the clients represent.> Practical constraints
and opportunities presented by the national context should also be con-
sidered to ensure a pragmatic and responsive m-money risk-control
framework. Countries that identify gaps in their identification and verifi-
cation frameworks are also advised to consider appropriate improve-
ments. Countries should ensure that there are national or commercial
identification frameworks that are proportionate, include all citizens,
meet international privacy standards, command industry and consumer
support, and deliver value to law enforcement. Mindful of the lack of
proper identification mechanisms, several developing countries have
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recently started to establish and promote new electronic identification
systems that enable large coverage of the population, even in the most
remote areas.

Adopt regulation that balances financial inclusion with financial
integrity. International standards for AML/CFT are challenging—and
their flexibility has not always been clearly communicated or under-
stood. In addition, countries very often prefer to err on the safe side to
avoid the risk of noncompliance. As a result, too many countries over-
regulate and, thus, create barriers to business and inclusion. Many coun-
tries have not allowed simplified CDD where it was justified by the low
risk, as permitted by the FATF’s risk-based approach.® This has hap-
pened because policy makers are not sure about the correct interpreta-
tion of aspects of the risk-based approach—especially the interpretation
of key phrases in the recommendations, such as “proven low risk”’—
that would trigger the possibility of full or partial exemption from
AML/CFT obligations.

There is already significant flexibility in the international standards
that countries could use with more confidence, especially when FATF
clarifies its views on low-risk controls. A reduction in regulatory obliga-
tions of providers of low-value products will minimize their compliance
burden and related costs. Lower costs and affordable fees would enable
more of the low-income population to access the services and products.
Simplified CDD requirements would also decrease the burden on poten-
tial clients to verify their identities, enabling them to access services that
may not otherwise have been accessible.

Policy makers, therefore, are encouraged to promote the creation of
low-risk, low-value basic accounts and payment and remittance services®
and to facilitate their development by imposing appropriate reduced and
simplified CDD requirements. As long as a country can demonstrate and
provide evidence that specific and unique circumstances around a spe-
cific functional activity generate a low level of ML/TF risk, partial exemp-
tion from AML/CFT obligation is possible.’

There are a number of arguments that could be advanced in support
of a partial AML/CFT exemption for m-money: Mobile payment services
handle much smaller payment transactions than traditional banking serv-
ices. Usually, transactions are capped; services are restricted to certain
geographic areas; most services are purely domestic, with no cross-border
activity allowed; and operations in foreign currencies are limited or prohib-
ited. Furthermore, jurisdictions usually limit accounts to one per person.
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Last, banks and MNOs have designed sophisticated internal control
mechanisms to trace unusual transactions, and those mechanisms miti-
gate the risks. (For a detailed discussion of the risk profile of m-money,
see appendix B.)

Countries may wish to consider the following alternative approaches
for simplified CDD in relation to low-risk m-money accounts:!°

* Reduce the depth of CDD required—for example, by dispensing with
the verification of the residential address.

e Expand the list of accepted forms of identification, allowing less-
formal evidence to be provided.

® Permit the use of forms of identification that may not bear a picture.

e Establish a tiered customer identification program (or progressive
CDD approach), whereby a customer who can provide only minimal
verification is restricted to basic services and may access higher levels
of services after providing more comprehensive verification.

¢ In the case of very-low-value transactions (services that most often
carry a marginal risk), allow the customer’s personal particulars to be
obtained without requiring verification of those particulars.

In conclusion, instead of applying traditional banking regulations, reg-
ulators should focus on the actual risks of a service offered. AML/CFT
controls should be based on a clear understanding of the risks. That
understanding can be developed through research, an analysis of national
and international ML/TF typologies, and crime analysis. The objective
must be to develop a reasonable and well-grounded appreciation of atten-
dant risks that can support a flexible risk-based approach to AML/CFT.
Proposed controls must also be based on actual market research and a
thorough analysis of the needs and real-life circumstances of those peo-
ple who are financially excluded.

Sequence the implementation of AML/CFT obligations. The analysis of
national AML/CFT frameworks in developing economies shows that a
gradual or sequenced implementation of the FATF recommendations
can reduce adverse effects on financial inclusion. Sequenced implemen-
tation allows the system to be grown and expanded over a period of
time to eventually ensure full compliance with the international stan-
dards. A sequenced process would start by implementing key FATF rec-
ommendations!! for the sectors and transactions presenting the higher
risks of ML/TF; and progressively expand to lower categories of risk as
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the country develops its capacity to properly identify and mitigate the
risks involved.

In many countries, the ability to supervise banks on matters relating
directly to the core Basel principles is strained, and AML/CFT imple-
mentation is a secondary priority. Capacity constraints often include
insufficient staffing and underdeveloped information technology sys-
tems, and are exacerbated by weak legal and regulatory frameworks and
a lack of coordination among various bodies involved in the AML/CFT
framework. As a result, limited guidance is provided, supervision is cur-
sory, and few enforcement actions are taken. Many of the jurisdictions
report very few instances of ML/TF abuse, but it is not necessarily clear
whether the reports reflect the level of risk or the lack of capacity to
identify risks and abuse.

Promote a collaborative, step-by-step approach between financial regu-
lators and industry. One of the main lessons to be learned from the
experiences described in chapter 3 is that a successful regulatory outcome
requires a participatory approach among all stakeholders—especially
the regulators, the banking supervisors, the banking and telecommunica-
tions industries, and the national authorities responsible for AML/CFT
issues. Furthermore, a step-by-step implementation approach has often
proved necessary. It enables construction of basic regulatory models that
were refined to adapt to the increasingly sophisticated and diverse business
models that emerged. This approach assisted in aligning the regulatory
framework with changes in the political, economic, and commercial con-
text. A collaborative test-and-learn approach also facilitates an appropriate
analysis and assessment of risk and supports changes in risk mitigation
measures when required.

Issuing Guidelines for M-Money Providers
Clear regulatory guidelines for m-money providers have proved helpful.

Issue clear and well-articulated AML/CFT guidelines for m-money serv-
ices. According to FATF Recommendation 25, “competent authorities”
should establish guidelines and provide feedback to assist institutions in
applying national AML/CFT measures and particularly in detecting
and reporting suspicious transactions. Although suspicious transaction
guidance and feedback typically would be provided by the Financial
Intelligence Unit (FIU), it may be the national regulator and supervisor of
m-money that establishes guidelines to help the supervised entity fulfill
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its broader AML/CFT obligations. It is, after all, the national regulator and
supervisor (for m-money, usually the jurisdiction’s central bank) that will
subsequently monitor compliance with these obligations.

Guidelines typically are regarded as “soft law” because they are not
directly enforceable; but when an m-money provider continually disre-
gards guidance, such conduct may be a factor in decisions on possible
future action. Guidance is generic, however, and is different from the
recommendations or instructions a supervisor may issue following an
inspection—recommendations and instructions that typically are both
binding and enforceable and are always directed at an individual institu-
tion. Guidance concerns an entire group of supervised entities and may
relate to every aspect of the AML/CFT preventive system. It does not
impose new obligations on entities, but it does seek to illustrate how cer-
tain already-imposed obligations can be fulfilled in practice.

Thus, guidelines are useful to bring clarity to AML/CFT legislation and
national and international standards, particularly in cases in which laws
were adopted recently. Guidelines for m-money providers can provide
information on appropriate ways to interpret obligations and implement
AML/CFT policies. It often extends to AML/CFT risk assessments, the
design of CDD measures, recordkeeping requirements, suspicious trans-
action reports (STRs), and maintenance of an adequate level and mix of
expertise through staff training.

From an international perspective, the issuing of guidelines reaffirms
that the jurisdiction is committed both to developing effective legal
instruments and to enhancing the AML/CFT practices of m-money
providers. The effect is to enhance the country’s credibility in relation to
compliance with international standards. It also creates a better climate
for doing business. This might attract more m-money providers and
enhance the domestic competitive m-money landscape. The net effect of
this situation is likely to result in greater financial inclusion among
unbanked populations.

Implement guidelines through ongoing collaboration and dialogue
between the public and private sectors. National authorities and their
supervised entities should be proactive in building a constructive, collab-
orative relationship. This will enable the regulator to ensure guidelines
that are practical, effective, and clear to all relevant stakeholders.
Constructive engagement during the drafting of the guidelines is benefi-
cial and can continue after publication of the guidelines. The supervisor
may actually wish to engage the supervised entities to disseminate the
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specific guidelines issued and to conduct open question-and-answer ses-
sions with the companies’ compliance officers (rather than simply post-
ing new guidelines on the central bank’s Web site, for example). Such
engagement will also foster discussion on how best to effectively imple-
ment and enforce the guidelines internally within the m-money
provider. Furthermore, it is important that national authorities seek con-
tinual feedback on the guidelines from the m-money providers: Are the
guidelines clear and helpful to the providers? Are they proving easy to
implement in the organization? What challenges are being faced in their
implementation? Has it been too burdensome on regulatory compli-
ance costs? Comprehensive feedback may lead to amendments and
clarification and will help improve the quality and scope of future
guidelines issued by the supervisor.

Customize guidelines to specific local circumstances and conditions. To
help ensure that guidelines for AML/CFT support financial inclusion, the
level of financial infrastructure in the jurisdiction (in both the formal and
informal sectors) should be taken into account. Before the designing of
the guidelines, it will be helpful to assess the number of unbanked citi-
zens currently served by formal or informal financial services and their
specific demographic composition, the overall competitive landscape of
the domestic m-money industry, and the prospective interest in the juris-
diction among potential m-money providers.

Regulating Retail Outlets
Appropriate support for the use of retail outlet networks is critical to
the growth of m-money. In many countries, banks and other mobile
banking providers offer banking and payment services through retail
outlets that typically include groceries, bakeries, convenience stores,
pharmacies, and gas stations. These outlets complement or replace
bank branches and traditional agencies. Because of the network of
retail outlets, m-money providers can reach a larger number of cus-
tomers (including those in rural areas) and provide them with afford-
able and accessible cash-in/cash-out services. The retail outlet is a
critical part of the mobile banking business. It is the customer contact
point for cash-in/cash-out functions; but, depending on the model, it
can also perform other customer interface functions—for example,
customer care support and account opening.

During fieldwork, different approaches to covering retail outlets for
AML/CFT purposes were encountered. It was particularly noticeable
that authorities and providers alike were struggling to determine the
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correct and most appropriate status of retail outlets under the
AML/CFT supervisory regime. Key questions relate to their responsibil-
ities, and the person or agency that is ultimately liable for the outlets’
actions. Ambiguities in or misunderstandings around the international
standards further fuel debates and challenges. The retail outlet model
presents challenges because some key CDD functions are performed
by third parties who are not directly part of the regulated financial
institution and who usually have limited AML/CFT capacity and
expertise. There are also fears that retail outlets may defraud customers
or be linked to criminal organizations. Policy makers, therefore, are
struggling to craft appropriate and proportionate regulations to miti-
gate these risks.

The authors believe that national authorities should consider taking
the following steps to design an appropriate regulatory AML/CFT frame-
work in relation to m-money retail outlet networks.

Ensure that regulators know and understand the entities involved in
providing accounts. When analyzing an m-money program, regulators
generally identify the entity that actively provides the service to cus-
tomers, takes customers’ cash, processes and records transactions, and
“issues” m-money as the account provider (AP) in the program. Formally,
however, the AP will be the entity defined as such in any applicable leg-
islation for payment services/e-money. This entity might be a mobile
operator, a bank, a payment services provider, or a partnership or joint
venture involving more than one such entity. If several entities are
involved, their respective roles and responsibilities—especially the alloca-
tion of liability when breaches occur—must be clear to the regulator(s).
The potential for regulatory overlap needs to be minimized while ensur-
ing that all relevant matters are covered.

Determine a clear delineation of responsibilities between APs and retail
outlets. The AP is the entity ultimately responsible for the delivery and
management of the financial services underlying an m-money program.
The AP (whether a bank or a telecommunications company [telecom])
typically will be responsible for account opening, transaction processing,
and recordkeeping, although some of its functions may be outsourced to
other parties (such as retail outlets). (The role of the AP is discussed in
more detail in chapter 1.)

It is of paramount importance to clarify the relationship between the
retailer and the AP. In most cases, this relationship will amount to an
“agency” or “outsourcing” relationship (although this would not amount
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to “outsourcing” as discussed by the FATF in its interpretative notes to the
recommendations). The authors submit that the retailers do not deliver
the m-money services. Rather, they provide the services in the name and
on behalf of the main provider; in other words, they merely act as an “out-
sourcee” of the AP. As a result, retailers should be seen only as represen-
tatives or functionaries of the AP who ultimately bears the responsibility
for AML/CFT, among other things. In this regard, agency or outsourcing
relationships should be contractually established and defined in formal
contracts between the retail outlets and the AP.

Fieldwork revealed different approaches to implementing AML/CFT
regulations in regard to retail outlets. Some jurisdictions are considering reg-
ulating and registering retail outlets. The authors advise caution in this
regard. Many jurisdictions, including several members of the European
Union, have declined to follow that approach. The FATF standards do not
require retail outlets to be licensed or registered. As stated, they are neither
the APs nor its outsourcee as interpreted by the FATF. They act as agents
or functionaries on behalf of the AP. Regulating retail outlets would imply
supervising them; and it is practically impossible, especially in developing
countries, to oversee thousands of small, corner shop-type retail outlets.

Know your retail outlets. When the AP is held accountable and respon-
sible for retail outlets’ compliance and noncompliance, there is no press-
ing need to license or register thousands of retailers. However, provision
should be made to require that CDD be carried out on retail outlets prior
to engaging them. Because retailers can be abused by criminals or be
involved in criminal activities themselves, it is advisable that retail outlets
that deliver a wide array of services be vetted by the AP prior to begin-
ning any business relationships.

The level of trust that m-money providers invest in their retail out-
lets is often determined by how well they know them. For large retail-
ers, the “know-your-retail-outlet” process could include the submission
to the AP of a full business plan for the retail outlet. It will also entail
identifying and verifying the identity of the retail outlet (for example,
confirming its registration as a company when the retailer is an incor-
porated company) and verifying the identities of the business owners
and the beneficial owners. When appropriate, policy makers may also
require the AP to ensure that retail outlets comply with a suite of
security and technological requirements, as set forth in relevant regula-
tions applicable to electronic payments. The AP, however, should be
allowed to perform such know-your-retail-outlet measures on a risk basis.
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Comprehensive measures will not be required, nor will they be feasible
in regard to small, informal retailers. Balancing the need to apply mean-
ingful due diligence measures on retail outlets with the need to grow a
large distribution network that can serve the poor is an important and
challenging issue for the industry and for the regulators.

Ensure that retail outlets undertake AML/CFT obligations. When the AP
is held accountable and responsible for compliance and noncompliance
by the retail outlets, it does not mean that retail outlets should not bear
AML/CFT responsibilities. On the contrary, they should be tasked with
appropriate AML/CFT functions because they are in direct contact with
customers. All interested parties are advised to clearly specify the
AML/CFT duties delegated to the retailers in the business agreements.!?
This may vary by country, but jurisdictions may wish to consider asking
retail outlets to perform some AML/CFT checks, including know-your-
customer (KYC) checks and recordkeeping. In addition, it is possible to
entrust retail outlets with the duties of conducting ongoing monitoring of
transactions and reporting of suspicious activities to the relevant author-
ities. Depending on the context, however, that may not be practicable.
Retail outlets do not necessarily have access to all of the relevant client
and transaction information that the AP would hold. Therefore, they may
not be able to monitor transactions effectively or identify suspicious
transactions accurately. They are, however, in contact with clients and
may be able to identify some suspicious behavior. In cases such as these,
it is appropriate to require them to relay their suspicions to the AP. The
AP then can review the client’s transaction patterns and determine
whether there are grounds to proceed with a formal STR to the FIU. As
for customer monitoring, it is also desirable that the main monitoring
obligations rest on the AP because it is best positioned and equipped to
oversee customer transactions (and it will be liable ultimately).

Establish mechanisms to scrutinize retail outlets. AML/CFT require-
ments can be imposed on retail outlets even when they are not directly
regulated. In the authors’ view, the AP should be required to ensure com-
pliance by the retail outlets. The supervisory authority oversees and reg-
ulates the principal, who then oversees the retail outlets. The authors
suggest that such an approach is fully consistent with FATF standards.
Retail outlets should be subject to appropriate monitoring to ensure
that they comply with AML/CFT obligations delegated to them by the
AP. As a result, the contract between the AP and a retail outlet should
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give the AP the right to audit the retail outlet’s performance of its obli-
gations. For example, the AP may wish to use “mystery shoppers”—staff
of the AP who visit retail outlets and pretend to be regular customers to
test the retail outlet’s integrity and competence in carrying out its roles.
The AP’s policies, procedures, training, and monitoring of retail outlets
should be scrutinized, in turn, by the supervisor. To that end, supervisors
are advised to perform on-site visits in a sample of retail outlets to deter-
mine whether the AP is performing the required functions correctly with
regard to its network of retail outlets.!3

Create an AML/CFT telephone hotline. Because retail outlets are playing
a central role in the customer interface and are tasked with several
AML/CFT duties, APs may wish to create a hotline for AML/CFT pur-
poses that would be accessible only to their retail outlets. In case of diffi-
culties, the outlets would seek assistance and guidance on issues related
to customer identification or unusual operations, among other matters.'*

Dratfft clear retail outlet regulations or guidelines. The issue of retail out-
lets is one of the most contentious and difficult aspects of the regulation
of m-money. Jurisdictions should make sure that all responsibilities are
clearly understood by all stakeholders. The regulators should consider
drafting agency regulations or guidelines that delineate

® minimum provisions to be included in agency agreements;

¢ basic eligibility criteria for retail outlets;

¢ technical and operational requirements;

¢ limits for retail outlet transactions, individually and globally;

¢ internal controls and reporting requirements for retail outlets;

¢ the requirement that transactions be conducted online and in real
time (that is, each retail outlet must have an account with the bank for
real-time financial and accounting settlement);

e different transaction thresholds, based on the level of KYC conducted;

¢ procedures for authenticating identification of both clients and retail
outlets; and

* management of retail outlets directly by the bank or through third
parties or network managers.

Cooperating and Coordinating

A constructive and collaborative approach to the drafting and implemen-
tation of regulation requires sound communication with all relevant stake-
holders and coordination between the relevant government agencies.
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Coordinate among regulatory agencies. The field of m-money is not
only new and fast evolving; it also sits at the overlap of several regula-
tory domains—those of banking, telecommunications, and payment sys-
tem supervisors and of AML/CFT agencies. The overlap substantially
raises the risk of coordination failure, where legislation or regulatory
approaches are inconsistent or contradictory (Porteous 2006). As a
result, implementing a mechanism of interagency coordination is of
paramount importance to ensure business growth in a safe and sound
environment.

Coordinate with all AML/CFT stakeholders. 1If day-to-day operational
contact among all institutions that play a role in the AML/CFT system
is essential to the proper functioning of the m-money system, periodic
consultation among high-level representatives of those institutions is
equally indispensable if their continuing commitment is to be guaran-
teed. Through discussions and by becoming aware of the capabilities and
objectives of the other actors in the AML/CFT system, these high-level
representatives can ensure that duplications and gaps are avoided. FATF
Recommendation 31 addresses these goals by recommending that “policy
makers, the FIU, law enforcement and supervisors . . . coordinate domes-
tically with each other concerning the development and implementation
of policies and activities to combat ML/FT.” These high-level meetings
generally comprise representatives from relevant ministries, including
the Ministry of Telecommunications,!® law enforcement authorities (both
investigative and prosecutorial), all financial supervisors, sometimes the
tax administration, the FIU, and industry and professional bodies. Apart
from resolving potential difficulties in implementation and otherwise
paving the way for cooperation at an operational level, these bodies also
may have a formal or informal role in preparing and reviewing draft leg-
islation that is relevant to branchless banking. This input and commentary
from the most important stakeholders at the highest level may well facil-
itate a smooth passage of pending draft legislation.

Coordinate with other supervisors. When supervisors have been granted
the power to issue lower supervisory regulations to implement formal leg-
islation, they must coordinate their efforts with those of other supervisors
to determine how those regulations are drafted and implemented. This is
particularly important for m-money where the primary regulator/supervi-
sor (namely, a ministry of telecommunications) is not necessarily the one
in charge of supervising m-money, as observed in many visited countries;
in practice, indeed, the central bank—or any other financial supervisory
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agency—is vested with the power to regulate and oversee m-money
providers.

Coordinate with the FIU. Given the expertise of FIUs in the area of
AML/CFT, and the fact that they are on the front line in discovering new
trends and methods in the domestic domain, there is a valid reason for juris-
dictions to make the FIU a key partner in the cooperation mechanism men-
tioned above. By conducting typologies and research exercises, the FIU can
help m-money regulators determine areas of low risk that might justify
relaxed AML/CFT requirements. The FIU can also provide basic training
for those supervisors or other authorities who are new to the area of
AML/CFT and who need a standard introduction. Conversely, of course,
the FIU itself may carry out some supervisory tasks and may need training
in how to conduct on-site inspections in the particular realm of m-money.!®

Coordinate with the industry. Regulators and policy makers need to cre-
ate sufficient certainty in legal and regulatory AML/CFT frameworks to
enable the mobile banking ecosystem to develop. Active collaboration
among financial and telecom regulators, financial institutions, mobile
operators, and handset manufacturers will facilitate a high level of cer-
tainty. M-money challenges regulators to respond appropriately and with
sufficient flexibility to new issues that appear to extend beyond their tra-
ditional domains of expertise. Engagement with the industry will help
policy makers and regulators understand constraints that are specific to
m-money providers with diverging interests.

Supervising and Enforcing

The primary responsibilities of any AML/CFT supervisor consist of
monitoring and enforcing compliance with AML/CFT laws and regula-
tions, and ensuring an equitable regulatory environment to promote
fair competition in the financial sector. In this regard, emergence of
m-money has posed new challenges to supervisors who have to deal with
a new category of role players (namely, MNOs), new products (e-wallets
and cell phone banking services), and new customers (unbanked or
underbanked populations). Jurisdictions may wish to consider the fol-
lowing steps to ensure appropriate supervision and enforcement.

Determine an organizational model that ensures effective m-money
oversight. It is the responsibility of each jurisdiction to devise and estab-
lish its own organizational framework for AML/CFT supervision. Neither
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the Basel Committee on Banking Supervision’s core principles for effec-
tive banking supervision nor the FATF’s international standards provide
any guidance on which type of model or supervisory arrangement a coun-
try should use or which type is more effective than any other. Decisions
to adopt a particular model or supervisory arrangement may be influ-
enced by the country’s own context—for example, specific features of the
domestic financial system, the powers and resources of existing authori-
ties, and its AML/CFT priorities.

During fieldwork, the authors found that several countries where m-
money is booming have chosen the central bank as the primary author-
ity to regulate and supervise MNOs. This model produces a number of
benefits. First, central banks have knowledge of and regulatory capacity
for payment systems, and they play a pivotal role in maintaining public
confidence in money. Second, the staff is usually both highly skilled and
knowledgeable about assessing risks in banks and about policies and pro-
cedures for managing those risks. Third, ML/TF risks are monitored like
other types of compliance risks for which bank supervisors are responsi-
ble. Fourth, financial supervisors know how banks operate and they
understand the products and services being offered; this knowledge is key
to understanding the m-money ecosystem and its related risks.

That model is certainly the most relevant one. However, attention
should be given to the following issues. Because of prudential concerns,
bank supervisors may not give AML/CFT the same priority as govern-
ments would give the issue, or they may not have sufficient resources to
do so—especially considering how the growth of m-money is increasing
the number of supervised entities. Consequently, compliance issues may
get neither the quantity nor the quality of attention that is required.

Countries should also make sure that vesting central banks with super-
visory power over m-money providers, including AML/CFT matters, does
not contradict or undermine the supervisory responsibilities that may
have been delegated to the FIU. Supervision of AML/CFT compliance in
some countries is trusted to the FIU only, whereas oversight of other
types of issues falls under the umbrella of the financial supervisor.
Another key element to consider is the role to be assigned to the author-
ities in charge of overseeing payment services. Although authorities who
are responsible for AML/CFT bear responsibility for mobile operators
who provide payment services, authorities supervising payment services
may also have an AML/CFT responsibility. In the majority of countries,
both functions are located with the central bank because it is the author-
ity responsible for financial stability. However, there is a deep debate
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regarding appropriate ways to regulate and coordinate these different but
overlapping responsibilities within the same authority.!”

Promote a clear and effective supervisory regime for m-money
providers. Supervising the AML/CFT compliance of MNOs is a new
topic, and jurisdictions are just beginning to look into it. In a growing
number of countries, authorities are devoting more and more attention to
the efficiency and efficacy of production, distribution, and use of pay-
ment instruments (Garcia 2008). With very few exceptions, however,
m-money is not yet prudentially supervised. Supervisors have uneven
levels of familiarity with m-money and, until recently, many were not
well versed on the implications of innovative branchless banking and
other e-money concepts. Lack of resources, limited experience with
AML/CFT issues, and an unstable regulatory regime for m-money may
seriously hamper effective supervision.

Regardless of who is the primary supervisor for AML/CFT compli-
ance in the m-money industry, examiners will have to be trusted with
the same responsibilities and should be able to carry out the same tasks
as they would for any type of financial institution. In effect, as contem-
plated in FATF Recommendation 29, supervisors should have adequate
powers to monitor and ensure compliance by financial institutions with
requirements to combat ML/TF, including the authority to conduct
inspections. Supervisors must not be hampered by any kind of bank
secrecy laws that could restrict access to relevant information.!® The
legal means by which the supervisor obtains access to required informa-
tion is not important, as long as the supervisor can access comprehensive
information in a timely manner. The supervisor, therefore, should enjoy
unrestricted access to information required for the proper execution of
its functions.

As a result, jurisdictions should empower m-money supervisors to
compel production from all kinds of providers of any information rele-
vant to monitoring AML/CFT compliance. They should be entitled to
enter an m-money operator’s premises (including telecoms) at reasonable
times to conduct on-site inspections. Supervisors should also access
clients’ so-called personally identifiable information (PII) that includes
names, copies of identification card or number and other identity-related
documents (such as a utility bill, if available), correspondence with the
provider, and the m-money account balance.

As part of the monitoring process, the supervisor should also be able
to determine if the provider’s process for filing STRs is sufficient to
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satisfy its reporting obligations. Supervisors should be allowed to access
STR files when performing on-site supervision.!?

That said, things might be more complicated to implement in practice.
Even though nonbank m-money providers should be treated like any
other financial provider, it remains unclear whether financial examiners
will have access to sensitive information like SMS and other text mes-
sages related to m-money transactions. In most of the business models,
financial transactions flow across networks through SMS sent by m-money
customers; in other words, the SMS is an integral part of the operation.
Because prudential examiners need to access the widest range of meaning-
ful information to fulfill their mandates as supervisors, a question remains
about whether they are allowed to access SMS when sampling transac-
tions. Regulators will have to clarify the perimeters of data that are avail-
able to financial examiners in the particular context of m-money. Some
communications data—such as the content of calls—will not be accessible
because of privacy laws.

Jurisdictions will also have to address the issue of supervision in the
case of cross-border mobile remittances, where the delineation between
home and host supervision is blurred. In effect, these services involve
three regulatory spaces: (1) that of the sender, (2) that of the receiver, and
(3) the international regulations that apply to international remittances.
Countries are advised to engage in discussions with foreign supervisors.

Oversight of retail outlets that partner with banks and nonbanks
also should be considered for AML/CFT purposes. In countries where
m-money providers (whether banks or telecoms) are allowed to use retail
outlets to deliver services (such as cash-in/cash-out), it should be deter-
mined whether the latter may be subject to on-site supervision. In some
countries, the outsourcer is subject to supervision by the central bank, and
the bank is held responsible for the retail outlet’s actions. As a result,
supervisors focus on the outsourcer only. This does not preclude the cen-
tral bank (or any other relevant authority) from occasionally performing
some controls in situ to ensure retail outlets comply with their obligations
as well.? In Mexico, for example, the National Banking and Securities
Commission has the prerogative to conduct on-site inspections of retail
outlets when deemed necessary.

Jurisdictions should also provide AML/CFT supervisors with the
financial, human, and technical resources they need. These resources
should correspond with the size, level of risk, and quality of AML/CFT
controls in the m-money sector. Unfortunately, scarcity of resources is a
widespread problem in almost all jurisdictions, and the emergence of new
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financial products like m-money will make this problem even more chal-
lenging. The scarcity can be multifaceted, limiting both the numbers of
technically skilled people and the funds to train them. It is vital that
AML/CFT regimes be effective; for that to occur, sufficient funding must
be provided, as required by international standards.?! In this regard, the
status and type of license that will be granted to a nonbank’s retail out-
lets will have considerable impact on the supervisory perimeter and, as a
result, on the capacity for supervisors to assume oversight responsibilities
for multiple entities.

Grant relevant authorities the power to make binding rules. The
AML/CFT supervisor, as the body that evaluates nonbank’s and bank’s
compliance, is in the best position to determine compliance requirements
and to issue rules, regulations, and other forms of guidance. As mentioned
earlier, the central bank is the supervisor for m-money in many countries
and, as a result, already has full power to make rules. In countries where
there is a different arrangement, supervisors may require specific author-
ity to do this, and the jurisdiction should take appropriate measures,
including legislative action, to provide it.

Rules and regulations should be issued in a clear, precise manner so the
meaning of such rules can be easily understood by those who must com-
ply with them—in particular, MNOs. Insufficient clarity may jeopardize
effective implementation of AML/CFT principles in the branchless bank-
ing industry and create an unequal business environment. In turn, that
will lead to confusion and to an uneven application of the rules, keeping
the supervisory body from attaining its ultimate compliance objective.
Both public and private sectors benefit when supervisors and financial
institutions collaborate to produce clear rules and regulations.

Define an enforceable sanctioning regime for m-money. Supervisors
should have the power to impose adequate administrative sanctions on
banks and nonbanks that fail to comply with AML/CFT requirements.
Understandably, different jurisdictions adopt different sanctioning
regimes that fit their particular legal traditions, constitutional require-
ments, and systems of government. Although each country is free to
determine its own regulatory, supervisory, and enforcement systems, one
consistent principle is that all countries—developing and developed—
should adopt a minimum set of measures to sanction m-money providers
who fail to comply with their AML/CFT obligations.

Furthermore, this set of measures should meet FATF requirements as
promulgated in Recommendations 17 and 29. Notably, sanctions should be
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effective, dissuasive, and proportionate to the seriousness of the situa-
tion. To ensure an equitable regulatory environment, as advocated by the
MNO industry, sanctions for not complying with AML/CFT rules should
be the same, irrespective of the provider. This also means that equality
before the law implies equal treatment in similar circumstances, and this
equality is to be reflected not only in the regulations, but also in individ-
ual cases. All other things being equal, a nonbank’s failure to report sus-
picious activity to the FIU should not be penalized by a $100,000 fine
when a bank would receive a mere warning from the banking supervisor
for a similar failure. Although a binding rule at a higher level already goes
some way toward securing equality, supervisors must ensure that equality
is maintained at the most detailed level and that similar infringements
committed by entities supervised by different supervisors receive similar
penalties.

Attention should also be paid to possible conflicting situations where
the supervision of MNOs is trusted to the central bank and the enforce-
ment power is given to the competent ministry (for example, the
Ministry of Finance or the Ministry of Telecommunications).

Jurisdictions should take enforcement seriously—not only to protect
the integrity of the system, but also to balance possible weaknesses in
other parts of their AML/CFT regime. A relaxed identification regime for
m-money may receive a low rating in an evaluation report if there is no
evidence of a commitment to enforcement of the relevant obligations.

Provide AML/CFT training to m-money supervisors. AML/CFT compli-
ance supervision in m-money services is a new issue for financial institu-
tion examiners. Employees at all levels need continual training on the
application of new laws and preventive measures, as well as on new inter-
pretations of existing matters. In addition, training programs need to keep
abreast of ever-changing ML/TF techniques and tactics. In this regard,
there is clearly a need for broad support and capacity building, especially
because weak capacity of supervisors is one of the enduring country risks,
as highlighted in chapter 2. Multilateral bodies and donors have a mean-
ingful role to play in this regard.

AML/CFT Guidance for M-Money Providers

Although complying with AML/CFT regulations is standard practice for
banks, these rules are not traditionally familiar to MNOs or third-party
providers. This section focuses on some of the key aspects of AML/CFT
to which m-money providers should pay attention.
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Internal Policies
M-money providers should have clear, accessible, and well-documented
internal policies and procedures that address any integrity risks arising
from their customers. Appropriate internal policies and frameworks will
enable providers to comply with relevant regulations as imposed by the
national regulator and will help them avoid any reputational risks they
may incur as a result of consumer fraud or even ML or TF occurring
through their systems. All compliance officers of the m-money providers
should be trained on these company policies and held accountable to
them if there is any breach of compliance obligations. The quality and
depth of the internal compliance policies should be shared with national
supervisors for relevant feedback and suggestions. Well-crafted policies
that set high standards of operation will prompt national authorities to
have greater confidence in the providers. In some jurisdictions, all relevant
formal legislation that governs m-money providers—such as AML/CFT
laws, e-money laws, or payment systems laws—may not have been for-
mally enacted. This situation greatly increases the importance of having
well-documented internal policies in place for m-money providers will-
ing to conduct business in these jurisdictions, and these policies must be
adequately implemented and enforced by the organization’s compliance
officers.

Internal policies developed by m-money providers should revolve
around the following practices:

Develop and modify policies through proactive dialogue with the
national regulator and pariner entities. It appears that a good practice for
an m-money provider is to develop an internal AML/CFT policy at the
same time it is developing its own m-money product. When Safaricom was
established in Kenya, for example, the company developed its own inter-
nal AML policy and submitted it to the regulators before formal legislation
governing m-money was enacted and before its m-money service was
deployed commercially. Although all countries should have formal legisla-
tion governing m-money before the industry begins to operate, Safaricom
was able to secure approval to operate prior to the passage of such legisla-
tion because of the regulator’s confidence in Safaricom’s internal integrity
and risk mitigation frameworks. Furthermore, when formal legislation gov-
erning m-money began to be enacted in Kenya, Safaricom was in a posi-
tion to advise the regulators designing the formal legislation because the
company already had assessed the market and its conditions via its own
internal analysis and had addressed them in its internal policies.
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When it developed its internal policies, Safaricom trained its staff
members on AML principles so that they were certified to oversee the risk
side of the product. This helped fully prepare the staff for deployment of
the m-money service, from pilot stage to commercial operation. Thus, the
proactive and timely approach in developing its internal policies helped
the company create a climate of dialogue and confidence among all rele-
vant stakeholders, including prospective customers, the internal Safaricom
staff, and the national regulator.

If a provider is partnering with another entity for the m-money serv-
ices, it is also important that the internal AML/CFT policies of the two
providers are shared and aligned effectively with each other. For exam-
ple, when there are potential discrepancies between the internal
AML/CFT procedures of two e-money issuers, fieldwork has shown that
the more conservative of the two options is often chosen. For cross-bor-
der mobile transactions, however, the internal AML/CFT procedures of
two e-money issuers may not need to align exactly because they are usu-
ally supervised and regulated by two institutions in two countries that
typically specify different requirements. This practice has also been
observed in regard to the internal AML/CFT policies of e-money issuers’
retail outlets (such as Western Union in Malaysia) when they have part-
nered with other entities for the m-money service.

Survey work to modify internal policies on the basis of a jurisdic-
tion’s conditions should also be undertaken. Fieldwork has shown that
surveys on the part of the provider led to alterations in national regu-
latory policies, taking into account the interests of the m-money
provider.??

Develop and modify policies using an assessment of the risk levels for
existing and prospective customers. An assessment of the risk level
of each existing and prospective customer is essential, especially if the
provider is aiming to expand into new regions, either domestically
or cross-border. For example, the provider can apply a graduated cus-
tomer acceptance policy, which requires more extensive CDD proce-
dures for customers who present a higher risk. When a customer is
considered to represent a lower risk of ML or TF, the minimum standard
of due diligence may be employed (if that is permitted by domestic law).
After these customer acceptance policies and procedures are assessed on
the basis of customer risk, they should be clear and well-documented for
all employees—especially compliance officers. Employees should be
encouraged to offer feedback and suggestions.
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Design policies to ensure that companies’ compliance officers have
an appropriate AML/CFT focus. During fieldwork, it became apparent
that many of the m-money providers—especially those in developing
economies—are focused more on meeting prudential, systemic, and other
requirements than on meeting AML/CFT obligations. Compliance officers
of providers, therefore, may be focused more on mitigating other, non-
AML/CFT-related risk.?* To ensure an appropriate focus, regulation should
require providers to adopt comprehensive AML/CFT policies. It should
also require compliance officers to be adequately trained on AML/CFT to
ensure that they understand the importance of AML/CFT compliance,
especially in relation to the company’s legal liability and reputation.

Risk Management Practices and Transaction Monitoring
Regulation should support appropriate risk management practices and
transaction monitoring.

Support m-money services with appropriate governance and risk
management practices. Throughout a business relationship, m-money
providers (both banks and nonbanks) must conduct ongoing due dili-
gence on the business relationship and must scrutinize transactions
undertaken by their customers. As prescribed by the FATF, they have to
ensure that the transactions being conducted are consistent with the insti-
tution’s knowledge of the customer and his or her business and risk pro-
files, including the source of funds when necessary. As a result, it is the
duty of m-money providers to establish clear governance and risk man-
agement practices. They also must ensure that regulators responsible for
AML/CFT are made aware of their AML/CFT controls and grant approval
when necessary.

Develop internal solutions for ML/TF transaction monitoring. Rapid
adoption of m-money may generate risks. Even though these risks are low
(given the tight limits for transactions combined with stronger moni-
toring), providers should put in place flagging mechanisms that help
detect suspicious activities, according to rules preconfigured in the sys-
tem. Transaction monitoring is an important means of closely scrutinizing
potential criminal activities that might arise from this new type of trans-
action channel. The ability to trace and monitor transactions is central to
AML/CFT efforts.

As stated by the financial industry, “compliance with AML/CFT obliga-
tions is a core obligation and the responsibility of any entity participating
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in the financial services chain, not only because of the societal risk engen-
dered but also because non-compliance by any provider in the chain will
cast a shadow on the whole financial industry” (WSBI 2009, p. 1).
Implementing the right transaction monitoring solution provides several
benefits to the provider, demonstrates higher assurance to customers, and
may lead to greater adoption of these services.

In this regard, the challenge faced by mobile providers (especially tele-
coms) is to adapt their existing transaction monitoring platforms to cover
specific ML/TF risks. Providers have already installed technical solutions
to combat many forms of potential abuse (for example, firewalls; encryp-
tion mechanisms, including those for airtime interface; infrastructure
attack monitoring, Uniform Resource Locator filters; application security
controls), but ML/TF via m-money constitutes a new class of potential
risk. To address this new risk and to conform with international standards,
m-money providers will have to add new features to detect suspicious
activity specifically related to ML/TF.

Fieldwork has shown that transaction flagging enables an MNQ's sys-
tem to reject a transaction request or to impose artificial delays on suspi-
cious transactions. This approach is an automated facility based on the
flags placed on the individual parties in the transaction and the flow of
funds between them. In addition to a fully automatic approach, trans-
action flagging can be used to request manual intervention. Rather than
stopping a possible illicit transfer of electronic funds, an operator may
be alerted automatically to prevent the receiver from accessing the trans-
mitted funds either by withdrawing cash or sending the money on to a third
party. The operator can interrupt the transaction either by freezing the
account or by placing the funds in question in a “pending” state. The trans-
action will be suspended until the user has provided further verification
and adequately accounted for the patterns that prompted the alert and
suspension.

The provider’s information technology system will have to generate
periodic reports (daily and monthly) highlighting unusual activity related
to m-money operations. Each provider must determine specific internal
rules that explain the use of these reports and identify staff accountable
for generating, processing, and analyzing them. Guidance will also be
needed to establish the alert mechanism when something suspicious has
occurred.

Detecting patterns of suspicious activities among thousands of low-value
transactions will not be easy, given current approaches. In practice, cur-
rent approaches trigger suspicions in large and complex transactions, not
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in micro or nano operations. Conversely, one could say that placing
limits on transactions restricts the usefulness of the m-money product
for either ML or TF and makes unusual transactions more apparent.
Whatever may be the case, mobile providers will have to set up an
internal monitoring system to increase the likelihood that any deviant
behavior will be spotted. As described in chapter 2, fieldwork has shown
that mobile operators in many of the visited countries are equipped with
internal systems and have adopted risk management procedures recom-
mended by the FATF standards, including limitations on the number,
types, and amount of transactions that can be performed.

Clarify the role of the AP in overseeing AML/CFT procedures. As
defined in chapter 1, the AP is the entity responsible for account manage-
ment and tasked with monitoring AML/CFT procedures across the activ-
ity chain. Although account maintenance and recordkeeping may be
closely aligned, the entity managing the account records in some pro-
grams may not be the party that actually does the accounting (when
accounting is outsourced to a third-party processor) and may have no
authority or ability to monitor other aspects of the value chain. This is
why some laws relating to payment systems (for example, multiparty pro-
grams such as e-money transactions?*) refer to the role of “program oper-
ator” or the equivalent to whom the responsibility of core regulatory
compliance is assighed—roles that may not be the account manager or
even the issuer. Perhaps rather than linking AML/CFT monitoring to the
AP, each program should include a role charged with the capacity and
responsibility to oversee AML/CFT across the chain.

Establish watch-list screening. One important element of a transaction
monitoring process is the use of watch lists. There are different categories
of lists. First, as required by FATF standards and international conven-
tions, countries should distribute lists published periodically by the
United Nations Security Council Committee, established pursuant to
Resolution 1267 (also known as the Al-Qaida and Taliban Sanctions
Committee). The lists designate natural and legal persons thought to
be associated with these terrorist groups, and all countries are obliged
to freeze all funds belonging to or controlled by them. To that end, juris-
dictions should ensure that new providers such as telecoms and nonfi-
nancial m-money providers regularly receive these lists.?®> To ensure
maximum effectiveness, companies should include the names of terror-
ists in their internal customer database to automatically raise red flags
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when an applicant whose name matches the list is encountered. In this
way, immediate action can be taken.

A second type of watch list is an internal database that m-money
providers (especially telecoms) can design specifically to alert the staff to
certain customers who deserve enhanced scrutiny or should be prohibited
from accessing services. Although the establishment of such lists is consis-
tent with internal monitoring requirements, using them externally may
raise legitimate concerns. Some designers of m-money models have
explored the possibility of sharing data between providers to enhance the
integrity of the system. In most jurisdictions, sharing the name, account
number, and mobile number (the PII) is strictly prohibited by privacy laws,
even between similar entities (bank to bank and telecom to telecom).

Therefore, if telecom A notices something suspicious about mobile
number 123 on its network, it should be able to send out an alert to tele-
coms B and C without revealing the PII of the account holder. Mobile
number 123 could then be put on a shared watch list and assigned risk
level 1. If mobile number 123 shows up again as a suspicious transaction
origin (on telecom A) or destination (on telecoms A, B, or C), its risk level
rises to 2. The higher the risk level, the more scrutiny is applied to any
transaction involving that number.

Some AML/CFT experts have advocated creating a single database to
be shared between telecoms and banks. Others have envisioned the pos-
sibility of creating a centralized system where all m-money users’ infor-
mation would be regulated by a neutral third party or a government
regulatory body who would provide access to various entities, according
to business needs and specific credentials. These solutions may be addi-
tional tools for combating ML/TF, but their implementation may trigger
a contentious debate about consumer protection and privacy rights.
Countries wishing to follow these routes should ensure the routes are
compatible with their privacy laws.

Reporting Obligations

Because STRs play a key role in the AML/CFT system, it is important to
ensure that all parties involved in the provision of m-money services
cooperate to share information appropriately, that reporting lines and
responsibilities are clear, and that the parties have sufficient capacity to
monitor transactions and customers to ensure that suspicious behavior is
reported as required. Regulated institutions are required to report suspi-
cious transactions to the government, generally by filing STRs with the
national FIU.
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In the context of m-money, as many as four types of functions may be
relevant to the identification of suspicious transactions: agency, account
record provision, mobile telecommunications provision, and settling
banking services. Depending on national regulations, these four functions
may be combined in as few as two role players or spread among four dif-
ferent role players.

As explained earlier, the MNO may also be the AP in some countries.
If the AP is not a bank, the m-money program will have to involve a set-
tling bank to hold the pooled account and the bank accounts of the retail
outlets. Although m-money programs may not involve many role players,
it is helpful here to focus on a more complex model with four different
role players for purposes of guidance.

A framework that draws on the strengths of all four role players will
provide the best-quality reports. This can be accomplished by taking the
actions described in the following paragraphs.

Charge the AP with identifying and reporting suspicious transactions.
The AP should be required to maintain appropriate monitoring systems
that enable it to compare a customer’s transactions with the customer’s
profile; compare the customer’s transactions and transaction patterns
with those of similar customers; and check a customer’s name against
sanctions lists, lists of politically exposed persons, and other relevant
information. A manual system may be appropriate for small programs,
but those with large numbers of clients will probably require sophisticated
information technology systems to ensure appropriate monitoring. The AP
should also have the investigative capacity that enables it to follow up on
STRs received from its retail outlets. Where the AP determines that a cus-
tomer is suspicious or engaged in a suspicious transaction, it should be
required to file a report with the FIU.

Require retail outlets to report their suspicions to the AP. Retail outlets
deal directly with the clients and may be able to identify suspicious
behavior. However, they are not necessarily able to file a high-quality
report with the FIU because they do not have access to the customer’s
records and other relevant information that should be included in a report.
Therefore, it is advisable to require retail outlets to report their suspicions
to the AP. This reporting obligation may be imposed contractually by
the agency agreement. The AP must be required to provide initial and
ongoing training to retail outlets to help them identify and report
such behavior. The AP must also be required to monitor the ability of
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retail outlets to report suspicious behavior and to take corrective action
when performance weaknesses are identified (including terminating the
agency agreement).

The retail outlet’s main role in respect to suspicious transactions is to
draw the AP’s attention to a customer’s questionable behavior, thereby
triggering a review of that customer’s transaction patterns and profile. The
AP’s reporting rules for retail outlets must be clear and practical, and it
must be easy for the retail outlet to file the required reports with the AP.
The provider should consider all the relevant information and determine
whether there are sufficient grounds for submitting an STR to the FIU.

Ensure appropriate information-sharing arrangements between parties,
when required. The general AML/CFT framework of a country may ren-
der more than one m-money party responsible for filing STRs. When a
settling bank is involved, the bank may be able to identify suspicious
transaction patterns relating to retail outlets. General AML/CFT laws will
require the bank to report any suspicious transactions directly to the FIU.
A nonbank AP, however, is the main manager of retail outlets’ ML/TF risk
and is responsible for filing STRs. In such a case, the regulator may wish
to ensure that all such parties are able to share sufficient information to
ensure that AML/CFT risk is properly managed, that STRs are com-
prehensive, and that multiple STRs are not filed unnecessarily. Such
information-sharing mechanisms must comply with the local laws and
should comply with international standards, especially those relating to
the protection of customers’ privacy.

Enable the FIU to access additional information when a report is
investigated. It is crucial to set explicit rules governing appropriate and
prompt access by investigators to data and information held by the
retail outlet, the AP, the MNO, and the settling bank. The STR frame-
work also should reflect the general rules regarding suspicious transac-
tions envisaged in the FATF recommendations, including the protection
of parties who file or contribute to such a report and the prohibition
against disclosure of potential or actual reports.

Clarify the breakdown of reporting duties when m-money services are
provided by international companies. When an international company
is one of the service providers, especially when it is the AP, general STR
filing duties may be divided among group, regional, and local officers.
Where such a splitting of functions is relevant, it is important to clarify
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the obligations of each party and to ensure that they support effective
submission of STRs to the local FIU.

Set appropriate rules regarding the information to be reported. M-money
channels also hold communications data. These data may be relevant
to the investigation of ML/TF, but normally they will be protected
by privacy and general communications laws. It is important to strike
an appropriate balance that ensures the reporting of key information
in the STR, access by investigators to relevant data, and protection of
citizens’ privacy.

Set up clear internal reporting mechanisms by each m-money provider.
Last, m-money providers—particularly MNOs—should bear in mind that
reporting suspicions is not a one-shot task. Any additional suspicious
activity that is linked to the original report should be reported as well.
The fact that an STR was made does not exempt the provider from fill-
ing out additional reports when new suspicions arise regarding the same
customer or transaction. The reporting institution should put the
reported m-money account under close scrutiny. Also, the AML/CFT
reporting officer will have to remind the reporting entity’s relevant staff
members of their obligation not to tip off the client and to report any
further forms of suspicious activity.

Staff and Retail Outlet Training and Awareness

Many staff members of business entities in an m-money program play an
indispensable role in mitigating ML/TF risk. It is important to outline
their responsibilities and to ensure that they are empowered to meet their
obligations.

Provide the staff with continuous AML/CFT training. As noted before, the
AP should take the lead in ensuring the AML/CFT policies of the m-money
system. This includes making certain that relevant employees and part-
ners (including retail outlets) in the system are adequately trained to han-
dle ML/TF issues. It is the AP’s duty to monitor this training and check
that the lessons learned are being properly implemented. The AP should
also provide employees and partners who handle m-money with AML/
CFT guidelines and best practices.

Continuous education in the area of AML/CFT will be necessary as
the market continues to change and as regulations adjust to the level of
risk faced. Such training should focus on procedures to identify possible
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criminal abuse as well to report it to the designated compliance officer.
Online training solutions are a good tool to keep the staff abreast of
AML/CFT requirements.

Some providers, including nonbanks, use testing to certify that an
employee or partner is fit to implement the AML/CFT procedures. Such
testing helps the organization monitor the effectiveness of its training and
the strength of its preventive measures against ML/TF.

Ensure that training targets all staff involved in m-money, at all
levels of responsibility. Training should serve the following specific
goals:

¢ All employees know the identity and purpose of the compliance officer.

* Employees receive clear guidance on spotting suspicious activity and
reporting it to the compliance officer or that officer’s deputy.

¢ All AML/CFT policies, procedures, and risk assessments are available in
written form to all employees at all times. These policies help demon-
strate that the company takes its AML/CFT obligations seriously.

¢ Employees know where to go for more help or information about the
AML/CFT regulations and policies.

¢ Senior management involved in m-money activities complete more
detailed AML/CFT training through a professional external body.

e The AML/CFT officer completes a specialist AML/CFT qualification.

Providers should always keep in mind that successful money transfer
systems require constant management and ongoing education of all peo-
ple involved in the m-money chain. In one case observed during field-
work, an m-money company created a system that enables in-the-field
AML/CFT trainers to log into the system to view the current training
status of every employee and issue refresher training reminders via SMS
or e-mail.

National authorities should develop the mandated AML/CFT training
curriculum for m-money providers and their retail outlets in consultation
with all relevant stakeholders, including the m-money providers. This will
ensure that the required training takes into account the cost and imple-
mentation capacity of the provider. Furthermore, national authorities may
wish to ensure that their mandated training is user friendly. As an exam-
ple, the financial supervisory authority in one jurisdiction where m-money
operates allows the m-money provider’s retail outlets to be accredited in
AML/CFT requirements online through a secure Web site.
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Recommendations for the FATF

The FATF recommendations are flexible and the risk-based principles
create an appropriate general standards framework for the development
of low-risk m-money services. Since 2007, the FATF has issued various
guidance notes on the risk-based approach and has provided guidance to
low-capacity countries. Despite these positive efforts, studies and inter-
views conducted during the fieldwork still reflect a measure of policy and
regulatory uncertainty. Policy makers and regulators who are keen to pro-
mote financial inclusion via m-money models are uncertain whether spe-
cific elements of m-money regulatory models will meet approval when
their countries undergo a mutual evaluation for compliance with the
FATF standards. Some regulators are hesitant to approve certain models,
and others are approving only very conservative models that will have a
limited impact on the market. The uncertainty is impeding regulatory and
market development progress.

During the fieldwork undertaken for this project, it became clear
that regulatory intervention is also required to prevent the risk of mar-
ket distortion. A number of new and emerging m-money providers are
competing in this new space, and their models differ markedly. As a
result, it is urgent that regulators provide an equitable competitive envi-
ronment to prevent market distortion. This is important in both national
and cross-border contexts, because cross-border m-money services (espe-
cially remittance services) are expanding. An equitable domestic and
international environment will support the development of appropriate
m-money services.

The FATF standards are general in their application, and it is appro-
priate for the FATF to refrain from providing detailed guidance relat-
ing to specific models. However, the FATF also must offer sufficient
guidance on key principles to ensure that uncertainty about the appli-
cations of its recommendations do not impede appropriate regulatory
responses. Clearer principles will help assessors follow a more consis-
tent approach when countries undergo mutual evaluations within the
FATF framework. (See Appendix A for further details.)

M-Money Guidance

The issue of financial inclusion is high on the 2010-11 FATF agenda. As
a result, several initiatives have been taken to explore solutions that
would favor better access to financial services by the poor without com-
promising financial integrity. Working groups involving FATF members
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and observers have been established recently, notably to revisit some key
recommendations (such as Recommendation 5 on KYC) and to intro-
duce more flexibility. These initiatives should be encouraged and sup-
ported. In this regard, further consideration should be given to the
practices described in the following paragraphs.

Provide further guidance regarding the identification of low-risk trans-
actions and customers. Although FATF guidance regarding the identifi-
cation of high-risk transactions and customers is well developed, less
guidance was provided to assist regulators in identifying transactions and
customers that pose a low risk. The FATF identifies some examples of
low-risk transactions and customers, but these are not relevant to the
financial inclusion environment. The FATF recognizes that low transac-
tion value may indicate low ML risk, but also cautions that low-value
transactions may be particularly relevant to TF risk. Regulators need to
design models that address both ML and TF risks and identify low-risk
transactions and clients from both perspectives. Clearer principles that
can guide regulators and regulated institutions to distinguish between
higher- and lower-risk categories are required to facilitate the develop-
ment of appropriate business and regulatory models.

Identify conditions under which m-money can be supported as a tool to
mitigate overall ML/TF risk. M-money generally poses a lower ML/TF
risk than do cash-based transactions. In some countries, the m-money
business model may pose less risk than cash, but local conditions may not
allow for the imposition of sufficient controls to ensure that the particu-
lar model poses only an insignificant measure of risk. For instance, the
inherent risk of the model may be assessed at a medium level, but that
level may still be significantly lower than the risk posed by cash. M-money
is particularly useful in helping users move from cash-based, informal
transactions to formal financial services. The regulator may wish to har-
ness this ability of the m-money model to strategically lessen overall
ML/TF risk in the system. Doing so will advance the objectives and the
spirit of the FATF recommendations, but it is not clear whether such an
effort would attract a negative rating when the country undergoes a
mutual evaluation. Clarity on the FATF’s approach regarding the use of
m-money and other financial inclusion initiatives to decrease overall
ML/TF risk in a country (including any applicable conditions for such use)
is required.
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Clarify appropriate CDD measures within the low-risk context.
Additional guidance should be issued regarding appropriate CDD meas-
ures in a low-risk context, especially in countries with lower levels of
capacity. This guidance should include the following:

¢ Conditions for partial exemption from CDD requirements in low-risk
cases should be considered and better explained.

e The FATF uses monetary limits to define and mitigate the risks of sin-
gle transactions and wire transfers, but it is unclear whether monetary
limits on account-based products are viewed as performing a similar
risk mitigation function. The authors believe they are doing so, but
that should be made clear in the FATF framework.

e Principles relating to appropriate CDD measures in the context of
financial inclusion should be considered, especially relating to identi-
fication and verification of customers and beneficial owners in low-
capacity countries. Customers may be identified in these countries,
but their identifying data cannot necessarily be verified with ease or
certainty.

¢ Additional guidance on the use of retail outlets and non—face-to-face
mechanisms to interact with customers in a low-risk context in low-
capacity countries is also required. Many financial inclusion business
models are only viable if they can operate in a branchless environ-
ment, often by using small retail outlets. These outlets do not have the
capacity to perform functions that can be performed by banks and
their employees. The duties of these retail outlets and principles
regarding CDD performed on non—face-to-face customers in a low-
risk context should be explained.

M-Money, Financial Inclusion, and the FATF

M-money, financial inclusion, and AML/CFT are dynamic topics in their
own right. Their intersection in the context of the FATF framework will
continue to prompt new questions. More clearly defined principles will
help the FATF address those questions. In addition, it is important to con-
sider a framework for the ongoing engagement of these and related issues,
especially in the FATF working groups.

Issue a risk-based guidance report on m-money. In June 2007, the FATF
adopted a series of risk-based approach guidance notes for specific regu-
lated sectors to assist both public authorities and the private sector in
applying a risk-based approach to AML/CFT. The guidance notes support
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the development of a common understanding of the risk-based approach;
outline the high-level principles involved in applying the risk-based
approach, and indicate good practice in the design and implementation of
an effective risk-based approach. They set out key elements of an effec-
tive risk-based approach and identify the types of issues that both public
authorities and financial institutions may wish to consider when using a
risk-based model (FATF 2007, para. 1.3).

The FATF should issue regulatory and supervisory guidance that goes
beyond assessing potential integrity risks in new payment methods that
support increased financial inclusion. In this regard, a separate guidance
note for m-money models is advisable.

Be sensitive and responsive to inappropriate compliance procedures.
The FATF recommendations set minimum standards of action against ML
and TF. The mutual evaluation process is designed to identify a failure to
meet these standards. It is not designed to note and evaluate steps taken
that exceed the minimum standards. A country that designs and imple-
ments an inappropriately strict and rigid AML/CFT compliance framework
may exceed the FATF standards, but undermine financial inclusion. The
FATF president for 2009-10, Paul Vlaanderen, accepted the relationship
between financial inclusion and the task force’s financial integrity objec-
tives: if AML/CFT controls are implemented in a manner that unneces-
sarily undermines financial inclusion, the controls also undermine the
FATF’s broader integrity objectives. Therefore, the FATF must consider
ways to monitor the impact of a country’s AML/CFT controls on finan-
cial inclusion and must provide guidance on appropriate supportive and
corrective actions. The authors believe, for example, that the impact of a
too-stringent compliance framework should be considered as part of the
mutual evaluation methodology. It is important that supervisors and pol-
icy makers are guided to be sensitive to such unintended consequences of
inappropriate AML/CFT controls (Chatain et al. 2009).

Notes

1. For a discussion of the multiple components of AML/CFT regulation, see
Schott (2006).

2. The range of elements were analyzed during the Global Leadership Seminar
on Regulating Branchless Banking, held in Windsor, United Kingdom, on
March 8, 2010. The seminar was hosted by the Consultative Group to Assist
the Poor, the UK. Department for International Development, and the
Alliance for Financial Inclusion.
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11.

12.

13.

14.

15.

16.
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. The FATF identifies financial institutions to be covered by AML/CFT require-

ments on the basis of the activities or operations that are carried out in those
institutions.

. It should be noted, however, that some mobile operators are obtaining bank-

ing licenses that enable them to provide a wider range of financial services.
The banking license application process is much more complex than for an e-
money license. This justifies strict guidelines and strict procedures that ensure
that MNO applicants are screened as rigorously as any other applicant for a
banking license.

. Other risks to consider include delivery channel risks and provider-related

risks—for example, the nature of the business, its size, and the nature of the
client relationship.

. Some countries have even been challenging the risk-based approach because

it does not really address the particularities of low-capacity countries.

. There are two conditions that must be met to enable the partial or total

exemption of certain financial activities from AML/CFT obligations. It can be
done (1) in strictly limited and justified circumstances and (2) when there is
a proven low risk of money laundering. The FATF is working on elaborating
further guidance in that area.

. Here, we refer to the type of remittance services that are registered and mon-

itored, as prescribed by FATF Special Recommendation VI.

. This approach, however, requires a detailed assessment of risks.

. Note that the FATF does not allow simplified measures in cases where there

is a suspicion of money laundering or financing of terrorism.

See FATF (2008) for an identification of key recommendations for implemen-
tation by low-capacity countries.

Some countries, however, are considering subjecting retail outlets to
AML/CFT through direct legal obligations.

If retail outlets are not directly regulated or indirectly regulated, as proposed
in this book, there may be no legal basis for the supervisor to perform on-site
visits to the retailer network. Countries should carefully consider this aspect.

Depending on the way it is structured, such a solution might prove costly,
thereby increasing the overall cost of compliance.

According to fieldwork and information from CGAP, the Russian State Duma
included representatives of all relevant public bodies when it created its
branchless banking working group: the Ministry for Information Technologies
and Communication, the Ministry of Finance, the Ministry of Economic
Development, and relevant units of the Russian central bank.

In some jurisdictions, the FIU is the only authority vested with the power to
supervise financial institutions for AML/CFT compliance, while the primary
supervisors deal with the oversight of other types of prudential risks.
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17.

18.

19.

20.

21.

22.

23.

24.

25.

The majority view is (1) to put the burden of licensing (or registering) oper-
ators on the payment system overseer because the operators provide a pay-
ment service, and (2) either to transfer the AML/CFT responsibility to that
overseer or to establish a coordination mechanism between the two functions
or departments.

FATF Recommendation 4 states, “Countries should ensure that financial
institution secrecy laws do not inhibit implementation of the FATF
Recommendations.”

Access to this information is contingent on permission under the national law.
In some countries, STRs are accessible only to FIU staff, not to bank examin-
ers of the financial supervisory authority.

This discussion assumes that the supervisory authority is legally authorized to
oversee nonfinancial institutions like retail outlets.

In some countries, the AML/CFT supervisor commissions external auditors
to conduct on-site work. This may be a reasonable option in jurisdictions
where the supervisor does not have the in-house resources to do such work,
although it may be difficult to find auditors with specific expertise in
AML/CFT evaluations.

For example, for one Malaysia-based provider offering cross-border remittance
services with the Philippines, it was found that Bank Negara Malaysia increased
the maximum balance limit permissible in the e-wallet for m-money transfers
after survey work and analysis was conducted by the provider. The original
limit imposed by the bank’s regulations on the e-wallet was RM 500, but it
was increased to RM 1,500 upon request by the provider. The survey work
was initially undertaken to assess the strength and relevance of the provider’s
internal AML policies and to see if there could be any modifications so more
customers could be reached. Following the survey work, the provider argued
that a large part of its potential customer base was neglected. It noted that
financial access among overseas Filipino workers was hindered because the
workers wished to increase the amount of remittances sent per transaction
at the lowest possible cost, but the original limit incurred additional
expense by forcing them to cash-in several times to send the larger
amount. Hence, the bank was convinced that the revised larger limit was
still safe and it didn’t constrain the business interests of the m-money
provider.

During fieldwork in one jurisdiction, researchers interviewed a compliance
officer of an m-money provider who was not certain to which national entity
STRs should be reported.

Examples of such laws include Indonesia’'s 2009 e-money regulations and
Nigeria’s 2009 mobile payment guidelines.

Typically, the central agency responsible for circulating these lists is the cen-
tral bank, the banking supervisor, or the FIU.
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APPENDIX A

The Interplay between Financial
Inclusion and Compliance with
Anti-Money Laundering and
Combating the Financing of
Terrorism Regulation: Key Issues
for Consideration during

Mutual Assessments

A mutual evaluation of a country’s levels of compliance with the Financial
Action Task Force (FATF) recommendations is undertaken in accordance
with the FATF’s anti-money laundering/combating the financing of ter-
rorism (AML/CFT) methodology.! Currently, this methodology does not
provide assessors with specific guidance on the assessment of elements
that are unique to mobile money (m-money).

The authors believe it is important to better inform AML/CFT
assessors as limited understanding of ways to apply the methodology in
such a context can lead to excessive rigidity—at the expense of a thriv-
ing m-money industry and of financial inclusion. This discussion iden-
tifies matters for consideration that are relevant to m-money. It is not
intended to formally complement the FATF methodology or to be a
substitute for any part of it. But it does identify issues that assessors
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may consider within the broad framework of the current methodology
and a number of matters that may be included when the methodology
is revised.

The methodology prescribes an assessment process that is already time
and resource intensive. Therefore, this discussion tries to be comprehen-
sive in identifying relevant topics, without adding unduly to the burdens
of countries being assessed or the assessors undertaking evaluations.

Background

In general terms, “financial inclusion” refers to access to appropriate finan-
cial products and services for everyone needing them, especially low-
income populations. Many countries around the world are exploring ways
to make appropriate financial services economically affordable and acces-
sible to these populations. In various jurisdictions, however, many poten-
tial customers are unable to provide reliable documentary proof of
personal data, such as evidence of their residential addresses or their iden-
tification cards. As a result, some of the concerned countries have tailored
specific know-your-customer (KYC) regulations to facilitate the exten-
sion of financial services to people not currently served. These regulations
often simplify customer due diligence (CDD) obligations regarding this
particular segment of the population—in most cases, according explicitly
or implicitly to the risk particular potential customers pose.

FATF assessors frequently debate the extent to which such simplified
CDD regulations meet and advance the objectives of the international
standards. The debates extend to the assessment of new role players in
services that are targeted at the low-income segment of the population.
The rapid development of m-money services has brought many nontradi-
tional financial service providers, such as telecommunications companies
(telecoms) and retail outlets, into the AML/CFT framework. AML/CFT
evaluations, therefore, should consider whether these entities are relevant
in a specific country. Because the FATF methodology does not provide
explicit guidance on their assessment, assessors require guidance on
AML/CFT and financial inclusion and on more detailed technical issues
relating to m-money.

In that regard, the World Bank and a few FATF-style regional bodies
(particularly, the FATF of South America—GAFISUD—) have started to
explore what type of guidance assessors require to integrate financial
inclusion questions into the assessment process. The following discus-
sion is a contribution to that effort. It aims, in particular, to identify key
questions that should be considered when assessing the conformity of
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m-money-related AML/CFT laws and controls to international stan-
dards.? After a general discussion of financial inclusion, matters relevant
to FATF recommendations 5, 10, 13, 20, 23, 25, 26, 28, 29, 30, and 32
will be addressed.

Financial Inclusion and AML/CFT

Assessors should consider specific issues regarding financial inclusion
when assessing the quality of a country’s AML/CFT framework. This is
not an easy task because financial inclusion raises quite a wide range of
issues. Properly contextualizing and assessing a country’s policy and reg-
ulations regarding m-money is key.

From an assessment viewpoint, financial inclusion initiatives might be
perceived as introducing risks of money laundering (ML) and terrorist
financing (TF). By nature, the aim is to provide financial services to those
people for whom such services were not previously available, especially
people who are unable to provide documentary proof of identification or
residence. It also involves cash-intensive businesses that are normally
regarded as high-risk entities. Moreover, financial inclusion usually leads
to the development of cross-border financial services that frequently are
classified as higher-risk services.

It is important, however, to understand that financial inclusion is
intended to bring the excluded population that is currently in the infor-
mal, undocumented, unmonitored, and unregulated system into the for-
mal, transparent, and protective financial system. This is a central and
crucial AML/CFT objective. In this regard, new modes of financial serv-
ice delivery capable of reaching the poor—such as m-money services—
assist society and promote good governance in the following ways:

e They help increase social inclusion and combat poverty, thereby
decreasing related terrorist-financing risks and the level of poverty-
linked crimes.

¢ They reduce the use of cash and increase the traceability of transactions.

¢ They increase the ability to protect consumers against fraud and other
financial abuses that generate illegitimate proceeds and undermine
public trust in the formal financial system.

In short, the general financial integrity objectives of the AML/CFT
framework are elusive when large parts of a society are excluded from
formal and regulated financial services. Therefore, financial inclusion and
AML/CFT are complementary policy objectives.3
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In addition, there are other mutual benefits (like the development of
sound global financial markets) that serve large parts of the populations
in those jurisdictions that are complying with global standards and prin-
ciples. Together, AML/CFT and financial inclusion may also enhance
adherence to other standards, including financial sector supervisory best
practices. The complementarity between the two is now well accepted,
and the FATF has already started exploring ways to further financial
inclusion and financial integrity. Assessors, therefore, should consider the
interplay between AML/CFT and financial inclusion when performing an
AML/CFT assessment.

Policy and the Regulatory Approach

As part of the overall consideration of a country’s national context and its
AML/CFT policy and regulations, it is appropriate for assessors to con-
sider whether the authorities have managed to strike a balance between
the risks associated with the use of m-money and the country’s objective
of fostering greater financial inclusion. That requires assessors to consider:

e whether the country supports financial integrity objectives with a
financial inclusion policy;

¢ whether financial inclusion initiatives, if any, pay due regard to and are
aligned in their objectives with and implementation of the interna-
tional standards; and

¢ whether the country has taken care to ensure that AML/CFT controls
are not unnecessarily undermining financial inclusion.

A country that does not take steps to address deficiencies in financial
inclusion is actually undermining its broader AML/CFT objectives. That
fact should be reflected in the evaluation of the AML/CFT regime’s over-
all adequacy. Financial inclusion initiatives that are too flexible may not be
aligned with the FATF recommendations, but AML/CFT controls that are
overly burdensome or rigid will form a barrier to new users who wish to
move from the informal financial system to formal financial services. In
such a case, the AML/CFT regime may have the perverse consequence of
encouraging a significant portion of the population to resort to risky, ineffi-
cient, nontransparent and informal ways to conduct financial transactions.

Assessors should give credit to appropriate policies that aim to dis-
courage use of informal systems and to encourage a proportionate
financial regulatory framework. In this regard, FATF Recommendation
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20 is highly relevant to m-money. Authorities promoting m-money
that carries lower risks (see chapter 2) should receive credit because
they encourage “the development of modern and secure techniques of
money management that are less vulnerable to money laundering”
(FATF Recommendation 20).

As a result, assessors may wish to consider the following questions:

* How well aligned are the country’s policy on financial inclusion, if
any, and its AML/CFT regulations?
© What is the current level of financial inclusion in the country?*
© Does the country’s national AML/CFT risk assessment consider the
impact of transactions that occur in the informal sector and cash
economy?
© Did the authorities tailor the regulatory framework—and the
AML/CFT regime in particular—to encourage entry into the for-
mal financial sector? If so, how did they determine the appropriate
level of integrity protection for a particular financial environment?
e How effective are the steps, if any, that the country is taking to formal-
ize financial activity and extend financial inclusion?

Know-Your-Customer Obligations

When it comes to assessing compliance with FATF Recommendation 5
on customer identification and verification, assessors should determine
whether the regulators employed a flexible approach to permit undocu-
mented populations to access m-money services and, if so, whether the
regime is proportional and justified. The assessors will need to consider
a range of issues relating to the extent of any exceptions that were
granted and the justification for those exceptions.’

In this inquiry, the first step assessors may wish to take is to consider the
risk environment. To justify an exemption from CDD measures, a country
should establish that a particular activity carries a low risk of ML/TF. In this
regard, the targeted markets for financial inclusion tend to have unknown
or unassessed risks. In addition, many products, services, and delivery
channels will be new; and risk assessments have to be dynamic. Although
all assessments of risk will have to be designed to address the particular
context, assessors should at least consider the following questions:

¢ Did the country undertake a risk assessment before relaxing KYC for
specific low-risk m-money products?
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e Is the risk assessment sufficiently robust to satisfy authorities and
assessors that m-money products carry a low risk?

e Were this assessment and its conclusion documented?

e Are the KYC exemptions clearly defined?®

Assessors should keep in mind that it may not be possible to compre-
hensively assess the risks of new m-money products because tangible
evidence is not immediately available.” Therefore, the risk should be
monitored over time as evidence is gathered and its regulation and
supervision are standardized.

Furthermore, assessors should consider how AML/CFT require-
ments—particularly those relating to customer identification—have been
reduced or simplified to facilitate the access of undocumented customers.
To this end, the following questions are relevant:

e Are there expanded lists of acceptable forms of identification or is the
use of alternative forms (that is, ones that do not necessarily bear a
picture) permitted?

e What criteria were used to determine the validity and reliability of the
range of identification options?

e When a tiered customer identification program is permitted,® is this
program effectively implemented and monitored by the account
provider (AP) to discover any outliers?

In addition, assessors should consider how the supervisor is ensuring
appropriate client risk management by the AP. In this regard, assessors may
wish to verify if supervisors conduct some checks on the way m-money
providers have determined criteria and controls for low-risk and low-
value products. In practice, most APs mitigate ML/TF risks by setting caps
and limits that restrict functionalities of the service. From an assessment
standpoint, it would be relevant to determine whether supervisors
address the following questions:

o Are these thresholds and caps based on a documented analysis of risk?
Does the analysis consider known typologies in the specific country?

¢ Does the system permit a customer to exceed a cap?? If so, does the
level of identification and verification and of monitoring increase?

e Are customers monitored for attempts to circumvent the limits, such
as one customer holding multiple accounts?
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The FATF assessment methodology in relation to KYC is wide ranging.
It is challenging for assessors and assessed countries alike, and further
guidance in this regard is required.

Recordkeeping

FATF’s Recommendation 10 requires financial institutions to maintain all
necessary records on domestic and international transactions for at least
five years to enable them to comply swiftly with information requests
from the competent authorities. Because the provision of m-money
services involves new players, such as telecoms and retail outlets, it is
advisable to include these new entities in the scope of the assessment of
Recommendation 10.

Assessors should consider whether telecoms are subject to any record
retention obligations for m-money services. If the AP (be it a telecom or
a bank) is relying on retail outlets, attention should also be given to the
recordkeeping obligations that may extend to them. In this regard, issues
such as the following should be analyzed:

¢ recordkeeping obligations that apply to the AP, retail outlets, and other
service providers;

¢ the legal nature of the obligations and how compliance is ensured;

¢ the ability of competent authorities who follow legal due process in
seeking records from nonfinancial entities to access relevant informa-
tion and evidence in a timely fashion.

Retail Outlets

The reliance on retail outlets in the context of m-money may complicate the
application of more flexible or relaxed CDD rules to low-risk customers and
products. It is important to determine what the status of retail outlets is;
whether they have any AML/CFT obligations; and, if so, how compliance is
ensured. Some retail outlets may act as agents of the AP and some may act
as independent service providers. Their specific operations may impact their
obligations and the allocation of responsibility to ensure compliance.

For assessors, the first matter to consider is the status of retail outlets
under the AML/CFT regime. This is a central point because the implica-
tions for the country and the scope of issues to be addressed may differ,
depending on whether retail outlets are licensed and regulated.
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As discussed in chapter 4, retail outlets should not necessarily be
legally subject to licensing and regulation. But if a country decides other-
wise, it is advisable for assessors to consider the following questions:

e What criteria are used to license the retail outlets?
e Must they meet a fit and proper test?
¢ Are retail outlets subject to any oversight from a supervisory authority?

¢ How effective is the supervision of the retail outlet’s compliance with
AML/CFT obligations?

The AP is normally held accountable for AML/CFT compliance in
regard to the m-money program (see chapter 4). As a consequence, the
AP is responsible for ensuring that its retail outlets comply with any
obligations that they may have to ensure the integrity of the system. As
explained earlier, the AP is the party who procures the retail outlets,
trains them, monitors them, and drafts the terms and conditions of the
contract with them. As a consequence, it is advisable for assessors to
determine whether and how the AML/CFT supervisor considers the
following matters:

¢ Does the AP perform due diligence procedures on retail outlets prior
to recruitment?

e Does the AP take sufficient steps to ensure that retail outlets do not
compromise any simplified AML/CFT control measures applicable to
low-value and low-risk accounts? For example:

o Are retail outlets subject to the AP’s ongoing monitoring and
scrutiny?

Does the AP perform any on-site visits?

How does the AP determine the sites to visit?

How often are those sites visited?

Does the AP use mystery shoppers?!©

O O O o

As part of their assessments of the AML/CFT framework of m-money,
evaluators should also consider matters such as the following:!!

¢ Do retail outlets have AML/CFT obligations?

e Are these obligations clearly stated in a regulation, or are they set out
in a contractual arrangement?

e What is the exact scope of retail outlets’ AML/CFT duties?
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Reporting Obligations

FATF’s Recommendation 13 requires financial institutions to report to the
financial intelligence unit (FIU) if they suspect or have reasonable grounds
to suspect that funds are the proceeds of a criminal activity or are related
to terrorist financing. The reporting requirement must be embodied in law.
As already observed, m-money usually involves multiple entities, such as
the AP, telecoms, and retail outlets. It may be challenging to regulate the
reporting of suspicious transactions in new delivery channels where account
opening and monitoring may be split among several entities.!? There may
be uncertainty about who holds the ultimate responsibility for filing a sus-
picious transaction report (STR) with the FIU.!3 Moreover, because accept-
ing customers, processing transactions, and monitoring accounts may be
performed by different parties, there is a need for clarity in the allocation of
STR responsibilities, consistent with FATF standards. These important
issues should receive attention during an AML/CFT assessment. In partic-
ular, assessors should consider whether the legal and regulatory framework
ensures that reporting lines are clear!'* and that suspicious transactions are
identified and reported effectively.

Before rating compliance with Recommendation 13, assessors may
wish to consider the following questions:

e Who is responsible for the identification and reporting of suspicious
m-money transactions?
o Are retail outlets required to report suspicions to the AP?
o Is the AP legally responsible for reporting to the FIU all suspicious
transactions identified by it and by its retail outlets?
o Where is the reporting obligation for each responsible party
detailed? Are the obligations enforceable?
¢ Do the APs, telecoms, retail outlets, and their staff enjoy legal protec-
tion against criminal and civil liability for breach of any restriction on
disclosure of information if they report suspicious transactions in
accordance with their obligations?
¢ How does the system ensure that information is disclosed in accor-
dance with the applicable legal rules, including privacy laws?'>
e How is it ensured that all relevant parties are aware of the reporting
obligations and have the ability to identify and report suspicious trans-
actions?!6
e s the AP required to provide initial and ongoing training to retail out-
lets to assist them in identifying and reporting suspicious behaviors?
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e Do statistics or other facts indicate that m-money transactions are
identified and reported when required? (See the discussion of statis-
tics below.)

Statistics

FATF Recommendation 32 also impacts m-money. This recommendation
requires countries to maintain comprehensive statistics on matters rele-
vant to the effectiveness and efficiency of systems for combating ML/TF,
including statistics on STRs received and disseminated. According to the
common methodology (essential criteria 32.2[a]), authorities should
keep annual statistics on STRs received by the FIU, including a break-
down by types of financial institutions, designated nonfinancial businesses
and professions, and other businesses or persons filing the STRs. One can
infer that in countries where m-money services are used, assessors should
determine whether the FIU is keeping statistics on STRs received by
those parties that are responsible for filing such reports in relation to m-
money (that is, APs, telecoms, and even retail outlets).

Supervision and Enforcement

FATF Recommendation 29 requires supervisors to have adequate powers
to monitor and ensure compliance by financial institutions with require-
ments to combat ML/TF, including the authority to conduct inspections.
M-money is a new category of financial activity involving role players
who are not necessarily overseen by financial supervisory agencies. In
some cases, it is unclear which agency or department is the primary
supervisor for mobile network operators that offer m-money services.
Conflict between agencies that hold supervisory responsibilities (for
example, the central bank, the communications commission, and the
FIU) is also possible when there is no clear delineation of responsibilities.
These questions may become more complex in the case of supervision for
cross-border transactions and cross-border mobile remittances. In this
regard, assessors may wish to consider the following questions:

® Who is the primary supervisor for m-money services?

® Does the supervisory regime adhere to the FATF’s functional defini-
tion of “financial institution”!” or do some nonbank providers (such as
telecoms) fall under different supervision for their financial services?

¢ If m-money providers are subject to different oversight regimes, is the
delineation of duties between supervisory authorities clearly set in law
and understood by all parties?
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The assessment of compliance with FATF Recommendation 30 is also
particularly relevant for m-money in countries where supervision of
AML/CFT has been entrusted to the telecommunications regulator, rather
than to a financial regulator. Under these circumstances, it is particularly
important to assess the extent to which that regulator or supervisor con-
ducts AML/CFT responsibilities. In this regard, assessors should be
alert to any gaps in the legal framework or any uncertainty in the
delineation of AML/CFT supervision or compliance-monitoring obliga-
tions. Telecommunications regulators who license, regulate, and super-
vise telephone companies are not necessarily familiar with international
AML/CFT requirements and with the mutual evaluation process.
Assessors must ascertain, however, whether that regulator has adequate
financial, human, and technical capacity to supervise and monitor
AML/CFT compliance.

Assessors should also pay attention to the licensing mechanism for
m-money providers. For example, it is relevant to ascertain whether
licensing procedures include effective and appropriate screening of
potential mobile banking licensees, including (1) identifying beneficial
owners and (2) conducting criminal background checks on potential
licensees before granting licenses.

Last, because m-money services are growing fast in many jurisdictions,
assessors should also check whether competent authorities have estab-
lished guidelines and provided feedback to assist m-money providers in
complying with their AML/CFT obligations, as recommended by FATF
Recommendation 25. In particular, assessors may wish to verify if these
guidelines have been circulated not only to financial institutions, but also
to nonfinancial m-money providers such as telecoms, when appropriate.

In addition, assessors should evaluate the effectiveness of the m-money
AML/CEFT supervisory regime. Consideration should be given to the fol-
lowing questions:

e With respect to m-money services, what are the responsibilities of the
supervisor?

¢ Is the supervisor able to supervise compliance by all parties to the
m-money program?

o Are supervisors allowed to conduct on-site visits to all parties (APs,
telecoms, retail outlets, and other service providers)? How often do
they monitor AML/CFT compliance by these parties?

o Do supervisory powers extend to all AML/CFT aspects—for exam-
ple, KYC, recordkeeping compliance, and compliance with STR
obligations?
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o How does the supervisor ascertain whether the necessary
AML/CFT training is provided and whether suspicious transactions
are identified and reported correctly?

® When conducting oversight, do supervisors also have access to person-

ally identifiable information that includes the CDD particulars and
documents of customers, m-money account balances, correspondence,
and other materials?

[s every party to the m-money business model subject to sanction or
other enforcement measures if they are in breach of an AML/CFT
obligation?

Notes

1.

FATF methodology (2009) is a tool to assist assessors in determining whether
countries are compliant with the FATF recommendations.

. Other electronic means that favor access to finance (such as prepaid cards and

automated teller machines) are not addressed in this section.

. For an example of this complementarity, see FATF/ESAAMLG (2009) and its

discussion of Mzansi accounts: “The advent of this product has brought mil-
lions of new customers into the formal banking system and has, in effect,
expanded the reach of South Africa’'s AML/CFT regime” (p. 100).

. Studies such as the International Monetary Fund’s Financial Access Survey

(http://fas.imforg/) and the Consultative Group to Assist the Poor’s Financial
Access 2010 (CGAP 2010) may be helpful in this regard.

. Few countries assessed by the FATF have already made provisions with regard to

Recommendation 5 to accommodate a flexible approach by not requiring proof
of address. In the case of South Africa, for example, Exemption 17 permits the
application of reduced CDD to special accounts (such as the Mzansi accounts).
To make these accounts available to more customers and to develop further
financial inclusion, accountable institutions are required only to establish and
verify the customer’s identity. They are not required to verify addresses.
Furthermore, authorities have established that the ML/TF risks associated with
this product are low because of the limits placed on account activity and because
customers using these accounts are unlikely to commit these acts. Assessors con-
sidered this approach acceptable. For further details, particularly on the risk
assessment of Mzansi accounts by the authorities, see FATF/ESAAMLG (2009)
and de Koker (2009).

. In addition to questions on whether simplification or exemption is applicable,

consideration of the following would be desirable: (1) whether all (new) cus-
tomer groups in a country are captured under an appropriate AML/CFT
regime and (2) whether the application of KYC/CDD requirements to the
new categories of customers is effective.
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15.

16.

17.
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. There may not be enough time to gather factual evidence of the abuse of

these channels.

. In a tiered program, a customer who can provide only minimal verification is

restricted to basic services and can access higher levels of services after more
comprehensive verification.

. Generally, the customer would be unable to exceed a cap because it has been

preset by the system. However, it is important to understand how often and
why customers may test the cap.

As defined earlier, mystery shoppers are staff who visit retail outlet locations
and pretend to be regular customers to test the outlet’s integrity and compe-
tence in carrying out its role.

Many of these questions may be answered through interviews with APs and
through document analysis (that is, by analyzing the agency agreement).

Retail outlets deal directly with the clients and may be able to identify suspi-
cious behavior.

As already stated, the AP retains the ultimate responsibility for filing STRs.

Assessors may consider two separate questions in this regard: (1) Are the
reporting obligations and lines of reporting clearly stated in regulations? and
(2) Does practice reflect the position stated in the regulations?

As explained in chapter 4, m-money channels also hold communications data.
These data may be relevant to ML/TF investigations, but they normally will
be protected by privacy and telecommunications laws. The regulator must
strike an appropriate balance that facilitates the inclusion of key information
in the STR, investigators’ access to relevant information, and protection of
customers’ privacy.

In the Philippines, for example, the central bank has set up a specific
department—the Core Information Technology Supervision Group—to
help ensure that the information technology systems used by the m-money
providers are safe and sound to help prevent any technology breaches or
loopholes when the AP files a transaction report with the FIU.

Telecoms providing m-money services should be considered financial institu-
tions, as defined by the FATF: among other things, “financial institution”
means any person or entity who provides customers with transfer of money
or values services or issues and manages means of payment, including
e-money.
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APPENDIX B

Mobile Money: Growth Potential,
Current Landscape, and Factors
for Success

The purpose of this appendix is to give the reader additional details on
the current global mobile-money (m-money) ecosystem. It reflects the
latest trends and provides some statistics.

The appendix is divided into four topics for discussion. It first gives some
statistics on the potential growth of m-money programs and their prof-
itability to providers. It then offers a stocktaking of the current m-money
landscape, including the various types of providers and their increasing
interest in deploying cross-border mobile remittance initiatives. The appen-
dix goes on to offer a snapshot of potential conditions that could either
foster or constrain the success of m-money programs, and then concludes
by addressing the current global regulatory scenario.

Potential for Growth

M-money services hold great potential for expanding financial access
among the poor. More than 80 percent of the world’s population is now
within mobile coverage. In 2009, the Groupe Speciale Mobile Association
(GSMA) reported that there were more than 4 billion mobile subscrip-
tions globally, with 80 percent of new connections in emerging markets
and mostly for lower-income consumers.! The growth of global mobile
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coverage continues exponentially as new mobile network infrastructure
and competition in the mobile markets flourish worldwide.

At the same time, there are enormous discrepancies between mobile
coverage and access to formal financial services. An early-2009 study by
the Consultative Group to Assist the Poor, the GSMA, and the
McKinsey Group (CGAP 2009) shows that almost 4 billion people
worldwide remain without access to formal financial services. Of this
number, 1 billion do not have a bank account, but do possess a mobile
phone—a number expected to grow to 1.7 billion by 2012. Therefore,
mobile phones can be leveraged to provide formal financial services to
nearly half of the world’s unbanked population. In addition, approxi-
mately 120 m-money programs were deployed in developing countries
in 2009; and in 2012, these programs will cover up to 364 million
low-income, unbanked people. The total revenues generated for the
m-money industry are estimated to be nearly $7.8 billion in 2012.

Despite the great potential of m-money in expanding financial access,
its financial incentives to providers and ultimately financial inclusion
objectives should be put in context. The expected revenue of $7.8 billion
would constitute only 4.6 percent of the m-money industry’s expected
total income in 2012. In addition, although there are nearly 120 m-money
programs operating at the moment, it is likely that only a few will succeed
and remain sustainable over the long run (CGAP 2009). Nevertheless,
the potential impact of m-money in postconflict and fragile states, such
as Liberia,> may be significant. The financial sector and the landline
infrastructure in these countries tend to be limited, but cell phone com-
panies are among the first major enterprises to expand their businesses
into these areas. Thus, if an environment conducive to m-money growth
were to exist in either the developed or developing world, national juris-
dictions could promote m-money as a key mechanism for financial
inclusion. M-money would provide additional service offerings and con-
venience to consumers. It could also help further reduce remittance
transfer costs and improve a country’s payment infrastructure, access
points, and distribution networks.3

The Current M-Money Landscape

The m-money provider* and the specific services of m-money may vary
greatly from country to country. For example, only mobile-based payment
services are offered in some countries, and only domestic (and sometimes
international) person-to-person transfers are available in others. A few
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countries have providers who offer every type of m-money service, from
mobile-based payments to domestic person-to-person transfers and even
cross-border remittance transfers.

The extent of involvement among the different entities (banks, MNOs
[mobile network providers], and third-party providers®) in any m-money
transaction may vary greatly from one jurisdiction to another because
banks may play a larger role in an m-money transaction in one jurisdiction,
and the MNO or third-party provider may have a comparatively larger
role in another jurisdiction. Chapter 1 has given greater clarity in this
regard, discussing the mechanics of the many m-money business models
around the world.

Sampling of National Jurisdictions

At the moment, some type of m-money program (typically, mobile
phone-based payment services) has been deployed in most jurisdictions
around the world. However, domestic or international person-to-person
transfer service offered through m-money remained limited to a few
jurisdictions, as of February 2010 (map B.1). The authors have used this
map because national regulations and supervisors defining an appropriate

Map B.1 Jurisdictions Where Domestic or International Person-to-Person Transfer
via M-Money Is Available, February 2010

IBRD 38334
JANUARY 2011

DOMESTIC OR INTERNATIONAL PERSON-TO-PERSON MONEY TRANSFER
AVAILABLE VIA MOBILE MONEY.

Source: GSMA's Wireless Intelligence unit.

Note: According to the source, this list may not be comprehensive because data are still being collected from
additional countries. This map was produced by the Map Design Unit of the World Bank, January 2011.The
boundaries, colors, denominations and any other information shown on this map do not imply, on the part of
the The World Bank Group, any judgment on the legal status of any territory, or any endorsement or acceptance
of such boundaries.
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regulatory framework for m-money should focus on the person-to-person
transfer risks associated with m-money in those areas. M-money goes
beyond person-to-person transfer to include bill payments, but bill
payments are not reflected in the map because they do not pose equally
serious integrity risks.

As one can see on the map, m-money programs have caught more atten-
tion in developing countries than in developed ones, perhaps because
they may have a greater marginal impact in expanding financial access in
low-income jurisdictions. In the developing world, such as in a few
African countries in Africa,® m-money may be one of the only means to
expand such access. However, in more-developed and in some develop-
ing countries, there is already a relatively well-evolved financial sector
with a very expansive distribution network and larger percentages of
people with access to formal financial services. In India, for example,
World Bank research and fieldwork has shown that even sending and
receiving money may be done with relative ease and efficiency through
the extensive distribution network of the postal service (which can act as
a traditional bank’s retail outlet). Hence, the deployment of m-money
programs in countries like India may be considered more of an additional
service for its citizens than a key tool to promoting financial inclusion.

Sampling of M-Money Providers

Some of the more “aged” operators of m-money in the developing world
are G-Cash and Smart Communications in the Philippines, Safaricom in
Kenya, and Wizzit in South Africa. At the same time, in Kenya, Zambia,
and a few other jurisdictions, the numbers of applications from banks,
MNOs, and third-party providers wishing to engage in m-money pro-
grams has been increasing.

In Pakistan, the MNO Telenor and the Tameer Microfinance Bank have
partnered to produce “easypaisa,” a branchless banking service offering both
domestic person-to-person transfers and bill payment.” In Rwanda, MTN
Rwanda was launched by the mobile operator MTN Group and a partner
bank, Banque Commerciale du Rwanda. Around the same time, MTN
Ghana was launched, partnering with nine different commercial banks.®
MTN Group has been one of the pioneers of m-money, partnering with
Standard Bank and launching in South Africa in 2005, and then commer-
cially launching similar services in Uganda in 2009. Other new electronic-
money (e-money) issuers engaging in similar services are WebMoney and
Yandex in Russia. In Brazil, most banks offer some type of mobile banking
service, including transaction-enabling services such as m-money.
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M-money is also present in more-developed countries. In Germany, for
example, some banks have offered m-money services, including the abil-
ity to transfer funds among individuals. However, recent trends indicate
that, despite the increase in the number of mobile network users in
Germany, fewer banks are operating m-money services now than in pre-
vious years. One study on the topic asserts that this probably results from
a lack of consumer interest and little overall profitability of deploying
these services, partly because of comparatively high service fees. Hence,
the introduction of “flat rates™ for using such services is posited as one
possible initiative to change consumer patterns in Germany and cause an
increase in demand for such services (Scornavacca and Hoehle 2006).

Cross-Border Mobile Remittance Programs

An increasing number of m-money operators are offering users the
opportunity to send and receive money across international borders. Thus,
cross-border mobile remittance corridors appear to be targeted as a growth
area by e-money issuers. By “cross-border,” we mean at least one mobile
account serves to remit or receive funds.

A cross-border mobile remittance model exists between the United
Kingdom and Safaricom accounts in Kenya (which opened in June 2009).
Senders go to brick-and-mortar, remittance-transfer retail outlets in the
United Kingdom, and the money is remitted directly into the recipients’
Safaricom accounts. For more than a year, another corridor has existed
between the telecommunications company (telecom) Maxis in Malaysia
and the telecom G-Cash in the Philippines. There is a third cross-border
mobile remittance corridor between the telecom SmarTone in Hong
Kong SAR, China, and G-Cash in the Philippines. The latter two corridors
possess the only pure telecom-to-telecom cross-border mobile remittance
models currently known.!? Telecom-to-telecom service means that a cus-
tomer may send funds directly from his or her mobile wallet to the recip-
ient’'s mobile wallet. This is unlike most cross-border operations that
require either the remittance sender or the remittance recipient to go to
a brick-and-mortar retail outlet to send funds from his or her mobile
account or to receive funds in his or her mobile account.

M-money operators G-Cash and Smart Communications are also
studying the feasibility of cross-border mobile remittance corridors
between the Philippines and countries of the Gulf Cooperation Council,
where many Filipino migrants reside. At the same time, mobile payment
solutions companies (such as Germalto) are currently in discussions
with MNOs working extensively in the Middle East and North Africa
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(including the United Arab Emirates) to enable South Asian migrant
workers (such as Bangladeshi, Indian, and Pakistani workers) to send
remittances home via mobile-based technologies.

Profitability of M-Money Providers and the Factors for Success

The profitability of m-money operators may vary significantly both
among countries and over time. Recent fieldwork in the Philippines sug-
gests that m-money is merely a complement to existing communica-
tions services and does not present a profitable endeavor by itself. Both
G-Cash and Smart have claimed that the only reason m-money is prof-
itable is because of their increases in airtime sales. The service acts as a
marketing tool and as a way of increasing customer “stickiness.” Thus,
neither company has engaged in aggressive marketing or promotion
efforts for m-money.

The experience of Safaricom, Kenya’s largest mobile operator, may
provide a different perspective, however. Safaricom is considered the only
truly profitable m-money operation in the world today, and it has become
the most widely adopted m-money program. Launched in 2007, the
company had nearly 7 million users in 2009—in a country of 38 million
people, 18.3 million of whom have mobile phones. As a result, the propor-
tion of Kenyans considered to be part of the formal financial sector has
doubled to 41 percent in the last three years (The Economist 2009). The
success of Safaricom has compelled other m-money operators (such as
Zap from the MNO Zain and Yu from the telecom Essar) to enter the
Kenyan competitive landscape.

Kenya’s unique local conditions have helped drive Safaricom’s prof-
itability. The company has been considered successful because having
fewer remittance market players has produced more limited competition,
leading to an unusually high cost for sending money through traditional
transfer mechanisms such as money transfer operators or wire transfers
via banks. In addition, during the postelection violence in 2008, Kenyan
citizens tended to lose faith in banks, which were entangled in ethnic dis-
putes; thus, people preferred to store their money in an m-money account
and send funds to their families through that mechanism. Furthermore,
the dominant market share (80 percent) and the aggressive marketing
efforts of (and resultant customer loyalty to) Safaricom made Kenyan
consumers more likely to test new products and services. Finally, the
regulatory and supervisory authorities permitted Safaricom to proceed
in its operation without any formal regulatory approval or any formal
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e-money, anti-money laundering/combating the financing of terrorism
(AML/CEFT), or other relevant legislation, as mentioned earlier.

In the future, it will be interesting to see whether emerging providers
will find that m-money by itself serves as a profitable business proposi-
tion in the jurisdictions where they operate, or whether m-money can be
profitable only as part of a larger bundle of service offerings provided by
all entities (banks, MNOs, and third parties) involved in the m-money
transaction. In this regard, the case of third-party providers will be espe-
cially interesting because these providers (unlike banks or telecoms) are
exclusively in the business of m-money and thus do not have an incen-
tive to deploy m-money programs as simply a mechanism to reduce cus-
tomer turnover. It is not yet clear if third-party providers generally will
find m-money to be a profitable endeavor by itself. It is likely this would
diverge greatly on the basis of jurisdiction-specific conditions.

The Current Global Regulatory Scenario

The extent of involvement among the different entities in an m-money
transaction often depends on existing regulations in the jurisdiction. In
India, as well as most other surveyed jurisdictions where m-money has
been deployed, banks are required to play a larger role than the MNO or
third-party providers in the various stages of an m-money transaction.
This means that banks frequently offer their own customers some type of
mobile banking service (such as one that lets a customer view his or her
bank account information on a mobile device) and perhaps a transaction-
enabling service (such as m-money). However, there are signs that this
soon may change in India and other jurisdictions where MNOs are being
allowed to play a larger role in an m-money transaction. This wider
empowerment often has been the result of national authorities becoming
more aware of the intricacies of an m-money transaction and learning
how other jurisdictions may be regulating and supervising m-money enti-
ties outside of banks to mitigate the integrity, prudential, and other risks
associated with the use of such channels.

In certain jurisdictions, not all the relevant regulations that could gov-
ern m-money are formally enacted—for example, relevant AML/CFT
laws or e-money or payment system laws.!! In Zambia, for example, there
is a national payment system law and an AML/CFT law, but no law gov-
erning e-money. In Kenya, an AML law was passed in January 2010, but
other relevant regulations have not been formally enacted. Nonetheless,
m-money programs are active in these jurisdictions; and some national
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authorities claim that they have formulated mechanisms to regulate and
supervise these services, despite the absence of one or more formal laws.
The authors do not agree with these practices and believe it is important
to have a legal and regulatory framework in place to govern m-money
providers. Although Safaricom was able to proceed in its operation
without formal regulatory approval and the enactment of formal (and rel-
evant) legislation in 2007, interviews with Safaricom indicate that they
very much desire formal regulatory approval and a clear legal and regula-
tory framework to provide greater clarity and enhance consumer confi-
dence in their operations.'?

Notes

1. The source of those data (Wireless Intelligence, GSMA’s marketing informa-
tion unit) is available at https://www.wirelessintelligence.com/.

2. In Liberia, landline service was destroyed in the war and it has not been
rebuilt. To call anyone there, one must use a cell phone.

3. In the example of Safaricom, m-money developed more as an alternative to
traditional remittance transfer mechanisms, which were more limited and far
more expensive at that time. But in more-developed countries like (where
greater and more competitive financial infrastructure is in place), m-money
services may be profitable and be considered a supplemental or complemen-
tary financial service offering.

4. As outlined in chapter 3, any m-money program always includes a variety of
providers—a mobile network operator (MNQO), a bank, and possibly one or
more third-party providers. The term “mobile-money provider” is used to
describe the lead entity or account provider (AP).

5. A third-party provider is defined as a nonbank or a nontelecom. Perhaps the
most famous third-party provider is Celpay, which classifies itself as a “pay-
ment service.” Others call themselves “technology platforms” or “mobile pay-
ment solutions companies.”

6. These countries include Ghana, Kenya, South Africa, Tanzania, Uganda, and
Zambia.

7. This service was launched on October 14, 2009.
8. MTN Rwanda and MTN Ghana were launched in February 2010.

9. A “flat rate” means that the funds’ transfer cost is the same, irrespective of the
amount of funds transferred.

10. What is also unique about the Maxis—G-Cash model is that a customer in the
Philippines can use his or her mobile phone to send remittances directly to a
recipient’s mobile phone in Malaysia. This service is rarely used, however,
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because most remittances are sent in the other direction—from Malaysia to
the Philippines.

11. A stocktaking of sample regulations governing m-money was provided in
chapter 3.

12. The Kenyan AML law passed in January 2010 may have a positive impact in
this regard.
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APPENDIX C

Customer Due Diligence Obligations
and Mobile-Money Services: Key
Questions and Solutions

This appendix introduces the challenges that mobile-money (m-money)
providers are currently facing in complying with customer due diligence
(CDD) obligations. It also lifts some misunderstanding or misperceptions
of what is expected from service providers, clarifies some concepts that
are not always correctly understood either by authorities or by the indus-
try, and analyzes the precise obligations under Financial Action Task Force
(FATF) Recommendation 5. It also offers some guidance on how best to
use the flexibility permitted by the standards and to explore possible
alternative options.

Know-Your-Customer and the Risk-Based Approach:
Principles and Limits

Identifying the applicant and verifying his or her identity is the first step
of the CDD process under FATF Recommendation 5. This applies to all
financial institutions, including m-money providers.! In the particular
context of m-money in developing countries, it is clear that these require-
ments are difficult to meet, especially in jurisdictions where people do
not carry formal identification papers or are unable to provide proof of
address. To address this challenge, the FATF recommendations contain

167
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provisions that permit flexibility in the way know-your-customer (KYC)
and CDD obligations can be fulfilled. Recommendation 5 states that
financial institutions (and, implicitly, nonbank financial providers like
mobile network operators [MNOs]) should apply each of the CDD
measures that is listed, “but may determine the extent of such measures
on a risk sensitive basis depending on the type of customer, business
relationship or transaction.” Furthermore, according to paragraph 9 of
the FATF interpretative note for Recommendation 5, “there are circum-
stances where the risk of money laundering or terrorist financing is
lower, . .. or where adequate checks and controls exist elsewhere in national
systems. In such circumstances it could be reasonable for a country to
allow its financial institutions to apply simplified or reduced CDD meas-
ures when identifying and verifying the identity of the customer and the
beneficial owner.”

Simplified or reduced CDD measures, therefore, should be read and
considered in combination with the so-called risk-based approach
(RBA).? The RBA allows countries to shape some elements of the anti-
money laundering/combating the financing of terrorism (AML/CFT) sys-
tem around risk. It permits countries to exempt a person, entity, or
financial activity from some or all of the AML/CFT obligations. However,
such an exemption must be on a strictly limited and justified basis—for
example, when risk of money laundering or terrorist financing has proved
low or when a financial activity is carried out by a person or entity on an
occasional or very limited basis (having regard to quantitative and
absolute criteria) such that there is little risk that ML/TF activity will
occur.

The FATF principles on reduced CDD measures appear straightfor-
ward. Their interpretation and implementation in an m-money context
in low-capacity countries have proved quite challenging, however.
Regulators, m-money providers, and policy makers actually have been
struggling to determine a “relaxed” KYC regime that meets FATF
requirements and the “particular circumstances” that may justify
adjustments of the CDD principles. Despite the FATF guidance on the
RBA, several issues around balancing financial integrity with the finan-
cial inclusion goals of branchless banking remain unclear to many
stakeholders.

One question is whether low-value financial inclusion products can qual-
ify as low-risk products.? The interpretative note for Recommendation 5
provides some examples of customers to whom simplified or reduced
CDD measures could apply. It also gives examples of simplified CDD
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measures that may be acceptable for various types of products. However,
none of the examples offered either in the interpretative note or in other
FATF documents are relevant to m-money services* because m-money
did not really exist in the developed world when the FATF standards
were revised.

The subsequent RBA guidance notes do not bring additional clarity.
They acknowledge that low-value transactions may pose a low ML risk,
but that there is some risk. Whereas the guidance notes recognize the
complexity of the matter, they shed little light on how countries and insti-
tutions should treat low-value products.®

In conclusion, the FATF principles and guidelines do not provide all
the answers; for many developing countries, many questions remain
regarding whether low-value transactions and low-turnover accounts
associated with m-money meet the definition of a low-risk product that
qualifies for simplified due diligence. The authors believe that m-money
services observed in numerous jurisdictions carry a low risk, as explained
below.

Why M-Money Services Carry Low Risks

The 2007 RBA note states that when there is little risk of ML/TF activity, a
country may decide that the application of AML measures is not necessary,
either fully or partially. In strictly limited and justified circumstances, and
based on a proven low risk of ML/TF, a country may decide not to apply
some or all of the recommendations to some of the financial activities.

The FATF does not clarify what is meant by “proven low risk,” but
there are a number of arguments that could be advanced in support of a
partial exemption for m-money services. For instance, the profiles and
risks of the services currently in use can be presented:

1. Fieldwork shows that mobile services can be both prepaid and post-
paid, depending on the consumer and the services offered. However,
the vast majority of services are prepaid, and accounts that are prepaid
usually have a ceiling on the amount of credit that can be stored on
them at one time. As stated in chapter 1 of this volume, prepaid
accounts do not pose a particular risk to a telecommunication com-
pany’s (telecom’s) business.

2. In terms of payment values, mobile transactions are generally very low,
averaging about $20-$30. Many of the financial transactions carried



170

Customer Due Diligence Obligations and Mobile-Money Services

out through mobile phones are micropayments. The typical user
makes a total of only $500 worth of transactions annually. Regarding
frequency of use, research in Kenya suggests that more than 65 percent
of customers use the service at least once a month, and only 1 percent
do so more frequently than once a week.

Initial users tend to be banked customers who are sending money to
their unbanked relatives,® so the sender has normally been identified
already. Average m-money users typically work in a city and remit
funds to family members for regular support. Last, although funds
generally flow from urban to rural areas, most services currently func-
tion only within one country.” Given such common patterns in
m-money, anything remotely different could be flagged as suspicious,
depending on the context.

Information technology companies have developed mature software
solutions that provide a robust control environment and a flexible
and scalable operating environment for m-money providers. Banks
also may deploy sophisticated transaction-monitoring systems (as
evidenced by fieldwork), and they are able to implement robust
compliance processes that meet FATF recommendation standards
(see chapter 4). Also, industry practices that set frequency and strict
amount limits for transactions may discourage ML and even TF.

The availability of telecommunications data on users of m-money
limits the risks posed by this payment system.

The MNO often occupies the position of intermediary in the pay-
ment process, functioning between a bank—or several banks—and
the customer or recipient. As a result, the MNO is able to provide
additional transaction information to law enforcement investiga-
tors to complement identity data provided by other financial insti-
tutions. These data may be equally or more valuable in the chain
of evidence than is a repetition of the verification process (see

IMLSG [2007]).

The statistics are also telling. So far, there is no evidence that m-money
services are being used for ML/TF purposes. Empirically, there has
been no specific case of money laundering through m-money services
in countries where these services have been implemented. And there
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have been no reports of TF (Chatain et al. 2008; Zerzan 2009).
Although any payment system is bound to be abused at some point,
World Bank research and reports from the mobile operator indus-
try (Solin and Zerzan 2010) indicate that m-money has been of lit-
tle interest to criminals or terrorists.

8. TF also usually involves an international element. In most of the m-
money systems currently in operation, international transfers are pro-
hibited. The few systems that do permit such transfers have CDD
standards equivalent to any other method of transferring money
abroad—for example, wire transfers and the like.

9. There is a common understanding or conception that TF necessarily
involves low-value transactions. Evidence from law enforcement
authorities shows that transaction sums from the 9/11 terrorist attacks
are well above the typical limits in m-money services.

10. Caps on m-money transactions force criminals and terrorists to
engage in a large number of transactions, and that increases the like-
lihood of being exposed to detection.

11. In jurisdictions where cash is easily prevalent, using m-money serv-
ices for criminal purposes appears too burdensome, greatly reducing
the likelihood of using these electronic channels.

All things considered, the authors believe that there are low risks of
ML/TF associated with mobile phone financial services when accompa-
nied with limits and monitoring systems. This low risk can justify simpli-
fied CDD, as discussed below; but, in some cases, the risk assessment and
evidence may convince a regulator that the conditions for a partial
exemption from CDD obligations are met.

Relaxed CDD for M-Money: Three Possible Scenarios

According to the FATF, there are two scenarios to consider when it comes
to relaxed CDD. At the business level, a country can decide to apply
reduced AML/CFT obligations to a given activity or to exempt it—fully
or partially—from AML/CFT obligations on the basis of a proven low risk
and in strictly limited and justified circumstances. If a country decides to
subject a financial activity to AML/CFT obligations, it may allow the
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businesses that carry out such an activity to apply reduced CDD to their
customers where there are low risks. In this latter case, however, full
exemption is absolutely not allowed. As matters currently stand, three
possible alternatives may be explored to permit more flexibility while
ensuring the integrity of the financial system.

The first approach is based on the fact that the identification part of
the CDD process is perceived to be crucial. The verification of names
may be given greater flexibility under the “reduced or simplified” CDD
procedures. In other words, in particular and clearly defined situations,
identification should be required but reduced verification may be
allowed.®

Reduced verification measures are easy to envisage. As discussed in
chapter 2, many developing countries have been imaginative in promot-
ing innovative means to verify the identity of a customer: a letter from a
local leader confirming the bearer’s identity, a call to a reliable local source
to confirm the customer’s appearance or voice, or the use of a witness
known to and trusted by the retail outlet. Such alternative verification
solutions are likely to be tolerated if they are restricted to channels with
limited risk. In South Africa, for example, verification of address for hold-
ers of Mzansi accounts is skipped because the accounts have very limited
functionalities and thus are classified as low risk.”

Another argument that can support such an approach is that up-front
KYC by itself does not seem to be the most effective risk mitigator.

Because identification information may include a variety of data about
a person (name, address, phone number, date of birth, and so on), no sin-
gle item stands out as always essential. For instance, there are several
countries where a person’s name is not documented. Why should name
be the key piece of information to universally identify a person? Perhaps
the person’s schoolmates and village elders designate him or her differ-
ently. Furthermore, in some small communities, all males or females have
the same name (son/daughter of ___). Perhaps the only consistent identi-
fier is his or her phone number—something that would rarely change
because it is the way people reach the person or, in some cases, it is where
his or her money is kept. Numbers are easier to use because they are less
likely to be recorded incorrectly and because illiterate people are able to
understand them.

As witnessed in many countries, financial criminals are likely to layer
transactions through any number of clean front men who act as account
holders or who hold power of attorney over the accounts of the benefi-
cial owner. However, it is most important and quite surprising to learn
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through discussions with law enforcement experts that many criminals
use their real names when they establish relationships with financial
institutions. That was sometimes the case during the preparation of the
9/11 terrorist attacks in the United States. The U.S. investigation of
financial transactions that supported the plot has shown that one of the
main financiers provided an exchange center!® with his real work identi-
fication data, his cell phone number, and his work address. As for the
hijackers, they opened accounts in their own names, using passports and
other authentic identification documents.!! The same investigation has
revealed that, contrary to numerous published reports, there is no evidence
the hijackers ever used false social security numbers to open any bank
account in the United States (Roth, Greenburg, and Wille 2004, p. 140).
KYC has been of little use in these particular situations.

The second approach relies on the exemption of very small transac-
tions from CDD obligations. The third European ML directive (EU
Directive 2005/60/EC) provides an interesting example: it exempts elec-
tronic money (e-money) accounts from up-front CDD if the total trans-
acted on the account does not exceed €2,500 in any one calendar year
and if not more than €1,000 is redeemed for cash by the bearer in the
same calendar year.!?

It is noteworthy that most of the mobile business models observed
during fieldwork have set limits (daily, monthly, or yearly) on the amount
of money that can be stored in the mobile phone account. One may infer
that m-money services currently available in developing countries match
the situations described above and could fall under the exemptions per-
mitted in Europe, for example.!3 However, full exemption of KYC is not
permitted under FATF Recommendation 5 when a country decides to
subject an activity to AML/CFT obligations—as is actually the case in
many visited jurisdictions. As a result, it is not certain that e-money
accounts addressed in the third European directive include m-money
accounts.

A third option is to apply a graded or progressive CDD approach,
whereby a customer who can provide only minimal identification is
restricted to basic services and may access higher levels of service only
after more comprehensive verification. This progressive CDD approach
relies on the quality of information and verification that is provided by
the applying customer. In practice, m-money providers (including non-
banks like MNOs), have developed technical platforms that automatically
manage tiered KYC obligations. In one case, all customers are placed in rule
bands that govern the amounts the customers are allowed to transact. The
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system allows customers with low-risk profiles to move more money.
Thus, customers who are able to provide additional identification and
verification information (such as a proven address, a photocopy of an
identification card, or an introduction from an employer) can be placed
in rule bands that permit higher transaction limits.

Notes

1. For natural persons, the Basel Committee on Banking Supervision (2001)
advises that the following information should be obtained: (1) legal name and
any other names used (such as maiden name); (2) correct permanent address;
(3) telephone number, fax number, and e-mail address; (4) date and place of
birth; (5) nationality; (6) occupation, public position held, and name of
employer; (7) an official personal identification number or other unique iden-
tifier contained in an unexpired official document (such as a passport, identi-
fication card, residence permit, social security records, or driver’s license) that
bears a photograph of the customer; (8) type of account and nature of the
banking relationship; and (9) customer signature. In addition, the following
might be required: taxpayer registration number, employer identification
card, and one or two references.

According to the Basel Committee on Banking Supervision (2001), the
identifying particulars that an institution obtains should be verified by at least
one of the following methods: (1) confirming the date of birth with an offi-
cial document (for example, birth certificate, passport, identity card, or social
security records); (2) confirming the permanent address with a utility bill, tax
assessment, bank statement, or a letter from a public authority; (3) contacting
the customer by telephone, letter, or e-mail to confirm the information sup-
plied after an account has been opened; and (4) confirming the validity of the
official documentation provided through certification by an authorized per-
son (such as an embassy official or notary public).

2. This approach was introduced by the FATF’'s 2003 revised 40 recommenda-
tions and was explained in subsequent RBA guidance notes. [see FATF (2007)].

3. de Koker (2009) identifies various questions that arise regarding the level of
risk of low-value products, and he suggests ways in which the FATF may
address the uncertainties.

4. Examples of customers, transactions, or products for which the risk may be
lower might include (1) financial institutions, (2) public companies that are
subject to regulatory disclosure requirements, (3) government administra-
tions or enterprises, and (4) life insurance policies for which an annual pre-
mium is no more than $/€1,000 or a single premium is no more than

$/€2,500.
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5. Of course, there are limits to the clarity that the FATF can provide. Its stan-
dards have universal application. Given the complexity of the questions and
the fact that risks and risk appetites may differ from country to country, the
FATF can and should give only broad, principled guidance.

6. According to recent surveys of customers using branchless channels in
Brazil, India, Kenya, the Philippines, and South Africa, today’s customers are
primarily not the unserved majority—although the unbanked and the poor
are starting to use branchless channels. See Pickens, Porteous, and Rotman

(2009).

7. However, there is great demand for cross-border payments because of the
need to cheaply remit money to relatives back home. See Solin and Zerzan

(2010).

8. In South Africa, for example, Exemption 17 eliminates the need to obtain and
verify the residential address details on low-value, low-risk accounts.

9. The features of a Mzansi account reflect the following risk parameters: type
of customer: the product is only available to natural persons; nationality of the
customer: the customer must be a South African citizen or resident; limited to
domestic transactions: cross-border transfers are not permissible, except for
point-of-sale payments or cash withdrawals in the Rand Common Monetary
Area; monetary limits: there is a daily limit on withdrawals, transfers, and pay-
ments. A capped monthly limit also applies. In addition, there is a limit on
the balance that may be maintained in this account. The customer is
restricted from maintaining more than one such account at an institution
(see FATF/ESAAMLG [2009], p. 100). It is important to note that the
FATF/ESAAMLG evaluators had no negative comments on this exemption.

10. The center was the Wall Street Exchange Center of Dubai, from which the
financier wired $5,000 to the United States.

11. The hijackers also used multiple aliases.

12. As set forth in the directive, member-states may allow the institutions and
persons covered by the directive not to apply CDD in some particular cir-
cumstances (Article 11, para. 2). As for e-money issuers, this exemption is
permitted (1) if the maximum amount stored on a device that cannot be
recharged does not exceed €150 or (2) if a limit of €2,500 is imposed on the
total amount transacted in a calendar year on a device that can be recharged
(Article 2, para. 5(d). CDD may also be skipped for any other product or
transaction representing a low risk of ML/TF (Article 2, para. 5). The full text
of the directive may be viewed at http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=0J:L:2005:309:0015:0036:EN:PDF.

13. The European directive seems to be a good example of a bill that gives pol-
icy makers some flexibility when it comes to applying or eliminating CDD
obligations.
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APPENDIX D

Reporting Obligations in the
Particular Context of Mobile Money

Suspicious transaction reports (STRs) are vital to the anti-money launder-
ing/counter-terrorist financing (AML/CFT) system. The STRs filed by
regulated entities provide important perspectives and often trigger fur-
ther money-laundering/financing of terrorism (ML/FT) investigations.
This appendix outlines the challenges posed by implementing reporting
obligations relative to mobile money (m-money). In particular, it dis-
cusses the different role players, the division of functions, the incidental
rights and duties, and the information that should be provided in an STR.

The Financial Action Task Force’s (FATF's) Recommendation 13
requires regulated financial institutions to promptly report to the finan-
cial intelligence unit (FIU) every time they suspect or have reasonable
grounds to suspect that funds are the proceeds of a criminal activity or
are related to terrorist financing. Additionally, some countries require that
reports be filed on transactions involving cash in excess of a specified
amount, regardless of suspicion. The latter appear of less importance in
the context of m-money, given the modest transaction sizes and transac-
tion limits involved.

Key issues that arise regarding STRs are the allocation of responsibili-
ties for the filing of these reports and the information that should be set
out in them.
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Allocation of Responsibilities

In theory, depending on the business model (see chapter 1), there are four
distinctive m-money functions that are involved in the m-money mecha-
nism, and as many as four parties may be active in a transaction. Each of
the parties has a particular role to play and so may be subjected to report-
ing obligations. The four parties are:

o the retail outlet, which deals directly with the customer and can iden-
tify possible suspicious behavior;

e the account provider (AP), who keeps the customer and transaction
records, processes transactions, and may be able to identify suspicious
transaction patterns and suspicious customers and their agents;

o the telecommunications company (telecom), which provides the
telecommunications service and may have additional customer infor-
mation, including customer particulars, contact details, and other
identifying data; and

o the settling bank, which holds the accounts of the retail outlets, receives
their deposits, supports their cash withdrawals from the m-money
system’s pooled account (if the system uses one), and may be able to
identify suspicious transaction patterns relating to retail outlets.

Depending on national regulations, a specific institution may act in
more than one of these capacities—for instance, a telecom may act as
both the telecommunications service provider and the AP. If the AP is not
a bank, the m-money program will need to involve a settling bank to hold
the pooled account and the bank accounts of the retail outlets.

In an ideal situation, an effective STR system will draw on the
strengths of all parties involved, and all parties will share relevant infor-
mation with each other. In practice, however, ineffective communication
channels and legal impediments, such as commercial secrecy and privacy
protections, may complicate information sharing. Every regulator and
m-money business model will need to consider the best ways to address
barriers to information sharing within the context of the relevant laws.
Increased information sharing will support higher-quality STRs. It is also
important to have clear rules regarding the allocation of reporting obliga-
tions. In this regard, the following delineation of functions is suggested:

1. When a telecom provides m-money services on its own and is respon-
sible for the AP function, it acts as a financial service provider and
should be licensed as such. In its capacity as a provider of financial
services, it should be responsible for reporting STRs to the FIU.
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2. If a telecom partners with a bank, questions arise regarding an appro-
priate allocation of STR responsibilities in relation to m-money trans-
actions. Regulators should be guided by the division of functions
within that partnership. The bank will be subject to general STR duties
regarding all transactions that it processes. The key question is whether
it should share responsibilities with the telecom. If so, how should the
relationship be structured? Jurisdictions may consider applying the so-
called rule of the account provider (discussed in chapter 1), according
to which the provider of the account record services is responsible for
AML/CFT obligations (including the filing of STRs). Three examples
of the application of this rule will suffice:

o If the bank acts as the AP, there may be little reason to burden the
mobile network operator (MNO) with parallel duties to file STRs
with the FIU. The STR obligation should fall under the bank’s
responsibility.

o If the MNO acts as the AP, it should be responsible for filing STRs.!

o If an intermediary provider type is neither a bank nor an MNO,
the intermediary provider is the AP and should carry the STR
responsibility.

3. If the program involves a settling bank, the bank is able to identify sus-
picious transaction patterns relating to retail outlets, and it will be sub-
ject to general AML/CFT duties requiring it to report any suspicious
transactions directly to the FIU.

4. Retail outlets should be required to inform the AP of any suspicious
conduct by a customer. This duty should be created and detailed by
the agency agreement between the AP and the retail outlet. The AP
will consider the customer’s profile, transaction patterns, and other
relevant information, and will file an STR with the FIU if it finds that
there are reasonable grounds to do so. A contractual reporting obliga-
tion for retail outlets will suffice in many cases. It reflects their lack of
access to client records and other relevant information needed to sup-
port a high-quality STR.

Although the rule of the account provider may assist a regulator in
determining responsibility for filing STRs, it is clear that more than one
party may be responsible for filing STRs in some cases. The regulator will
need to decide whether such parallel reporting obligations support the
country’s AML/CFT framework. In some business models, the services
may be delivered in such a fractured manner that none of the parties have
sufficient information to file a comprehensive STR. When that is true, it
is advisable to designate a lead party to coordinate the filing of individual
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reports or to ensure that a comprehensive report is filed. The lead party
and the other parties may need effective information-sharing mechanisms
that meet legal requirements, including privacy protections.

Related Rights, Obligations, and Processes

The allocation of reporting duties suggested above will be effective only
if the parties also assume the related obligations. For example, the AP
must ensure that its employees and retail outlets receive proper training
to enable them to identify and report suspicious transactions. Reporting
processes (especially reporting lines) and internal responsibilities (such as
those of the money-laundering reporting officer) must be clear.
Appropriate records should be kept, and all parties should be aware of the
need to keep information confidential and should not inappropriately dis-
close information regarding potential or actual STRs.

The reporting obligation must be linked to the duty to monitor trans-
actions, customers, and retail outlets; and should be supported by suffi-
cient capacity to investigate potential suspicious behavior, including
identity fraud. M-money providers must be able to ensure effective and
ongoing monitoring of accounts and customers. Accounts and customers
that were subjects of an STR must be monitored closely for a reasonable
period, and an STR should be filed for each additional suspicious transac-
tion that may be concluded.

The AP also requires processes and capacity that enable it (1) to monitor
retail outlets’ compliance with their obligations (including the obligation
to inform the AP of any suspicious operations) and (2) to take corrective
action when required (including terminating an agency agreement, when
necessary).

When an international company is one of the service providers—espe-
cially when it is the AP—general STR filing duties may be split among
group, regional, and local officers. In practice, banks and other financial
institutions entrust their designated compliance officers with the task of
completing and submitting STRs to the relevant authority prescribed by
the national AML law. In the case of financial groups, STR obligations are
determined on the basis of internal arrangements and geographic loca-
tions. For example, AML tasks can be split among the group AML officer,
the regional AML officer, and the country AML officer. The last of those
parties actually develops and maintains procedures and systems to ensure
that STRs are reported to local authorities in accordance with local law
and to the group AML officer (if not explicitly forbidden by local law).
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When such a splitting of functions is relevant, it is important to clarify the
obligations and to ensure that they support the effective reporting of
m-money STRs to the local FIU.

Policy makers must also ensure that relevant authorities are able to
access available information and data if they follow up on an STR. The
FIU, for instance, must be authorized to seek information from the retail
outlet, the AP, the MNO, and the settling bank, irrespective of whether
any of the parties filed or contributed to the filing of the STR.

Although the reporting obligation is a vital element of the AML/CFT
system, fieldwork has shown that very few STRs have been submitted
in the countries that were visited. In the Philippines, the FIU has seen
an increase in STRs from the two m-money operators (G-Cash and
Smart Communications) since it began recording these submissions in
2007. Only two cases—both relating to petty consumer fraud involv-
ing m-money rather than to money laundering—were sent on to law
enforcement authorities.

One case involved alleged recruiters of overseas workers who demanded
G-Cash payment as a recruitment fee. In this case, the large number of
transactions involving similar amounts flowing from various clients to one
account triggered the suspicion.

The second case involved a fraud scheme known as “dugo-dugo”
(blood-blood) in which a relative is called with news that a loved one has
been in an accident and is urgently requesting money. This scam was
more difficult to identify because the amounts that were sent differed.
Despite the difficulty, however, the m-money providers found sufficient
information to trigger suspicion and to file an STR that led to appropri-
ate law enforcement action.

Contents within an STR

Questions arise regarding the nature of the nontransactional information
and the extent to which it must be reported to the FIU.

Banks generally can draw only on information about customers and
their transactions for purposes of internal control and reporting of suspi-
cious transactions. The m-money channel holds additional communica-
tions data (such as general call logs and text messages) that may or may
not have a bearing on any particular transaction. Where suspicion is
related to a specific m-money service user, it is unclear whether a
provider (particularly an MNO) must report to the FIU not only the
transaction—or series of transactions—that is suspicious (date, amount,
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name of the sender, cell phone number, and name of the recipient), but
also all communications data that might be related to these operations
(for example, details and contents of phone calls and text messages that
come before or after the mobile transaction). In certain cases, such data
may be of great value to the FIU and to law enforcement authorities
because they will usefully supplement transactional information. However,
disclosure of those data by means of an STR raises privacy and other legal
questions.

FATF Recommendation 13 on reporting obligation refers only to
“funds” and does not specify the exact type of information subject enti-
ties must disclose. Similarly, Recommendation 10 on recordkeeping does
not shed light, simply stating that “transaction records should be sufficient
to permit reconstruction of individual transactions.” In practice, FIUs usu-
ally require reporting entities to send “full details” on the customer,
including transaction details and even recipient account details. In the
particular context of m-money, it is not known whether an FIU would get
full access to communications data.

The questions relating to the disclosure of such data are too complex
to address by means of general international principles. Much depends
on the particular context of the report and the national legal framework
protecting communications and citizens’ privacy. Therefore, it is impor-
tant that every regulator consider this matter and issue clear guidance
to the entities being regulated. When considering the matter, the regu-
lator should be attentive to the national legal framework and to the
scope of data reportable to the FIU. The regulator may limit the infor-
mation to be disclosed in the STR to specific data and evidence of spe-
cific communications that provide grounds for the suspicion. Such
information might include the fact that a short-message transmission
preceded or followed a funds transfer and the mobile numbers and par-
ticulars of the parties who sent and received that message. If the text of
the short message is directly relevant to the suspicion, the regulator
should consider whether the national law will allow disclosure of the
text in the STR or whether its relevance should merely be recorded in
the STR, leaving it to the authorized investigators to follow due process
to gain access to the text.

Countries should consider the possibility of authorizing the FIU to
seek information from other institutions subject to AML reporting
obligations—such as MNOs—that may have been involved in the cus-
tomer’s related transactions or business, even if they have not provided
reports.
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Note

1. Other players in the system, including the settling bank, would have very lit-
tle knowledge or awareness of customer activity because they would not hold
the account records. Retail outlets’ interactions with the pooled account is the
one exception to this. Retail outlets generally are required to hold an account
in the same bank as the pooled account so that they can make deposits and
withdrawals from the system. (Customers use retail outlets as their own
deposit and withdrawal points so they need not interact with the bank.) Banks
may detect suspicious activity in the retail outlet’s own bank account and find
it linked to the retail outlet’s deposits and withdrawals in the pooled account.
This activity most certainly should be reported to the FIU.
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